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This dissertation presents a smart wireless platform for home living, known as the 
AGE@HOME platform.  The platform is chiefly meant to provide independent living for 
the elderly in their own home. It may be equally used for the physically or mentally 
impaired, and applied to institutional care settings.  
It is a commonly observed circumstance that in many countries across the globe, the 
proportion of the aged in the population is rising. This is the result of fewer births and the 
increasing longevity of lives. In general, longevity increases feebleness, which in turn 
requires more and more care and support. This support, which typically needs young 
muscle, is now in short supply. Given these changing demographic trends, widening public 
policy objectives and advances in emerging technologies, the time seems ripe for devising 
concrete strategies to improve the living conditions of an increasingly large population of 
elderly citizens. The AGE@HOME platform aims to provide a home environment that 
enables the elderly to live outside institutional care for longer periods. This latter 
consideration is seen as increasingly important not only from the individual point of view 
but also from the societal point of view. The elderly market has hitherto been 
underestimated and largely ignored in the process of technology design and commercial 
marketing. Social contexts inevitably shape technological diffusion and it is therefore vital 
for technology designers and service providers to take into consideration important social 
trends and their consequences early enough in the innovation process.  
The AGE@HOME platform proposed in this dissertation is intended to detect unusual 
activity or inactivity in a home. It is designed to alert caregivers and public health service 
providers of critical environmental situations in the home (for instance, abnormally high 
temperature) or unusual behavioural patterns (for instance, the prolonged stillness of a 
resident). From a technical perspective, the AGE@HOME platform taps into the potential 
of integrating automatic data capture, identification, and sensor technology in order to 
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create a simple and non-intrusive care system. It combines traditional home technology, 
such as infrared motion sensors, with emerging technologies like radio-frequency 
identification (RFID).  In the wider context, RFID is indeed viewed as a key ingredient in 
the expansion of tomorrow’s networks, which will connect not only people with people, but 
people with machines, objects, things and environments.  
The platform proposed in this dissertation uses RFID combined with sensors (e.g. pressure 
sensors and motion sensors) for monitoring not only behaviour and environmental 
conditions, but also for locating items of importance in the home for individuals (e.g. 
medication, mobile phone, keys). The dissertation presents the decision logic that forms the 
basis of the AGE@HOME system, before describing the software program and graphical 
user interfaces that were developed based on that logic. As part of the research work 
supporting this dissertation, a random simulation of the AGE@HOME software was run, 
confirming the decision logic as initially conceived. The simulation also verified that the 
software could be used in a real-life scenario, in which physical sensors provide data in 
real-time to the central controller. The AGE@HOME software is ready to be connected to a 
working laboratory for further testing.  
It is noteworthy that solutions for so-called “digital homes” currently available on the 
market are fragmented, e.g. home automation mechanisms, intruder alarm systems, home 
care monitoring. The AGE@HOME platform is a novel concept in that in combines 
elements of these various systems for a targeted purpose. At the same time, it takes into 
account important social issues and the need for promoting, from a business standpoint, 
certain emerging technologies for the mass market.   
Against this backdrop, the dissertation examines the wider context of digital living, with a 
particular focus on the elderly, covering developments in the open participatory web and 
the expanding network of things. Socio-ethical considerations are incorporated for a holistic 
approach to technological design. An approach to engineering that is multi-disciplinary in 
nature is much needed in today’s fast-paced innovation environment, particularly in the 
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field of information and communication technologies, which today have become part and 
parcel of daily existence.  
This dissertation, and in particular the AGE@HOME platform, has the following original 
contributions:  
 it sets out a novel concept for monitoring environmental and behavioural crises in 
the home; 
 it combines both traditional and emerging technologies in the home in a non-
invasive manner for the resident; 
 it proposes a new theoretical framework for end-user leadership in innovation and 
technological design, namely “use leaders”;  
 it presents an environmental and behavioural decision-support logic that could 
enable the elderly to delay any possible move to institutional care;  
 it creates a software programme (with graphical user interfaces) based on the 
decision-support logic and ran a computer simulation confirming it– as a result, the 
AGE@HOME software is ready to be connected to a laboratory setting,; 
 it takes a multi-disciplinary approach to system design, bearing the needs and 
requirements of the specific user in mind; 
 it incorporates a unique perspective in exploiting current technological 
developments towards the realization of a more participatory, context-aware, and 
personalized digital life.  
 
The AGE@HOME concept and platform proposed herein take into account technological 
systems available today, but can be upgraded with new technology as it becomes available. 
Such modifications are made simpler because the system itself focuses primarily on the 
needs of users, and, in a wider sense, addresses socio-economic challenges that will endure 
for some time.   
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Kort Dansk Resume:  
 
Det er velkendt at ældre i dag, bliver meget ældre end tidligere, og i samme tid vokser 
antallet af ældre også på verdensplan. Derudover forøges behovet for ordentlig pleje og 
støtte for de ældre. Uden nogen form for støtte, risikerer kvaliteten af ældreplejen at blive 
mangelfuld på grund af det stigende antal af ældre. Udfordringerne i det daglige liv blandt 
ældre mennesker danner basis for en uafhængig platform foreslået i denne afhandling. 
AGE@HOME platformen er udformet således at den kan opdage afvigende aktiviteter eller 
inaktivitet i hjemmet og er designet således at det kan alarmere hjemmeplejen og offentlig 
sundhedservices under kritiske situationer i hjemmet (for eksempel ved unormalt høje 
temperaturer) eller unormal opførsel (for eksempel usædvanlig forlænget stilhed fra en 
beboer). Fra et teknisk synspunkt griber AGE@HOME platformen ind i potentialet ved 
integration af automatisk data opsamling, bruger identifikation og sensor teknologi for at 
kunne danne et simpelt og uforstyrrende pleje system. Udover beskrivelsen af de tekniske 
aspekter, undersøger afhandlingen det bredere sammenhæng mellem den teknologiske 
innovation og det digitale liv, med fokus på ældrepleje dækkende udviklingen indenfor 
brugercentreret innovation, nærværende web og ekspanderende netværk eller internet of 
things. Socialetiske betragtninger er også omfattet i en multidisciplinær og holistisk tilgang 
til det teknologiske design. 
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The older the fiddler, the sweeter the tune. 





“In the end, it’s not the years in your life that count. It’s the life in your years”. So said Abraham 
Lincoln and he was not far off the mark.  Although many things in life are uncertain, the fact that we 
grow old is a stark certainty. And today, we are growing even older, enjoying longer lives afforded to 
us by better health care and quality of life. At the same time, the number of young people to look 
after us as we grow old is declining, and entire populations are ageing across the globe. So the 
question is - how do we ensure that life truly remains in the years?  
1.1 Motivation  
There is a growing need to address the living conditions of the aged in many industrialized societies. 
Current health care and pension systems are already heavily burdened, and this situation will only 
worsen as the number of elderly increase over the next decades. At the same time, single member 
households are on the rise: one out of eight persons in the European Union is a single adult living 
alone1.  It is in the interest of society to provide its elderly with independence and self-sufficiency, 
not only as a cost-cutting measure, but also for motivating and encouraging individuals to remain 
productive members of society. If today, as they say, the 60s are the new 50s, tomorrow they may be 
the new 40s.  
This dissertation deals with the amelioration of living conditions for an increasingly aged population 
through the development of a technical platform to assist the elderly in their own homes. It is 
motivated by the growing need for multi-disciplinary approaches to technology design. It also takes 
into account that technological innovation and development should not only occur for the sake of 
advancing the state of knowledge as a whole, but should also seize opportunities to address the needs 
of particular users - their particular set of requirements and preferences. This holds even more true 
for information and communication technology (ICT), because no other technology comes closer to 
the very core of human existence: it now mediates many forms of social interaction, has become key 
to business interests and is vital for public health and safety worldwide.  Moreover, with the advent 
of the internet and particularly the mobile phone, ICT has become the most intimate form of 
technology that we use today. Given its vital role in daily life and society, together with its potential 
for health and safety applications, ICTs present an extraordinary opportunity to enhance the overall 
quality of life for the aged.   
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1.2 Challenges and problem statement  
In the context of ageing and the use of ICTs, there are a number of challenges to be faced. 
Demographic trends are straining public health care systems, as more and more people require 
sheltered or nursing home care and can no longer feel independent enough to live in their own home.  
At the same time, technologies for making the home more network-enabled, i.e. efforts towards 
creating the digital home, are suffering from slow take-up and lack of economies of scale. 
Technologies like radio-frequency identification (RFID), which hold great promise for data 
transmission, monitoring, and sensor integration, are not being adopted at a rapid rate, due to, inter 
alia, the fragmentation of applications in the market, the lack of “killer” user-driven applications, the 
lack of awareness and even reticence among users.  This dissertation presents a platform, the 
AGE@HOME platform, which seeks to address these challenges, in the following manner:    
 The platform is intended to enable the elderly to live independently longer, in their own 
home, outside of costly nursing home care facilities, through the use of non-intrusive 
wireless technologies; 
 The platform monitors behaviour and environmental conditions in the home, to alert of any 
crisis situations, thereby making the elderly feel safer when living on their own;   
 The platform provides a simple solution for equipping the home with promising emerging 
technologies, and as a result, offers an early unobtrusive digital home environment that can 
be built upon in future projects;  
 The deployment of the platform on the market has the potential to create specific market 
demand that would lessen user concerns surrounding so-called “monitoring” or 
“surveillance” technologies like RFID.  
There are a number of other related challenges that need to be addressed but lie outside the scope of 
this study.  First, home health data and records must be better integrated with hospital and clinic 
electronic health records (EHR). Standardization of RFID technology in and out of the digital home 
space requires further global attention. Further work is required on the development of biomedical 
sensors for home care and their integration with hospital platforms. Indoor localization techniques 
based on wireless technology require further sophistication. Security issues related to RFID and 
sensors must be dealt with, particularly in a global environment that poses increasing challenges for 
data security and privacy. Finally, overall system affordability (for individual and institutional users) 
must be promoted in order to stimulate mass adoption.  User acceptance is vital for any system to 
succeed on the market. 
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In the main, the present dissertation investigates the possibility of adapting emerging wireless 
technologies to the home for monitoring the behaviour and safety of elderly residents. Within the 
context of the ageing phenomenon and independent home living, it will be concerned with research 
problems that relate to network design, technology, and user requirements, namely: 
 
1) What kinds of automatic data capture systems are best suited to the homecare environment 
for detecting unusual activity or adverse environmental conditions?  
2) How can data from RFID, traditional infrared sensors, and other types of sensors be 
combined effectively to evaluate resident activity in the home? 
3) What kind of wireless network in the home is best suited for transmitting data from different 
sensors and data capture technologies?  
4) What kind of decision-making support model should be developed for behaviour monitoring 
in the home, to alert caregivers and emergency services of crisis situations?   
1.3 Sources and Methodology 
This dissertation relies on extensive research in the fields of innovation management, technology 
policy and wireless communications conducted over the last five years.  Annex A sets out a list of 
selected publications related to this research, including forthcoming publications. The research is 
based on a survey of recent public domain sources, academic journals and publications across various 
disciplines, ranging from engineering and telemedicine, to innovation management and sociology. 
Informal interviews with industry players and elderly individuals were also conducted.  
Following the research phase, a technical home platform to address the challenges and requirements 
of the elderly was conceptualized. Specification and Description Language (SDL) was used to 
conceive the decision logic of the system prior to the programming phase. Based on that logic, a 
software programme was developed, and a random simulation model was generated to test the 
software.      
1.4 Overview 
The present dissertation proposes a platform to enable elderly people, particularly those residing 
alone, to live independently in their own home through the assistance of wireless technology. The 
AGE@HOME platform proposed herein is designed to alert caregivers of potential crises in the 
home, in order to enable safe, secure and autonomous living. The main target group of 
AGE@HOME is the aged. However, the platform would be equally suited to persons with physical 
or mental disabilities.  
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The AGE@HOME platform attempts to combine and integrate various emerging technologies with 
more traditional technology in order to create what may be seen as an early prototype of a digital 
home for the aged.  Such a digital environment must be achieved without restricting resident activity 
through the over-monitoring of daily life, undue interference or the use of intrusive or bulky devices.  
This dissertation presents and develops the specific technical aspects of the proposed platform, but it 
also puts it into the larger context of ongoing technological developments, e.g. web 2.0. Furthermore, 
in addition to presenting the technology, it includes a much-needed holistic approach to the human 
being as a user of technology, in line with the view that technological design should be based on a 
better understanding of societal contexts and incorporate multi-disciplinary perspectives. For this 
reason, the dissertation begins with an examination of social trends and structures in Chapter 2. 
Chapter 3 proposes a new theoretical framework for use leadership in technology design and 
innovation before launching into the specifics of the technologies under consideration in Chapter 4. 
Chapter 5 presents an overview of the AGE@HOME platform for independent living and its main 
objectives. Chapter 6 provides a graphical description of the platform, describes the software 
implementation, and presents the results of the random computer simulation. It also summarizes the 
challenges that are raised. Chapter 7 explores the wider context of digital living, including socio-
ethical implications. Conclusions and future directions are presented in Chapter 8. 
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With mirth and laughter let old wrinkles come. 
- William Shakespeare 
 
2. EMERGING TECHNOLOGIES AND THE AGED MARKET: 
INNOVATION IN ITS SOCIAL CONTEXT 
Technology does not exist in a vacuum1: social contexts constantly shape technological diffusion. 
Conversely, technological innovation and adoption affect society. It is therefore vital for technology 
designers, service providers and policy-makers to take into account existing and relevant social 
trends and the effect of new technological developments on them, when innovating, drawing up 
business plans, and promulgating regulation.  The greying of the population is one such important 
trend. This chapter examines current technological developments in this and other social contexts. 
2.1 Beyond the digital 
In the domain of technology, we are face-to-face with a full-blown digital revolution. Everyone and 
everything is going digital: most of us spend hours a day in front of a screen, sending and receiving 
bits and bytes of data. At home, we watch programming, send emails and photos, listen to music, 
bank or make travel plans, all through the use of digital technology. Digital media are rapidly 
replacing all other forms.   
It would be insufficient, however, to say that we are merely converting our analogue world into a 
digital one. It is a much more complex and multi-faceted journey. There are a great number of 
technological developments and trends that are radically changing our relationship to technology, to 
our physical surroundings, and to each other:  
 technical, corporate and regulatory convergence  
 service mobility and the growth of wireless networks 
 growing value of real-time, “always-on” information & communication 
 popularity of portable ICT (information and communication technology) devices  
 advances in computing rendering information “ubiquitous”  
 advances in miniaturization  
 growth of social networking & web 2.0 apps 
 continuing expansion of the internet as a platform for information, communication, 
collaboration, entertainment, and creativity 
 growth of user-generated value & content 
But perhaps the most overarching trend is that we are no longer able to separate technology from 
daily life. It has become part and parcel of it. Moreover, the speed at which innovations are making it 
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to market means that often, their impact on society is a fait accompli before it is weighed. This is 
why it is more important than ever before for technologists, designers, businesses and regulators to 
gauge the impact of technology on society, and incorporate their analysis into public policy and 
commercial strategy.  
2.2 Convergence at the core 
The phenomenon of convergence, though not entirely new, has become the subject of growing 
interest worldwide. It is viewed as an underlying trend in the information and communication 
industry that is fuelling innovation and diversifying services. The European Union (EU) Seventh 
Framework Programme defines technological convergence as follows: “convergence (converged 
environments/networks) defines a multimedia environment and/or network where signals regardless 
of type (i.e. voice, quality audio, video, data, etc.) and encoding methodology may be seamlessly 
exchanged between independent endpoints with similar characteristics” 2 . In other words, 
convergence implies that previously vertically integrated services, such as multimedia, voice and 
data services, are being provided on common platforms (e.g. internet of mobile networks). For 
example, due to developments in component miniaturisation and low-cost processors, it has become 
possible for mobile phones to support a full range of voice, video and data services.  
The term convergence applies at many levels. It not only applies to technology (e.g. network and 
device convergence), but also to regulation, content/services, and corporate structure. In response to 
technological convergence, regulatory structures are trying to adapt, with more and more 
governments aiming to merge their broadcasting and telecommunications regulatory frameworks. 
Industrial convergence is evident, for instance as large media companies merge with 
telecommunications enterprises, and computing is increasingly combined with consumer electronics.   
As it is more and more difficult to distinguish between voice, data and broadcast networks, 
differences between players are becoming more apparent. Fixed operators are typically bundling their 
services in an effort to expand their portfolios and retain customers. Mobile operators are promoting 
mobility as a key network element and marketing it as a replacement or complement to fixed services. 
Regulators are struggling with the question of how to regulate similar services provided over 
different platforms (e.g. broadcast television versus television programming provided over the 
internet). Internet players like Google have entered the business of voice communications with Voice 
over Internet Protocol (VoIP) and telecommunications providers, like BT, are keen on making profits 
from the entertainment business with Internet Protocol Television (IPTV). In the meantime, for 
consumers, the search continues for simple, affordable and seamless services regardless of the device 
they use to access them.   
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Although convergence has given rise to a number of new technical and regulatory challenges, it has 
also provided the possibility of making communications cheaper, more accessible and portable. It has 
also stimulated innovation and created a multitude of new service opportunities. Globally, 
convergence will come in many flavours and the degree of convergence will vary from country to 
country. Consequently, different business models will have to co-exist for some time, and regulation 
must be in place to ensure that open market structures foster innovation and industry collaboration.  
2.3 Social trends and tensions 
“Change is the only constant”, says the Greek philosopher Heraclitus. Never before have changes 
tumbled in such rapid succession as in the present age.  These changes have not only occurred in 
industrial and commercial arenas, but also, just as importantly, in social and societal structures.    
Let us examine some of the more noticeable social trends today. It may be useful to consider these 
trends in the form of tensions or transitions.  In some cases, there is a stark transition from one way 
of doing things to another, or from one viewpoint to another. In others, there is a tension or conflict 
between two different ways of doing things or between two different perspectives.  
1. Relative predictability −  unpredictability (transition)  
Over the past decades, our environment has transitioned from one of relative stability to one that 
is increasingly unpredictable. Market environments, in particular, are difficult to predict as are 
user demand and preference. The wealth of choice individuals have today means lifestyles, career 
development and social positioning are evolutionary rather than static. In the past, one’s place of 
birth mostly determined one’s place of death and mode of life. Today, this is not so.  
2. Less choice − more choice (transition) 
Most individuals have much more choice than they have had in previous generations: choice of 
where to live, what/when and how to study, work or travel, whom to communicate with, when to 
communicate and how, and how and what to buy. This can empower individuals and provides 
many social advantages. But choice also represents a burden, with some finding it increasingly 
difficult to make decisions, commit to action, or understand and accept consequences.  
3. Information-poor − information-rich (transition) 
A plethora of information is now available at our fingertips, anytime and anywhere. It is as 
simple as a click of a mouse to access information about events occurring across the globe, 
instantaneously. It is also much easier to find information about topics of interest, without having 
to travel to a library or consult copies of newspaper archives.  
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4. Time-rich − time-poor (transition)  
A wealth of information and penury of time is what characterizes our age. Although technology 
is intended to provide convenient tools to help us save time, it seems that overall leisure time has 
decreased. The rapid pace and pressures of modern life are compounded by the unpredictability 
of relationships, both professional and personal, and an uncertain global economy. There is 
continuing dissatisfaction with human relationships. Finding the time to spend with the family, 
and the disposition, is hard to come by, notably in Europe and North America.  
5. Full-service −  self-service (transition)  
In many areas, the convenience and control of the automated transaction (e.g. e-banking) has 
made life easier. Businesses, too, favour the lower cost of operations and the greater geographical 
coverage. However, this trend is not limited to technology applications. In general, the “do-it-
yourself” trend has gained momentum in many aspects of daily life, from public utilities to retail.  
6. Fixed −  mobile (transition)    
Due to changes in technology, there is an undeniable shift from fixed to mobile services. More 
and more networks integrate mobility as a central element in design, and a larger number of users 
prefer mobile devices. Individuals are also more socially and geographically mobile: they travel 
and work in different countries and evidence more social and career mobility. 
7. Passive user − active creator (transition)  
Services are becoming more personalized and individual preference is playing an important role 
in the way that individuals communicate, learn and access information. With the more open and 
participatory approaches to the World Wide Web, internet users are no longer limited to 
consulting information but  have become instrumental in generating content themselves, thereby 
enhancing the overall value of the networks they use.   
8. Real −  virtual (tension)  
As people spend more and more time online, and as data about our physical world becomes 
readily available in the virtual world, real and virtual contexts will complement each other, but 
may also collide with each other.  
9. Public − private (tension)  
With the widespread availability of information and communications, the boundaries between the 
public and private spheres of human existence are beginning to blur. Private mobile 
conversations occur in public spaces. Similarly, all kinds of private data are now stored (and even 
posted) on public networks, e.g. through email, tracking of surfing habits, and social networking 
sites such as Facebook3.  What used to be private has become public. Thus, the public domain 
now contains a greater and growing amount of private data.  
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10. Collective −  individual (tension)  
On the one hand, modern society favours individualism. On the other hand, the internet and tools 
like online social networking have enabled an entirely new form of sharing and collaboration. 
There is tension between the need to retain individuality and individual self-expression and the 
requirement to conform to a group, a point of view, or a common (digital) culture.  
11. Young −  old (transition) 
In general terms, the world’s population is ageing, with Europe being no exception. Over the 
next few decades, an increase in the average age will mean that a greater number of people will 
require assistance in daily life, and greater burdens will be placed on health care and pension 
systems.  
Understanding the above tensions and transitions in daily life can serve to inform and enhance the 
development, adoption and use of new technologies for the public interest.  
2.4 Strategies for the public sector 
Many public sector institutions are looking at information and communication technologies as a way 
to improve the conveniences of daily life.  They are exploring ways to streamline government 
services through greater automation and on-line information and processing, thereby aiming to 
further empower the citizen. Governments are also concerned that the adoption of new technologies 
is too rapid for legal and regulatory frameworks to adapt, and can render them ineffective. At the 
same time, the overzealous use of regulation might hinder the creation of new markets and stifle 
innovation. The protection of personal privacy and the existence of cybersecurity threats are of 
particular concern. There is a need, therefore, for governments and regulators to work with individual 
players and users in devising the network of tomorrow – a network consisting not only of people, but 
devices and things (i.e. the network of things). This future network should be global, interoperable, 
scalable and sustainable.  
In parallel with these objectives, governments aim to put into effect social policies that lead to greater 
employment, better education, heightened public safety, and excellence in health care. There now 
exists a clear advantage in applying emerging technologies in these domains. Activities suffering 
from a lack of resources, such as education and health care, are particularly suited and in this context, 
private-public partnerships are a viable option to promote innovation. This approach will most likely 
spread the benefits of broadband access to a wider proportion of the population, which in turn, is 
likely to have a bountiful effect on growth and productivity.  
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2.5 A question of demographics 
Demographic trends over the last several decades clearly indicate an ageing of the world’s population. 
While medical innovations have increased life expectancy and enhanced the quality of life, fertility 
rates have declined. In Europe for instance, the average age is set to increase from just under 39 in 
2000 to around 48 in 2050 (Figure 2.1). At current rates, the old-age dependency ratio (i.e. ratio of 
the population aged 65 and over to the population aged 20-65) will reach from 35 per cent to over 50 
per cent by 2030, and from 40 per cent to over 70 per cent by 20504.  Although there is some 
variation in the rates of ageing around the world (i.e. ageing is more acute in Japan and in European 
countries like Italy and Germany than it is in Canada or the United States), it remains a universal 
phenomenon. 

















                 Source:  European Commission5  
 
Fewer young people translates into reduced resources and slower economic growth. In some 
industrialized countries, the labour force is set to decline6. Between 2000 and 2050, the ratio of 
inactive population aged 65 and over to the workforce is expected to increase dramatically in OECD 
(Organization for Economic Co-operation and Development) countries: in Korea, for example, the 
ratio is predicted to increase seven-fold. This is in sharp contrast to some emerging economies, such 
as India 7  and Brazil, where young people are not in short supply (Figure 2.2). In fact, world 
population growth is taking place primarily in developing countries8.  In the industrialized world, 
however, population ageing has resulted in significant fiscal consequences on health and pension 
systems, a situation which is likely to worsen in the future. More young people will be required to 
take on caregiving roles while a greater number of aged persons will become dependent on 
caregivers and public health systems. A key fact to be observed is that more and more elderly people 
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are living alone: in the European Union, for instance, 30 per cent of women and 13 per cent of men 
between the ages of 65 and 74 live alone9.   
As a result, there is an urgent need, notably in Europe, to develop innovative and independent 
platforms for the care of the elderly. It is in society’s interest, as a whole, to facilitate lifelong 
learning and to create an environment that promotes a constructive, enjoyable, safe and secure 
“golden age”.  Information and communication technologies (e.g. mobile wireless communications, 
internet) already pervade many aspects of our daily lives, and can be important enablers for ensuring 
quality of life for the aged.  More specifically, innovations in the area of short-range radio 
technologies and wireless sensor networks may be vital to the development of real-time public safety 
and welfare applications.      
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2.6 Seizing a new opportunity 
Against the backdrop of the social trends described above, it is important to pay due attention to a 
market that has hitherto been underestimated and largely ignored in technology design and 
commercial industry marketing: the aged.  
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Targeting the aged as an important market segment is not only vital for society and social welfare, 
but it also represents important business opportunities for equipment vendors, service providers and 
innovators. Quite beyond demand-pull strategies, technology for the aged is a lacuna in technological 
development that is waiting to be filled.   
Non-institutional caregivers are income earners and have a vested interest in ensuring the care of 
their ageing loved ones. They may be directly or indirectly influenced by the consumer habits of the 
people they care for. If, for instance, they see a certain gaming application which is appreciated by a 
family member, they may be inclined to buy it for themselves, either now or in the future. The 
elderly can be seen as “use leaders” of certain innovations, a concept that draws upon “lead user”11  
theory in innovation. As a group, they stand to benefit substantially from obtaining a solution to their 
needs, and with respect to digital home platforms in particular, they can act as an important needs-
forecasting mechanism12. A new theoretical framework for such “use leaders” in the diffusion of 
innovations is discussed in the next chapter.  
 16
 
Once you’re over the hill, you begin to pick up speed 
- Charles M. Schultz 
 
3. TOWARDS A NEW THEORETICAL FRAMEWORK FOR  
“USE LEADERS”  
As mentioned above, traditionally stable market environments have been giving way to environments 
where unpredictability and change have become the dominant characteristics. As a result, firms face 
increasing competitive pressures not only from other firms but also from rapid and unforeseeable 
technological change. These pressures are only exacerbated by the global nature of markets and the 
knowledge-based economy. Firms must not only compete in the capacity to innovate and to retain 
“knowledge-intensive” skill sets, but also in the ability to understand increasingly heterogeneous user 
demand and requirements. Such an understanding of demand must go beyond market research for it 
to be commercially effective.  Already, many industry players recognize that a greater emphasis on 
so-called “demand-pull” considerations is called for. By being unduly focused on technological 
considerations (technology-push), firms risk growing increasingly irrelevant to true user needs, thus 
developing products that are less and less used, while neglecting to cover products with mass market 
potential.  However, being solely driven by market demand (demand-pull) can result in the stifling of 
innovation, which is the very spark that fires industry. As Henry Ford put it, “if I had asked end 
customers, all they would have said is that they need a faster horse”. Ideally, a balance must be struck 
between, on the one hand, technology-push strategy, and on the other, demand-pull strategy, thereby 
revealing future demand based on current technological potential.  This is the rationale behind user-
centric innovation and its subset, user-driven innovation.  
3.1 Users take centre stage 
Steve Jobs, the founder of Apple, once said “being innovative in an organized and user-friendly 
fashion is the essential comparative parameter of the 21st century”.  User-driven innovation is a 
systematic approach to developing new products and services, based on user requirements, practices 
and identities. The term “user-driven innovation” has been increasingly used to denote a shift in 
focus to demand-pull strategies from an emphasis on technological development. The methods for 
user-driven innovation are diverse, ranging from simple surveys and interviews, to the creation of 
prototype products for testing by user groups (e.g. focus groups).  Despite the increased attention 
given to “user demand”, the term “user-driven innovation” remains relatively unused and is often 
used interchangeably with user-centric innovation. These two terms, however, must be distinguished. 
User-centric innovation is based on the needs of users in a wider sense – it is an umbrella term under 
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which more specific approaches to user-driven innovation can be developed. All user-driven 
innovation is user-centric, but not all user-centric innovation is necessarily user-driven.  
In the ICT industry, fast-paced technological developments are resulting in unpredictable markets, 
making it more and more difficult to suitably evaluate demand for particular new products and 
services. As a result, firms have begun to place a greater emphasis on demand assessment. Business 
development and corporate strategy departments are working hand in hand with marketing 
departments to ensure that the needs of users are taken into account as a business priority. But what 
has now emerged as popular industry jargon (e.g. “user-driven”, “user-powered”) does not 
necessarily strike the much-needed balance between demand-oriented and technology-oriented 
business and product development. Mere market research and user surveys may not generate enough 
knowledge to inform technology designers and strategists in unpredictable market environments, 
particularly in the light of increasingly heterogeneous nature of demand in a globalized economy.  
User-centric innovation has a number of important benefits, namely:  
 it fosters “learning organizations”; 
 it helps maintain a firm’s competitive lead, provides advance warning of evolving needs of 
the broader market; 
 it channels user needs and improvements into products; 
 it stimulates market adoption (avoiding scenarios in which products or services are looking 
for a market); 
 it encourages open & collaborative business environments; and  
 it introduces a diversity of perspectives in design.  
This attention on the user during the innovation process has also been called “democratizing 
innovation”1, as it promotes multi-disciplinary thinking and open innovation processes, rather than 
closed ones that prioritize the protection of investments. Finally, and perhaps most importantly, an 
emphasis on user interests means that the human being becomes part and parcel of the innovation 
process. This can only stimulate individual well-being and social welfare, benefiting overall societal 
development and economic growth.  
3.2 Lead users and the innovation process 
Firms are concerned with the adoption of their products and services in the marketplace, and with 
their rate of diffusion. The theory of the diffusion of innovations was first introduced by Everett 
Rogers in 1962 and he defined it as “the process by which an innovation is communicated through 
certain channels over time among the members of the social system”.  
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Much research and analysis has since been conducted on the diffusion of innovations. It is now well-
established that new technologies or products typically diffuse through a society over many years, 
rather than having a simultaneous impact on all members of a society. There are early adopters, that 
tend to adopt technology earlier than the majority, and also laggards, who tend to be late adopters of 
technology. Everett Rodgers popularized the famous bell curve shown in Figure 3.1.  
 















































Source : Adapted from E.M. Rogers2 
Different socio-economic groups have conflicting interests and motivations, in terms of their 
likelihood to adopt technology. Different choices and decisions regarding technology affect them 
differently3. According to Rogers, the attitude of people towards new technologies is a key element 
in its diffusion.  In this context, he identified those characteristics of innovations, as perceived by 
adopters, which would increase the likelihood that they will adopt a technology:  
 relative advantage (the “degree to which an innovation is perceived as being better than the 
idea it supersedes”);  
 compatibility (“the degree to which an innovation is perceived to be consistent with the 
existing values, past experiences and needs of potential adopters”);  
 complexity (“the degree to which an innovation is perceived as difficult to use”);  
 trialability “the opportunity to experiment with the innovation on a limited basis”); and  
 observability (“the degree to which the results of an innovation are visible to others”). 
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Eric von Hippel found in a 1976 study of the role of users in the scientific innovation process that 
“approximately 80% of the innovations judged by users to offer them a significant increment in 
functional utility were in fact invented, prototyped and first field-tested by users of the instrument 
rather than by an instrument manufacturer.”4. In order to better understand what types of users might 
prompt marketable and innovative products, Eric von Hippel first expounded the lead user theory in a 
1986 paper entitled “Lead users: an important source of novel product concepts”5. In this paper, von 
Hippel theorizes that identifying “lead users” of a product or process can be very useful in informing 
the design and development of new product concepts. He states that current market research is 
typically insufficient in the case of product categories characterised by rapid change, for instance 
high-technology products as explored in this dissertation. Von Hippel proposes a solution with the 
identification of a particular set of users defined as those whose present and strong needs foreshadow 
the needs of the general marketplace. These “lead users” are typically familiar with conditions that 
lie in the future for most other users. In contrast to the ICT or high-tech industries, most consumer 
products are relatively slow-moving, e.g. dishwashers or varieties of bread do not differ radically 
from version to version. Therefore, understanding the requirements of the typical user may suffice. 
However, in rapidly-changing environments, such as the ICT industry, the day-to-day experience of 
the average user may not always remain valid during its lifecycle or even by the time a product is 
developed. Lead users may offer particular insight and serve to stimulate the eventual adoption of an 
innovation. Von Hippel defines lead users as having two main characteristics:  
a) “lead users face needs that will be general in a marketplace but face them 
months or years before the bulk of the marketplace encounters them;  
b) lead users are positioned to benefit significantly by obtaining a solution to 
those needs”.  
Lead users refer mainly (though not exclusively) to firms in this context, rather than to end users; the 
examples he gives are of firms that could obtain significant benefit from the introduction of a type of 
office automation ahead of the general market, and of semiconductor producers with a strong need 
for a process innovation that many semiconductor producers will also need in the future. However, 
this approach can also be effectively used to identify lead end users in the case of particular 
innovations. It should be noted that lead users as defined by Eric Von Hippel are not to be confused 
with early adopters of an innovation, as defined by Rogers. Lead users can in fact be innovators in 
this context and can be seen to precede early adoption: they are user-innovators or user-producers of 
products or processes (Figure 3.2). The main thrust of the argument is as follows: first, markets tend 
to evolve along certain underlying trends; second, lead users experience needs earlier than the rest of 
the market; and finally, their response to those needs can improve the attractiveness of particular 
innovations6.  
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Von Hippel suggests that the notion of lead users can be used in marketing research, using a four-
step process. The first step is to identify an important trend in the market. The next step is to identify 
lead users who are able to obtain a relatively high net benefit from adopting a solution to needs that 
are related to those trends. The third and fourth steps are to analyze the lead user data, and project 
that data onto the general market of interest.   
 







































































Source : Adapted from E. von Hippel 7 
 
Although von Hippel’s theory has been understood mainly as relating to leading “firms” in a 
particular market, it provides, in conjunction with Rogers’ theory of innovation, an excellent basis for 
developing a framework for the leadership of end users in the diffusion of innovations. In addition, 
von Hippel observed that his studies “suggest that typical users of existing products - the type of 
user-evaluators customarily chosen in market research - are poorly situated with regard to the 
difficult problem-solving tasks associated with assessing unfamiliar product and process needs” and 
so it might well be appropriate to look for use leaders in unexpected places. Some services have 
become surprisingly popular, even though they were not even intended for consumption by users. For 
example, the Short Message Service (SMS) was initially developed for signaling between telephone 
exchanges rather than as a public service. Today, SMS and similar services over mobile networks 
generate a large proportion of operator revenue. On the other hand, other services, such as video 
telephony, have been talked about for decades before any realization, as illustrated by the 1910 
French postcard below (Figure 3.3).   
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Figure 3.3.Video telephony as imagined 100 years ago in 1910 
 
 
                   Source : Villemard, 19108  
3.3 Chasing demand: the use leader framework   
Whereas lead users are seen to be ahead of the entire adoption curve as innovators, “use leaders” are 
end users that fit into the category of early adopters that have a discernable influence on the overall 
market. In the case of digital homes, early adopters are typically hobbyists with large disposable 
incomes. But what is of interest to the rate of diffusion is the role of use leaders with a significant 
influence on the market. Although they may not innovate themselves (like von Hippel’s lead users), 
they can serve to inform design and accelerate market adoption as a whole. Once they adopt a 
technology, they might serve as leaders that could accelerate the diffusion process of new products9. 
An approach based on “use leadership” incorporates the characteristics of users as well as the 
characteristics of the technology or service, i.e. both demand-side and supply-side considerations. It 
is a flexible approach, in that one may identify either innovations or users in the first instance.  
Use leaders are typically an identifiable social grouping. These groupings can be easily identified on 
a factual basis, and do not include groupings based merely on variable taste or opinion. They 
represent a discrete group of people that do not change significantly over time. Examples include 
wheelchair users, the blind, the elderly, teenagers, the homeless. This categorisation is not dissimilar 
in nature to the “trait cleavages” described by Douglas W. Rae and Michael Taylor in “The Analysis 
of Political Cleavages”10. In political science, the term “cleavage” is often used to describe the 
factors determining the behaviour of voters in elections. Rae and Taylor defined three categories of 
“cleavages”: “trait cleavages” such as gender, religion, ethnicity and class; “attitudinal cleavages” or 
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differences based on opinion; and “behavioural cleavages” such as membership of organisations. 
Although Rae and Taylor’s classification has been subject to criticism when applied to voter 
allegiances, the empirical characteristics of cleavages are a useful way of defining the nature of “use 
leaders” and can better inform the identification of relevant social groupings.  Once a grouping is 
identified (e.g. the elderly as a group), certain criteria must be fulfilled before that group can qualify 
as virtual “use leaders” of a new technology, product or service. 
In particular, use leaders must possess the following characteristics (i.e. demand-side characteristics), 
the first two of which are similar to von Hippel’s definition of lead users (Figure 3.4):  
1. They have specific needs and stand to benefit substantially from 
finding a solution to those needs; 
2. They experience early needs that the market-at-large has yet to 
experience and may never experience until solutions become available 
(e.g. the question posed by Henry Ford as mentioned above); 
3. They have a direct or indirect influence on the spending decisions of 
individuals or organizations with disposable income.  
Second, on the supply side, the characteristics of the innovation itself are as follows: 
4. The innovation empowers users – finding a solution to their needs will 
empower them in their daily lives;  
and/or 
5. The innovation serves a greater social purpose beyond the individual, 
i.e. a greater socio-political objective is achieved.   
The success of an innovation will be even greater if both the individual and common good are 
combined: user empowerment and achievement of a socio-political end. Finding a solution to the 
needs of “use leaders” will typically have a spill-over effect to other social groupings and informal 
networks. Use leaders, by the very nature of their needs and their role in society, can exert influence 
the marketplace. This contagion process is enabled by their role as communication sources.11   
The case of the elderly and digital home technologies provides an excellent example of use 
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3.4 Applying use leadership  
In the present dissertation, it is argued that members of the aged community fulfil the criteria to be 
use leaders in the field of digital home technology.  First, they experience unique needs: physical 
frailty combined with a strong desire to be independent in their own home, while feeling confident 
that any crisis situation can be mitigated. Second, they would benefit substantially from digital home 
technology that would address these requirements of independence and safety. Thirdly, the aged have 
a significant influence on the spending decisions of their caregivers, particularly members of the 
same family or community, who have a vested interest in ensuring the well-being of their loved ones, 
while easing their care-giving responsibilities. It must be noted that caregivers are making up an 
increasing proportion of the population. And as Rosalynn Carter once wrote, “there are only four 
kinds of people in the world: those who have been caregivers, those who currently are caregivers, 
those who will be caregivers, and those who will need caregivers"12. 
Moreover, those aged 65 and above tend to have high disposable incomes themselves and therefore 
are an important target market for all players in the consumer goods area, including consumer 
electronics. In Japan, for instance, pensioners in 2005 possessed almost half of the country's 11.3 
trillion yen in savings, and had an income only 10 per cent less than the national average.13 
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In this particular case, the innovation in question, digital home monitoring, also fulfils the criteria of 
use leadership on the supply side. It empowers the individual in their day-to-day activities (individual 
good) and also serves a greater social purpose (common good): it enables the elderly to live outside 
institutional care, and remain independent for longer, while addressing societal concerns related to an 
ageing population.   
3.5 In pursuit of the individual and common good  
As mentioned above, the care of the elderly through the use of emerging technologies will not only 
benefit the individual good, but will equally contribute to a common good in society. The 
responsibility that society has vis-à-vis its vulnerable members will be better fulfilled, in a way that is 
respectful of human dignity. It has been said that the more civilized a society is, the better its 
inclusion of marginalized groups.  
Using technology to enhance the quality of life of the aged is both a business as well as a social 
opportunity. In this sense, both the common good and the collective good are served. Though an 
important objective, collective good is mainly material - it is divisible: the more one individual has, 
the less the other has access to14. For example, if a society’s financial resources are directed to assist 
a particular group of people, fewer resources will remain for other groups. Common good, on the 
other hand, is diffusive or self-replicating: its very existence encourages and facilitates an increase in 
itself. For example, peace in a society is a common good. Privacy is also an important common good. 
Similarly, care and respect for the elderly in a society instils desired values in, and promotes quality 
of life for, other members of the population. It assures them that they will receive the same respect as 
they grow old, thereby alleviating anxiety and depression in the overall population, while fostering 
independent thought and self-expression. Using technology to enhance the quality of life of the aged 
is both a business and a social opportunity. 
3.6 Evaluating user needs 
 
In order to gain a better understanding of user needs, and consequently drive user-centric innovation, 
it is useful to group human needs into realms or domains. One way of categorizing needs is as 
follows:  
 Relationship: needs based on relations with other people, and external entities (e.g. 
institutions, commercial enterprises)  
 Survival: basic needs linked to food, shelter and housing 
 Learning:  needs related to a lifelong process of acquiring information and knowledge 
 Lifestyle (management): needs related to managing daily life  
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People undertake specific activities in order to address or satisfy their many needs. Thus, each sphere 
of needs has a number of activities related to it. For instance, in order to satisfy a need for learning, a 
person might read, write, teach, listen or watch a video. On a more basic level, in order to survive, a 
human being needs to eat, sleep, keep safe, and in cases, take medication.  Of course, any one 
particular activity might address more than one (or even two) sphere of needs– and in fact, this is 
most often the case (Figure 3.5). For instance, the activity of networking might satisfy not only the 
need for "relationship" but also the need for "learning" (i.e. collaborative working, collective 
thinking). The activity of “alerting” in case of an emergency or crisis addresses all four spheres of 
needs: e.g. it is essential for “survival”, it contributes to “learning” about actual and future crisis 
situations in a given area, it helps maintain “relationships” with emergency response teams, 
healthcare workers or family members, and finally, it enables a safe “lifestyle” and one that is more 
easily manageable when crisis situations arise (e.g. protection of home environments or sick 
relatives).   
 































From time immemorial, technology has been an important tool for satisfying human needs. This 
holds even more true for information and communication technology, as it is increasingly becoming 
the most pervasive and personal form of technology in our daily lives (e.g. mobile phones, social 
networking).  ICT as a tool can help users undertake activities that satisfy their basic human needs. 
Thus, attention to “activity-based needs facilitation” in this context can lead to a more effective, 
demand-oriented and user-centric innovation process.  Table 3.1 sets out some possible activities 
grouped by sphere of needs, and how these could be facilitated through ICT.   
 




Examples of  
Related Activities 
 
Possible facilitation by ICT 
Relationship participate, socialize, network, 
create, care, contribute 
 caring for others (e.g. children, disabled, 
elderly, friends, family, relatives) 
 maintaining and building relationships 
and communities  
 platform for contributing to human 
activity (building a relationship with an 
“audience”) 
 relationship can also include contribution 
to society 
 dating  
 social networking for personal and 
professional reasons 
 contributing and creating in collaborative 
environments 
 maintaining effective and efficient 
relationships with various public and 
private entities, e.g. governments, banks, 
schools etc…  
 
Survival eat, sleep, medicate, secure, earn, 
alert,  work, house 
 digital home monitoring systems 
 healthcare delivery 
 technologies for disaster relief 
 access to critical information  
Learning learn, teach, travel, work, listen, 
read, inform, train, create 
 access to information and knowledge 
 contribution to global knowledge base 
 two-way e-learning 





shop, do chores, socialize, transact, 
play, exercise, travel, care 
 mechanisms and services to make life 
easier and facilitate day-to-day living for 
users, such as chores, travel and 
transactions  
 automated shopping, e.g. stocking of 
fridge and delivery  
 monitoring technologies 
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In this context, digital home technologies can respond to all four spheres of needs: relationship 
(home technologies for keeping in touch, monitoring and care), survival (protection and home care), 
learning (home entertainment and learning systems) and lifestyle management (automated home 
systems). And in addition, it facilitates the activity of “alerting”, which as mentioned above, is 
identified as one of the activities that addresses all spheres of needs.   
The above approach is useful in designing technology for the elderly, as a specific group of “use 
leaders”. In terms of relationship needs, the elderly benefit from a network of friends, family and care 
givers but also have an acute need for independence and typically do not wish to be a burden on 
family members and care givers. In terms of survival, the elderly are more likely exhibit a more 
intense need to prevent or manage accidents or emergencies within the home. In terms of lifestyle 
management, their needs may differ from the needs of their younger counterparts, in that they are 
more likely to require organized home help and/or home care, given that they spend 70-90 per cent of 
their time at home 15 . The elderly may well have a lower sensitivity to the risks of privacy 
infringement as they can envision the benefits of monitoring technology and are less worried by 
possible misuse of information due to their more limited lifestyles, and some informal interviews 
indicate that this may well be the case. Therefore the elderly may be more likely to lead the way in 
the adoption of new monitoring technologies.  
Informal semi-structured interviews were conducted in order to gauge user needs in this context. A 
total of 17 people were interviewed, ranging in age from 12 to 84. They were selected in order to 
ensure a good balance of age and gender.  Some also had mobility difficulties or serious medical 
conditions.  The interview questions were set with a view to understanding the differences in 
requirements and opinion of different age groups, e.g. regarding fears within the home, RFID 
implants, mobile phones and burglar alarms. The questions are set out in Table 3.2; data about 
respondents in Table 3.3 below; and results in Table 3.4 at the end of this section. 
The older participants interviewed typically cited bodily injury or medical emergency as their biggest 
fear while within their home. The younger participants were more fearful of burglary. Most of the 
younger respondents stated that they would not consider RFID implants, and had complaints relating 
to the health or privacy implications of mobile phones. Mobile screen and button size/colour were 
cited most often as a complaint by older people, whereas younger people cited menu usability or had 
no complaint at all. The mobile phone was chosen as a basis for the questions relating to interfaces, 
as it is the one piece of technology that most people own and carry individually. In general, the 
majority of participants, regardless of age, cited incapacity and dependence as their biggest fear 




Table 3.2  Interview questions 
No. Question 
1 What risk do you fear the most within your home – please rank in terms of importance?  
a) break-in, burglary or related criminal activity  
b) bodily injury due to accident  
c) other medical emergency, e.g. heart attack 
d) fire  
e) flood  
2 Would you consider an RFID implant, if it were to make your life, e.g. shopping or 
errands, more convenient?   
3 Would you consider having an RFID implant for your own security and safety?  
4 Would you consider an RFID implant for people in your care, e.g. aging parents or 
relatives, for their own safety and security?   
5 What scares you the most about growing old? 
6 Do you have a burglar alarm? If not, why? 
7 If you do not have a burglar alarm, what would make you consider one in future? 
8 What is your biggest complaint about the interface (look and feel) of your mobile phone 
(please choose one)? 
a) size and colour of buttons and touchpad     
b) design        
c) screen size  
d) usability of menu  
e) I have no complaint 
9 What do you like most about owning a mobile phone?  
10 What do you like the least about owning a mobile phone?    
 
When designing a home system to target elderly users, the survey confirmed that large and user-
friendly interfaces are required, but that at the same time, privacy considerations do not constitute a 
major bottleneck. Key requirements for a home system for the elderly should be as follows:  
 It should satisfy the need for independence – a need identified by most respondents 
regardless of age or gender;  
 It should address fears of bodily injury and medical emergencies; 
 It should use interfaces that are large, intuitive and user-friendly; 
 It should respect privacy to the extent that it satisfies caregivers, rather than the 
elderly who seem to be less sensitive to privacy concerns. 
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These requirements could be met, for instance, by a system with the following capabilities:  
 Monitoring of entrances and exits of residents; 
 Detection of  the location of residents; 
 Tracking movement (or lack thereof) of residents or intruders; 
 Monitoring of the sleep patterns of residents and their use of the kitchen; 
 Monitoring the environmental conditions in the home, both while the resident is at 
home and away (e.g. high temperatures, fire, flood). 
 
Table 3.3  About the Respondents 













1 12 M None None House Ø Ø Ø 
2 20 M None None Apt Yes No No 
3 23 F None None Apt Yes  No No 
4 31 F None None Apt Yes No No 
5 38 F None None Apt Yes No No 
6 39 M None None Apt Yes No No 
7 40 F None None Apt Yes No Yes 
8 46 M None None House No No No 
9 50 M None None House No No Yes 
10 58 M None None House No Yes No 
11 62 F None None House Yes Yes No 
12 68 F None Mild Apt Yes No No 
13 69 F arthritis and 
artificial hip  
Mild Apt Yes  Yes  No 
14 71 F None None House No Yes No 





Severe Apt No Yes No 
16 74 M Heart and stroke 
disease, diabetes 
Medium Apt No Yes No 
17 84 F None None House Yes Yes No 
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Aaron Antonovsky in his “salutogenic”, as opposed to “pathogenic”, approach to health care 
understood “health not as the absence of disease, but rather as the process by which individuals 
maintain their sense of “coherence” (i.e. sense that life is comprehensible, manageable, and 
meaningful) and their ability to function in the face of changes in themselves and their relationships 
with their environment.”16 Technology should contribute to a person’s sense of coherence and also in 
itself be comprehensible, manageable and meaningful. If it is not, it is unlikely to be used. 
The requirements and capabilities for a home platform, as mentioned above, would enable an elderly 
person to understand the function and benefits of the technology (making it comprehensible). It 
would be manageable, i.e. user-friendly, and perhaps even enjoyable or entertaining (e.g. combined 
with games, such as Wii or Sudoku, suitable for their interests and physical condition). Finally, it 
would be meaningful, in that it would provide an enhanced quality of life based on independence and 
self-confidence.  
3.7 In the marketplace: From hype to usage 
Encouraging penetration of certain technologies among the aged, as a key “use leader” group, could 
serve to dispel some of the myths about surveillance technologies and counter some of the negative 
press that has plagued technologies such as RFID.  Media hype (see also 4.1.4) could be replaced by 
practical solutions that would be seen as publicly beneficial. The use of these technologies in the 
home could create a paradigm shift in mass usage, as it did with the internet: independent living 
platforms could be prototypes for the digital home of the future. This would provide a dual benefit to 
users (e.g. elderly) as well as to industry players looking for new markets. 
Moreover, this approach fits squarely in line with the social trends and transitions mentioned in the 
previous chapter, in particular: 
 people have less time;   
 people are more mobile - they travel and change residences more often;  
 there is a trend towards greater individualism and independence; 
 society is increasingly applauding self-sufficiency and self-service. 
People ponder more and more about the availability of care for them, as they grow into the frailty of 
old age. The old structures have crumbled and are now practically gone, but they are yet to be 
replaced. Despite an unpredictable and unforeseeable future, there is one thing that is undeniable: 
each of us will age. If one considers today’s public policies on emerging technologies in light of 
current social trends and long-standing social policy (e.g. health care), it would seem that the time is 
ripe to emphasize applied research on the use of emerging technologies to address the problem posed 
by an increasingly aged population.  
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The present dissertation seizes this important opportunity. It puts forward a technical platform 
specifically designed to meet the requirements of the elderly at home. Many challenges lie ahead in 
the field of health care, public welfare and the care of the aged. Social policies will likely need to be 
re-aligned as recognition grows of the importance of this sphere. The AGE@HOME platform 
proposed herein is most relevant to the growing field of health and ageing.  





at home (ranked 






















alarm - if 
none, 
why not?  
burglar alarm 
- if none, why 
might you 


















No No No getting sick No Ø 















burglary, flood  




















No No No 
dependence 
and not being 

























No No Yes immobility No 
it is too 
costly 














No No No dependence No 
Never 
thought 
about it  
if there was 























and it is 
too costly  
If the cost 
goes down  












that I have 
access to 
people that 











No No Maybe 
dependence 























flood, burglary  














convenient cost  
            
 32





at home (ranked 






















alarm - if 
none, 
why not?  
burglar alarm 
- if none, why 
might you 






























I'd like a 
system that 
not only alerts 
an alarm 
centre but 










































Yes Ø Ø 
screen 
size 
to be able 
to reach 
out in an 
emergency 
that it can 



















burglary,  flood  






















burglary,  flood  











if I have a 
burglary in 
the future  

















Yes Yes Yes 











If it was 
supplied with 
the house I 
might 
consider it  
I have no 
complaint  
Being able 
to use it in 
an 
emergency  














at home (ranked 






















alarm - if 
none, 
why not?  
burglar alarm 
- if none, why 
might you 






























if I owned my 
own property, 





can carry it 
everywhere 
- and 




























if it were my 


































Life can only be understood backwards, but it must be lived forwards. 




4. RFID IN FOCUS:  
TECHNOLOGY, USE AND COMPLEMENTARITY  
RFID is a wireless technology suitable for low-power transmission of data within the home. It is also 
vital to the expansion of tomorrow’s networks, which will connect not only people and computers, 
but also objects and things in the surrounding environment. The chief strength of RFID is that it is 
not only a short-range wireless transmission technology but also has the capability to identify unique 
items, and as such, it holds great potential for managing the identity and location of people, devices 
and things.  
In addition, RFID is increasingly being used in health care applications, and therefore, integrating it 
within the home can serve to facilitate the much-needed convergence between home care and 
hospital care environments. RFID is one of the key components for the AGE@HOME platform as 
described in Chapters 5 and 6.  
This chapter discusses the deployment of this important emerging technology, including market 
developments and technical issues. It explores the origins of the technology, its applications, 
advantages and inherent limitations. It also examines its deployment in health care and summarizes 
important gaps before examining its combination with sensor technologies and exploring future 
prospects.   
4.1 RFID development and its technical aspects  
4.1.1 Origins and development  
The concept of radio-frequency identification is not new. Radio itself, of course, dates back to early 
19th century work on electromagnetic energy by Michael Faraday, and the discovery of radio waves 
by Heinrich Hertz in 1887. In the early 20th century, efforts began to develop radio systems that 
would enable the transmission and reception of radio waves: radio detection and ranging (RADAR). 
In World War II, many countries used RADAR to navigate ships and detect enemy craft, but this was 
a simple non-cooperating use of radio waves, i.e. ships, for instance, could be detected without their 
active participation in the process. Around the same time, work began on the practical use of radio 
waves to detect and locate objects, e.g. navigation through the interception of multiple radio signals 
from different locations and the calculation of time differentials. RFID took this an important step 
further, by adding the notion of active identification to the radio signals. One of the earliest 
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applications was the “identify: friend or foe” (IFF) system of military aircraft, in which friendly 
aircraft were able to identify themselves through an automated response to radio signals.  
One of the seminal papers on the use of RFID was written by Harry Stockman as far back as 1948: 
“Communication by Means of Reflected Power”1. The paper discusses the potential of point-to-point 
communications enabled by radio, and mentions the following characteristics of such a system: high 
directivity, automatic pin-pointing in spite of atmospheric bending, elimination of interference fading, 
simple voice-transmitter design without tubes and circuits and power supplies, increased security, 
and, of course, a simplified means for identification and navigation.  
Interestingly enough, it was just around that time, in 1947, that the first transistor was invented at 
Bell Labs. Ten years later, in 1958, the integration of a large number of tiny transistors into small 
electronic chips using semiconductor material was first made possible, i.e. the integrated circuit or IC 
(first developed by Texas Instruments and Intel). This landmark development ushered in today’s 
information age. The rapid growth that ensued is aptly described by Gordon Moore2, a phenomenon 
now known as Moore’s Law. The combination of RFID and integrated circuits is what now enables 
today’s applications for automatic data capture and item-level tagging.  
The 1960s saw the publication of a number of significant scholarly papers and inventions relating to 
RFID. It was also the beginning of commercial activities in the field. The first equipment using RFID 
to thwart theft was developed during this period. Electronic Article Surveillance (EAS) systems 
could only detect the presence or absence of a tag, but were highly effective in countering theft, and 
are considered to be the first widespread commercial use of RFID3.  
Innovation in RFID boomed in the 1970s through both publicly and privately-funded research and 
development. For instance, the Los Alamos Scientific Laboratory in the United States and Sweden’s 
Microwave Institute Foundation in Europe, were instrumental in advancing RFID technology.  In 
1975, the Los Alamos laboratory published some of their work in a critical paper on short-range 
radio-telemetry for electronic identification4. The nuclear industry was an early adopter of RFID 
during this period: both equipment and personnel were tagged in order to address concerns for 
security and safety.  Countries like the United States began exploring the use of RFID in transport 
logistics. 
The 1980s and 1990s introduced real-life commercial applications of RFID. In the United States, 
transport and access control were the main focus, while implants for cattle and other animals were 
secondary fields. In Europe, short-range systems were introduced for animals, and industrial 
applications such as toll roads emerged (e.g. in Italy, France, Spain, Portugal, and Norway)5.  The 
first open highway toll collection systems were opened in the early 1990s (e.g. Oklahoma). It was 
during this time, as well, that microwave RFID tags (using higher frequencies but containing smaller 
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antennas) were developed. These could be equipped with a single integrated circuit (IC) rather than 
an integrated circuit combined with an external inductively-coupled transformer. This meant that 
RFID tags could be made smaller, cheaper and more reliable than before, enabling the deployment of 
RFID on a much larger scale. Figure 4.1 provides a timeline of RFID development.  
 




The purpose of RFID today is not vastly different from that first conceived in the middle of the last 
century, in that it relates to the use of radio waves for identification. However, with the rapid growth 
in personal computers, handheld devices, and the continuing increase in processing power, its 
potential applications are multiplying.  At the turn of the century, many businesses were seized of the 
opportunity provided by RFID to streamline their supply chains, while others explored new 
application areas, such as environmental monitoring and food traceability. At the same time, RFID 
gained prominence in the media.  In June 2003, news quickly spread of Wal-Mart’s mandate 
requiring its top 100 suppliers to equip their shipping crates and pallets with RFID tags (and the 
Electronic Product Code or EPC by January 20056). During that same year, the United States 
Department of Defence also issued an RFID mandate. In 2008, Wal-Mart increased pressure on its 
suppliers to comply with its mandate, by charging suppliers a $2 fee for each pallet without an RFID 
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tag shipped to its distribution centre in Texas7. Adoption of the EPC standard (for data formats) by 
these large players will also have a significant impact. The network externalities8 generated by these 
developments cannot be overlooked: the value of these systems will increase exponentially as their 
users, and uses, continue to grow. 
4.1.2 System components 
RFID systems consist of two main components: a transponder that carries data (typically known as a 
tag) and an interrogator that reads (and in some cases writes) that data (typically known as a reader). 
The tag is affixed on the item to be identified, and the reader can be handheld or mounted on a wall.  
RFID tags are seen as a future replacement for today’s bar code (universal product code or UPC) that 
identifies almost all consumer goods today.   
In most RFID systems, RFID readers are fitted with software, known as middleware, to enable them 
to forward data they receive to a controller. The controller could be a personal computer, a mobile 
phone, or even the global internet. RFID readers can read tags that are continuously shrinking in size. 
Many of the tags operating in the lower frequencies are no bigger than a grain of sand (i.e. less than 
1/3 mm wide) and can be contained inside a glass or plastic module9.  Hitachi made news when it 
developed one of the world’s smallest tags, the µchip, which measures 0.4 x 0.4 mm in diameter. 
Since then, efforts at miniaturization and developments in nanotechnology continue to make tags 
smaller and cheaper. In 2007, Hitachi released a chip measuring only 0.05 x 0.05 mm, almost 
powder-like, and sixty times smaller than the µchip. However, this tag will not see the mass market 
for some time yet, as it lacks a radio frequency (RF) antenna (or inductive coil), and thus cannot be 
powered. Tags need to contain both data storage and transmission capabilities. Although data storage 
capabilities are similar in chips of both sizes, the smallest antenna developed thus far (for data 
transmission) is still around 80 times larger than in the new chip10.   
In a typical RFID system, the interrogator or reader will transmit a low-power signal to power the tag 
via its antenna (using radio frequency) or coil (using the magnetic field). The tag then signals back to 
the reader with data such as the tag’s identifier (in the form of an alphanumeric code, such as the 
electronic product code). This identifier code can be associated with data held in a secured database, 
e.g. origin of the item, its date of production and other relevant information.  Most of the smaller 
low-cost tags are passive rather than active. Passive tags remain dormant until they are interrogated 
(and powered) by an interrogator within reading range (Figure 4.2). Active tags contain their own 
battery and can therefore send data to interrogators whenever they are within reading range of the 
interrogator. They can also contain on-board electronics such microprocessors and sensors. Active 
tags can be used in a much wider range of applications than passive tags.  They also enable 
continuous data monitoring. Table 4.1 sets out the main differences between active and passive tags.  
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 Figure 4.2 Low-Frequency RFID system 
 
 
  Source: Adapted from Scientific American 11  
 
 
Table 4.1  Active and Passive RFID Tags 
 
 
Active RFID tag Passive RFID tag 
 
Tag power source Internal to tag Energy is transferred from 
the reader via radio 
frequency 
Presence of battery in Tag Yes No 
Availability of Tag Power Continuous Only when tag within field of 
reader 
Monitoring of data input Continuous Only when interrogated by 
reader 
Data/time stamp Yes No 
Required signal strength 
from reader to tag 
Low High  
Available signal strength 
from tag to reader 
High Low 
Communication Range Long range  Short range 
Data storage Large (128 Kb) Small (128 bytes) 
       Source: Adapted from Auto-ID Center12 
 
 
Managed RFID systems, made up of a set of readers and tags, can be closed or open. For instance, a 
retailer wanting to track movement of inventory may strategically locate readers around their stock 
room or warehouse, enabling them to read tagged items that are nearby. Data, such as location, 
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origination, date of expiration etc. could be transferred to a company intranet through a controller in 
a portable/mobile device, computer, or network of computers (Figure 4.3). A controller in an RFID 
system contains the intelligence of the system. Controllers network multiple readers and centrally 
process information received from them and associated tags. Depending on access restrictions and 
the desired functionality of the system, updated information in the company’s database could also be 
transmitted over the public internet or over mobile networks (e.g. 3G). This information can also be 
made remotely accessible.    
 
Figure 4.3 Schematic of a managed RFID system  
 
 
Note: ERP stands for Enterprise Resource Planning and CRM for Customer Relationship Management. It is important 
to note that in a home environment, either a PC or a mobile handheld can act as the central controller for data storage, 
and for data forwarding either via the Internet or a mobile network (e.g. by SMS over a GSM network).  
 
Tags come in many forms: active or passive, as mentioned above, but also read-only, read-write or 
WORM (write-once, read-many) format. Size and cost vary accordingly.  
 
4.1.3 Standardization and frequency allocation 
One of the main impediments to the mass deployment of RFID technology is the lack of global 
standardization.  Global standards ensure interoperability between technologies and applications 
launched by different suppliers, industries and countries. The absence of standards can hinder market 
development and delay the diffusion of innovations. In the fast-moving telecommunications industry, 
universal standards are all but indispensable for broader access to products/services, market 
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expansion, reduction of complexity and cost, risk management, customer confidence, and the 
creation of economies of scale.   
In the area of data formats for RFID tags, a popular industry standard has emerged, known as the 
electronic product code or EPC. Though EPC has emerged as a de facto standard in the United States 
and Europe, Japan has a competing standard, the uCode, developed by the Ubiquitous ID Center (see 
Figure 4.6 later in this section). The EPC was created by the Auto-ID Centre and is now managed by 
EPCglobal – an organization wholly owned by the not-for-profit GS1. This organization focuses on 
the development of EPC as an industry-driven standard to support RFID technology13. The EPC is an 
alphanumeric code 64 to 256 bits long, consisting of a tag header, plus three sets of data (Figure 4.4):  
 the tag header identifies the length, type, structure, version, and generation of EPC;  
 the EPC manager code identifies the manufacturer, and the subsequent partitions;  
 the object class identifies the product type; and 
 the serial number identifies the specific instance (i.e. the particular item)  
 
Figure 4.4 Electronic Product Code (EPC) Layout 
 
 
 Source: Sun Developer Network14 
 
Readers can be programmed such that individual products, bearing EPCs, from a given manufacturer 
can be identified. This would enable the spotting of an item or batches of items in the supply chain 
for several different purposes, such as recalls or missing deliveries. In order to locate the relevant 
database, an "Object Naming Service" (ONS) converts the manufacturer’s ID stored in the EPC into 
a web address. These ONS servers resemble the Internet’s domain name system (DNS) but given the 
trillions of objects to be tagged, it is likely to be much larger than today’s DNS. Software architecture 
for the EPC is set out in Figure 4.5.  
Another technology that is emerging for item-level tagging and automatic data capture is the “ucode”, 
developed by Japan’s Ubiquitous ID Center15.   The ucode is a system based on a 128-bit number, 
which can be attributed to a specific item or location. The code length can be extended to 128-bit 
units, e.g. 256 bit and 384 bit. Depending on the application, ucodes come in four different formats: 
printable codes (such as two-dimensional quick response or QR codes), passive RFID tags, active 
RFID tags, and active infrared (IR) tags. A device known as the “ubiquitous communicator” acts as 
the interrogator in this system. The architectural vision of Japan’s ubiquitous ID system is set out in 
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Figure 4.6.   Unlike the EPC, the ucode, from its earliest inception did not limit itself to RFID tags as 
carriers. Another important difference is that the EPC network architecture relies on the internet for 
data transfer, whereas the ucode is compatible with different network types. The advantage of the 
EPC is that it was approved by the International Organization for Standardization (ISO)16 in 2006, As 
a result, it is likely to emerge as the global industry standard for RFID tag formats.  
Figure 4.5 EPC Software Architecture 
 
 
           Source: Siemens17 
Though data formats have generally fared well in terms of standardization, radio frequency use 
remains a significant technical and policy barrier to the mass global deployment of RFID systems. 
Frequency allocation for RFID varies greatly around the world, particularly in the ultra high 
frequency bands (UHF). This is further complicated by differing restrictions placed on transmission 
power. Thus, readers are unable to process all kinds of tags18.  Figure 4.7 sets out the different 
frequencies in use for RFID. At present, only the smaller, low-frequency (LF) tags have been mass 
produced. Both low frequency (LF) and high frequency (HF) systems can be used globally without 
the need for a license. This is not the case for ultra-high frequency systems, which are required for 
applications requiring higher read ranges. 
For instance, in North America, UHF systems ranging between 908 - 928 MHz, may be used without 
a license, but then transmission power is subject to restrictions. These systems cannot operate in 
Europe due to their interference with the mobile communications spectrum used for the Global 
System for Mobile Communications (GSM) and the spectrum reserved for military use (e.g. in 
France). In Europe, RFID equipment operates in the UHF band between 855 and 868 MHz.  In 
Australia and New Zealand, 918 - 926 MHz is available for unlicensed use but once again there are 
restrictions on transmission power. In China and Japan, there is no regulation for the use of UHF. 
Each application for UHF in these countries needs a site license, for which an application can be 
made to local authorities, but is also subject to being revoked.  
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At the macro level, therefore, frequency harmonization is an essential hurdle to overcome before 
RFID tags become common place. At the micro (or firm) level, the choice of standard and frequency 
(low or high) is an important one and should depend on the specific application under consideration. 
Higher frequencies provide greater read ranges but also require larger components. In addition to 
frequency use, another important consideration when building RFID systems is the selection of 
active or passive tags, as discussed above, as these affect read range and data monitoring capabilities.  
 
Figure 4.6. Ubiquitous ID Architecture based on ucode 
 
 
            Source: K. Sakamura19  
 
 
Figure 4.7 Frequencies and read ranges for RFID tags 
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Note: Read ranges listed above are indicative and can vary depending on the frequency, the type/size of 
reader and tag used (active/passive), and the environment.  
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4.1.4 Markets for RFID 
Studies by market research firms and consultancies predict an explosion in the market for RFID. 
However, estimates vary greatly (Figure 4.8).  IDTechEx estimates that in total, 2.16 billion tags will 
be sold in 2008 compared with 1.74 billion in 2007 and 1.02 billion in 2006.  It puts the total RFID 
market value (including all hardware, systems, integration etc) across all countries at USD 4.93 
billion in 2007 and 5.29 billion in 200820. Projections released by the research firm Gartner are more 
conservative - it estimates that revenues from RFID technology will reach USD 1.2 billion in 2008 
(up from 917.3 million in 2007) and USD 3.5 billion by 201221.  
 
Figure 4.8 Comparison of IDTechEx and Gartner Estimates 





















 Source: Adapted from IDTechEx and Gartner estimates22  
 
Although market research firms may differ on sales figures, they agree on general growth trends. 
Moreover, some of the data is not directly comparable: Gartner estimates, for instance, exclude 
contactless smart cards. Perhaps another indication of the interest in RFID by the manufacturing 
sector is the increase in the number of patents. According to the Centredoc RFID database23, there 
was a 65% increase in the number of RFID patents in 2004 alone (Figure 4.9). 
It may be useful at this stage to recall the concept of the “hype cycle”, first proposed by Gartner in 
1995 (Figure 4.10). Gartner characterizes the excess of enthusiasm, or “hype” that can often 
accompany the introduction of new technologies, as a five-part cycle of varying length. It all begins 
with a “proof of concept” or “technology trigger”, such as a major innovation or breakthrough in a 
product or service, generating significant press coverage and interest. Gartner describes the peak of 
hype that follows a “peak of inflated expectations” characterized by a frenzy of publicity. In this 
phase, some successful applications emerge but there are equally many failures and/or negative press 
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coverage. As a result, this period is typically followed by a period of disappointment and 
disillusionment, as technologies fail to meet expectations. The press usually loses interest at this 
point, but businesses and innovators continue to experiment with the technology. When its benefits 
become more generally accepted, the “plateau of productivity” leads to a more stable product or 
service, be it for a mass or niche market.  
 






























Figure 4.10 The Hype Cycle 
 
 
        Source: Gartner Group 25 
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In 2005, Gartner applied its concept of the hype cycle to the development and maturation of RFID 
technology. It concluded that the potential of RFID is being limited by the development of scattered 
applications under the same umbrella, and without any common thread. Nevertheless, the technology 
is predicted to reach maturity within a few years. The areas identified to be nearing maturity were 
asset-tracking and management (e.g. healthcare) and reusable tags (e.g. library materials).  A few 
years on, in 2008, it would seem that RFID seems to have moved beyond the “trough of 
disillusionment” to an initial period of growth and productivity. But the market continues to be 
hindered by a lack of standardization and a dearth of end-to-end RFID solutions.  
4.2 Applications and functionalities  
RFID technology can be applied in a variety of contexts, from transport to smart payments, from 
retail to healthcare, from military uses to farming.  The real-time identification of individual items 
can benefit a wide range of industries, from banking to sports and entertainment. Gartner, for 
instance, has identified 99 different applications across 13 vertical markets. As performance 
continues to improve, and costs of tags and readers drop, tags will begin appearing on all kinds of 
devices and consumer goods, thereby multiplying functionalities and creating synergies across 
different industrial applications.  
The better-known application types today are security and access control (e.g. securing corporate 
premises), transport and logistics (e.g. highway toll collection),  supply-chain management (e.g. 
inventory control and re-stocking) and asset tracking (e.g. airline baggage tracking).  RFID passes for 
holiday resorts (e.g. ski passes) and vehicle anti-theft mechanisms (i.e. immobilizers) are also 
increasingly common. Table 4.2 categorizes RFID applications into business, public sector and 
consumer applications. Most examples cited are real-life commercial applications.  
To grasp the full potential of RFID, it is important to consider not only the applications in use, but 
the various functionalities that the technology possesses.  
4.2.1 Item-level tagging in real-time 
First and foremost, RFID has the ability to identify individual items in real time. The existing bar 
code in common use only identifies batches or series of items. The advantage of the identifier on 
RFID tags is that they are able to identify each specific item or thing in a batch. For example, a 
handheld or wall-mounted RFID reader could determine whether a particular toothbrush is present 
among a large number of toothbrushes in a carton or a large number of cartons on a pallet without 
having to open each carton. RFID permits the identification of each individual toothbrush.  
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Table 4.2 RFID applications 
 
 Application type Examples 
Transport & 
logistics 
- Public transport (e.g. London’s Oyster Card, UK) 
 
Security & access 
control 
- Access to premises (e.g. EZPass) 
 
Mobile asset 
tracking & anti-theft 
- Vehicle security (e.g. Texas Instruments, US) 




- Inventory control (e.g. Wal-Mart, US; Metro Stores, 
Germany) 
-  anti-counterfeiting, for instance for pharmaceuticals 
Process 
manufacturing  











- Taxi fare payments (e.g. Japan) 
 
   
E-government  - RFID in drivers licenses (under consideration, e.g. US) 
Defence & security 
 
- military defence tracking.(e.g. container tagging, US 
Department of Defence) 
- passports (under consideration, e.g. US) 
- currency (under consideration, e.g. US & EU) 
Healthcare 
 
- patient flow management (e.g. AHA Solutions, US) 






Environment - tracking waste &  hazardous materials (e.g. Botek 
Vågsystem, Sweden & WasteTrax by AMCS, UK) 
   
Personal welfare 
and safety  
- Tagging children at school or at amusement parks (e.g. 
Legoland, Denmark) 
Retail - Tracking food while dining out for easy billing (e.g. 













Item-level tagging not only refers to the identification of items, but also to the real-time visibility of 
their location and status.   This form of tagging is particularly useful for supply-chain management 
processes such as inventory control.  Information about the location and quantity of products can 
help firms to respond rapidly to customer demand. If a warehouse is running out of a product, RFID 
readers placed in so-called “smart shelves” could inform a central controller in real time. A command 
can then be issued to order additional stock, either from the distributor or the manufacturer. This 
streamlines ordering processes and saves not only transportation costs but customers from going to 
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the competition for supply. Information gathered about product supply and demand can enhance 
procurement processes and bring costs down. The number of errors in invoicing and billing processes 
can also be reduced as the arrival of shipments are automatically tracked without having to verify 
delivery by opening packages or cartons. Eventually, as tags replace bar codes in the retail 
environment, customers would skip long queues at the check-out altogether, by walking past readers 
at store exits that automatically identify items in the customer’s shopping trolley. Payment can then 
be made by whatever automatic means that are in place (e.g. credit card).  
Tagging can also be used to ensure the authenticity of items and thus prevent counterfeiting. The 
pharmaceutical industry has already embraced RFID technology to prevent the distribution of 
unauthorized drugs.  RFID systems could translate into substantial savings for that industry through 
fewer product recalls and less overstocking of drugs nearing expiration dates.  
The ability to identify individual items does not only benefit large organizations. The tagging of 
things in households could help individuals better manage their personal belongings, digital gadgets 
and household appliances. Combining tags with sensors can provide a simple solution for the 
transmission of sensor-related data. Commercial applications of this nature are not common, but are 
beginning to make their entry into the market. Universities and research labs are hard at work to 
design systems that would make day-to-day life more convenient, through “smart” gadgets powered 
by RFID. In 2006, for instance, Canada’s Simon Fraser University designed a woman’s purse that 
reviews its contents and alerts the owner if an important item is missing.  The purse is equipped with 
an RFID battery-powered reader at its base, and RFID tags are affixed to designated items such as 
mobile phones, keys or wallet. The RFID reader is connected to a small screen with different patterns 
of light. Each pattern is associated with an item, and lights up if the item is missing.  A similar 
prototype was created at  Media Lab at the Massachusetts Institute of Technology (MIT) in 2004: the 
“build your own bag” (bYOB) project used RFID, light sensing, and Bluetooth to inform a bag’s 
owner about the contents inside and near the bag26.  
The Dewey Decimal Classification (also called the Dewey Decimal System) used for the 
classification of books in libraries, designed in the 19th century, was an early attempt to constitute a 
system for the classification of individually identified things. Basic classes of things and knowledge 
were divided into ten divisions – each division could be sub-divided into ten sections, creating a total 
of 1’000 categories, which could be further sub-divided through the use of decimals, which could 
each be divided into ten sections, creating 1’000 categories, each with decimal sub-divisions27 . 
During the next century, the internet was born, and currently runs a coding system based on 32 bit 
addresses, i.e. Internet Protocol Version 4 (IPv4) IPv4 allows the definition of about 4 billion distinct 
items. Work is underway to expand this to a 128-bit addressing system which could be used for item-
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level tagging.  Such a system would permit the daily assignment of a trillion codes for a trillion years 
with room to spare.28  
4.2.2 Everywhere computing at the edges 
Similar to the smart bags described above, RFID systems in combination with sensors can push 
computing to the edges of networks, and embed intelligence into everyday objects. This is more 
easily achieved with the use of active RFID tags that can initiate events and communicate data to 
readers at all times. The addition of sensors to RFID systems enables not only the collection of 
information about the identity of an item, but also about its state, e.g. temperature, velocity, the 
presence of bacteria and so on. For instance, perishable food products could contain RFID tags 
equipped with sensors that determine whether an item has spoiled.  
Furthermore, the addition of cheap low-power processing capability (such as that present in active 
tags) will slowly transform today’s purely static objects into smart dynamic ones. This is the future 
vision of everywhere or “ubiquitous computing” which is likely to extend the scope and power of 
today’s internet exponentially. Everyday objects could eventually become nodes in the network, 
processing information invisibly in the background, and enhancing the utility and function of 
networks and the data they carry. Ideally, such processing should not be visible to users and no 
additional complexity added to the user’s experience.  
Radio localization and virtual mapping 
A number of different technologies have been explored for indoor geo-localization, including 
wireless local area networks (WLANs) based on the Institute of Electrical and Electronics Engineers 
(IEEE) standard 802.11x (e.g. Wi-Fi (Wireless Fidelity)), infrared (IR) and Ultra Wideband (UWB). 
RFID, too, is now increasingly under consideration as technique for indoor localization. Because 
RFID tags are item-specific, they can be used to detect the absence or presence of things in space. 
Innovation in this field now enables readers to read multiple tags within their read range.  
But the potential for RFID systems to precisely locate items in a given space has limitations. If a 
large number of tagged objects are present in a given space, it is possible to identify whether a 
particular item is in that space. However, it is much less straightforward to distinguish between 
different items or their locations. Passive RFID tags, in particular, are capable of self-identifying but 
not self-locating29.  
Although the Global Positioning System (GPS) provides an excellent architecture for determining 
location, it is costly and mainly unreliable in indoor environments. Efforts have been made to exploit 
the potential of RFID systems to triangulate the location of tags. In UHF systems using active tags, 
RFID readers use the electric field (far field) backscatter to power the tag and receive the tag’s 
identifier. Since signal strengths vary depending on distance, it is possible to compare the signal 
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strengths to estimate the distance between readers and various tags or sensors30, e.g. the SpotON 
concept.  The different measurements can then be aggregated by a central server, which triangulates 
the position of a tagged object (Figure 4.11). In order to assist with location calibration, researchers 
at HKUST (Hong Kong University of Science and Technology) and MSU (Michigan State 
University) expanded this idea by placing extra fixed “location reference” tags (instead of readers), 
and developed an algorithm to reflect the relationship between signal strength and power levels31.  
RFID systems have also been combined with Wi-Fi technology for real-time localization, particularly 
in the health care sector (see Section 4.5). 
Stand-alone RFID systems have been combined with digital imaging in the Ferret prototype, 
developed at the University of Massachusetts32. Ferret is a system for locating nomadic objects 
tagged with RFID and displaying them to a user in real-time using a handheld video camera with a 
display and embedded RFID reader. This is an interesting concept, but the utility and convenience of 
scanning a room with a camera each time the location of an object is sought may require further 
assessment.   
Although a number of pilots and experiment have been conducted on RFID localization, much work 
remains to be done.  The establishment of this facility is likely to find widespread application and 
thus prove a significant business opportunity. It can introduce context-awareness to the future 
internet of things: RFID readers and tags, in combination with sensors, would then form part of a 
necessary bridge connecting the real and virtual worlds, both in outdoor and indoor environments.  
 
Figure 4.11 SpotON and LANDMARC concepts for sensing location 
 
SpotON         LANDMARC 
    
 Source: J. Hightower, R. Want, and G. Borriello33 (left) and L. Ni, Y. Liu, Y. Cho Lau, and A. P. Patil34 (right) 
 
4.2.3 Technical limitations 
Despite the valuable functionalities that RFID provides, the technology suffers from a number of 
important technical restrictions and limitations, which require further study and innovation.   
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One of the main challenges ahead is the seamless integration of sensors and actuators with RFID 
systems. Although the combination of identification technologies and sensors is being touted as a 
vital enabler to the future internet of things, much work remains to be done in this area, both in terms 
of systems integration and standardization.  Communication between tags and sensors, e.g. using 
mesh networking, is also an area that requires further study.  
Another concern is the possibility of false-negative readings, that is to say situations in which the tag 
is not detected by a reader in spite of its proximity. Similarly, false-positive readings are also 
possible. For example, due to the orientation of the tag and reader, the tag’s energy can sometimes be 
absorbed by the tag’s own antenna35. In addition, materials such as metal and water (e.g. like a 
human body which is mostly water) can interfere with the detection of tags36. Another key limitation 
of RFID systems is their sensitivity to environmental conditions. And for active tags, battery life is 
limited: techniques such as energy harvesting and scavenging need to be further developed.     
RFID systems suffer from technical constraints related to collisions between readers and interference 
from other kinds of radio-frequency emissions.  Equally, maximum read ranges and power 
transmission restrictions can limit the functionality and suitability of RFID systems for certain 
applications.  
Systems that use UHF and microwave frequencies suffer from “ripples” in the coverage area of a 
reader, given the use of dipole antennas and the relatively short wavelengths. Signal strength is 
therefore not always uniform throughout a read zone. Unlike LF and HF systems, it is possible for a 
read zone to have areas where signal strength is as low as zero, giving rise to “antenna nulls” or blind 
spots37.  These blind spots must be taken into account when designing UHF RFID systems.  
As the number of RFID tags increases, scalability becomes an important concern. The processing of 
large amounts of data collected by a multitude of tags poses a challenge to data processing and 
systems management.  Furthermore, technical solutions for data security and privacy need to be put 
into place before mass adoption becomes acceptable.    
4.3 RFID in health care 
Information and communication technologies have long been seen as vital to modern health care 
information, management and delivery. Computing and electronic health records are commonplace in 
developed countries, and network technology is being increasingly used to deliver health care to 
hard-to-reach areas in both the developed and developing world (i.e. telemedicine).     
Many analysts believe that the healthcare and pharmaceutical industries will be early adopters of 
RFID technology on a large scale. In the United States, the Food and Drug Administration (FDA) 
endorsed the use of RFID to track pharmaceuticals and has called it the most promising technology 
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for implementing electronic track and trace in the pharmaceutical supply chain. It has also approved 
the human RFID implant known as “Verichip”, designed by the firm Applied Digital Solutions38.   
Logica and GS1 estimate that the number of RFID tags used in healthcare will grow dramatically 
from just 9 million to 1.7 billion by 2017 (Table 4.3).  IDTechEx estimates that the market for RFID 
tags and systems in healthcare and pharmaceuticals will rise from USD 85 million in 2007 to USD 2 
billion in 2017.  According to the market research firm, the main growth areas are item-level tagging 
for pharmaceuticals and location systems for staff, patients and assets 39 . A timeline for RFID 
healthcare applications is set out in Table 4.4.   
Analysts predict that current market and technological conditions are optimal for the deployment of 
RFID technology in the health care sector40. The vast majority of such RFID applications have thus 
far been deployed in hospital settings, e.g. asset management and tracking, patient and staff 
monitoring, and bedside error prevention. These areas are discussed in more detail below. RFID for 
the delivery of care in the home is considered in subsequent chapters.   
4.3.1 Asset tracking  
Asset management (e.g. equipment and pharmaceuticals) is currently the largest field of application 
of RFID in healthcare. In surgical settings, everyday procedures can often require a large number of 
instruments (typically on trays) as well as devices and equipment, such as intravenous poles, infusion 
pumps, operating table accessories, monitoring cables, bronchoscopes, endoscopes etc41.  It is as vital 
for all trays of instruments to be present at the onset of surgery, as it is for them to be sterilized and in 
good working order.   
 
Table 4.3 Forecasts for RFID in the health and pharmaceutical industries  
 
  2007 2012 2017 2022 
RFID tags (millions) on hospital assets 2 98 190 320 
RFID tags (millions) on samples 1 8 30 40 
RFID tags (millions) on drugs 5 246 1,500 6,380 
Total RFID tags (millions) 9 350 1,710 6,740 
Locations with RFID readers  110 2,770 11,900 40,600 
Total number of RFID readers 180 12,600 70,200 208,000 
Source: BRIDGE Project (European Commission)42  
 
With the use of RFID tags, smart inventory cabinets can be deployed in operating rooms. Required 
equipment can be easily traced wherever located in the hospital and be brought speedily to the 
operating room. Information about the location of tagged equipment would be transmitted to 
strategically-placed readers throughout the premises and passed along to a centralized database. This 
information could then be queried by staff as required, through a simple user interface (e.g. a web 
browser) available on hospital PCs. Information about the tagged items can range from general 
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presence in a room (e.g. when equipment passes a particular doorway) to real-time location status 
(e.g. through more advanced triangulation methods)43.  The most common real-time location services 
in healthcare are:  
a) Zonal RFID systems:  
In these systems, readers are installed throughout the hospital to ensure that tags on 
items are always within the range of at least one reader. 
b) WLAN-enabled RFID systems:  
These systems use a combination of IEEE 802.11x technology and active RFID tags. 
Tags are read by WLAN (e.g. Wi-Fi) routers that are also RFID readers44.  
Most asset management in hospitals relies on passive RFID tags. For more precise fixing of location, 
active tags are preferable, as they are able to send information about their status spontaneously and 
do not require activation by a reader. System integrators interested in the pharmaceutical market tend 
to favour RFID systems operating in the high frequency (HF) range, as they are more forgiving of 
materials such as water and metal, have a more predictable read range, and can be used with smaller 
tags for integration with smaller items (e.g. individual pills45).  
As mentioned earlier in this section, RFID is increasingly being used to thwart drug counterfeiting - a 
nefarious practice that results in significant financial loss to pharmaceutical companies and poses an 
important risk to patient safety around the world. RFID tags (with their unique identifiers) can be 
affixed to every case, pallet and package of medication, tracking it from the laboratory to the 
pharmacy or hospital.  Such visibility of the supply chain would help ensure that medication reaching 
patients is authentic and has not been interfered with.  
Another important application of RFID for asset management is the prevention of medical equipment 
or instruments being left inside a patient’s body, which happens roughly once in every 10’000 
surgeries 46 . Among the most common items left behind are sponges.  Medical staff must be 
procedurally required to count sponges before and after a surgery and errors are known to occur. 
RFID tags embedded in sponges and other objects could help detect such problems. A 2006 study of 
eight different surgeries conducted by the Stanford School of Medicine found that the RFID reader 
(in the shape of a wand) was almost instantaneously able to detect every sponge inside a patient’s 
body without any false reports.47  Though found cumbersome, the medical staff was pleased with the 
accuracy of the system.  
In general, the benefits of tracking assets in a hospital setting are tremendous: avoidance of delays 
and errors in surgery, promotion of patient safety, optimization of business processes (e.g. 
medication dispensing) and workflow, introduction of more effective and accurate inventory systems, 
and avoidance of theft48.  
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Table 4.4 Timeline of RFID application development  in the healthcare industry  
 
Up to 2004 2005-2010 2011 onwards 
- Error prevention of 
products  (e.g. blood ID, 
correct baby/mother match)  
- Patient tagging for error 
prevention 
- Location of staff and staff 
alarms 
- Location of assets 
- Error prevention now 
includes  autorejection of 
incorrect parts or luer  
connections 
- Location of staff now coupled 
with staff alarms/tags that 
record incidents 
- Speedier asset location and 
more accurate stocktaking  
- Prevention of theft 
- Cost control 
- Recording of procedures 
(e.g. for use in lawsuits)  
- Drug trials compliance – 
monitoring & prompting 
- Behavioural studies in order 
to optimise operations 
- Pharmaceutical anti-
counterfeiting  
- Location of visitors, 
visitor alarms, & virtual 
queuing 
- Patient compliance 
monitoring/ prompting 
(intake of medication) 




Source: Adapted from IDTechEx49 
4.3.2 Bedside and surgical error prevention 
RFID can serve to reduce errors before, during and after surgery through the electronic provision of 
health records, and the identification of important items such as blood samples, organs and 
prosthetics. In the peri-operative setting, patient safety issues have been broken down into the 
following three key areas:  
1. Right patient, wrong treatment: e.g. drug allergies and incompatibilities, wrong instruments 
made available, surgeon not available, surgery on wrong portion of the anatomy.  
2. Right patient, no treatment: e.g. lack of specialized resources required for a particular 
treatment (or consequences of surgery);  
3. Unknown patient, undetermined resource50: e.g. transfusion of wrong blood type.  
In the case of blood transfusion, RFID tags (e.g. self-adhesive labels) can be affixed to easily identify 
the origin, type and destination of a particular bag of blood and ensure it is delivered to the right 
patient at the right time. RFID readers (typically handheld) read the unique identifier on each bag of 
blood, together with a patient’s wristband, and thus greatly reduce the chances of error.   
RFID can provide rapid and accurate access to information about a patient’s current medication and 
possible incompatibilities, notably in operating rooms (ORs) and intensive care units (ICUs).  
Current bedside checks are often done through a manual reading of documentation and are thus 
subject to human error. In emergency situations, the rate of error is likely to be exacerbated due to 
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factors such as stress, distraction, and lack of resources. In both types of bedside checks, traditional 
bar codes require a flat surface and “line-of-sight” information scanning, which pose a particular 
problem when clothing and surgical material are present. RFID presents an interesting solution to this 
problem, as it provides simpler contactless solutions for identification.  
4.3.3 Patient and patient-flow monitoring 
The use of RFID for patient monitoring is increasingly widespread. Active tags are preferred for this 
purpose, as are read/write tags, due to the need for real-time updates to medical information present 
on the tags. The most popular method for identifying patients is a wristband with a bar code, or in the 
case of RFID, a tag with electronic identifier. This wristband can be worn from hospital admission to 
discharge. This can be very crucial in cases where a patient is unconscious and cannot self-identify. 
With active tags, location information can be stored and automatically transmitted at regular intervals 
to readers. A central controller compiles the information in a database.  The location of hospital staff 
(particularly in the case of emergency surgery) can also be determined using RFID tags, although this 
raises critical social issues such as the degree of employee monitoring and the protection of privacy. 
Other identification systems with longer shelf lives are under study, e.g. RFID tags fixed on a tooth, 
over a protective resin51 or RFID tags that are implantable under the skin. The most well-known 
implantable tag is made by Applied Digital Solutions. The latter has developed a patient 
identification system known as VeriMed. Most of their implantable tags, however, are in the early 
stages of development: they are being tested in hospital pilot programmes or at major worldwide 
conferences. The two-year pilot programme run by New Jersey's Horizon Blue Cross Blue Shield, in 
conjunction with Hackensack University Medical Center, is a good example. In this trial, 
participating patients with chronic illnesses received microchips inserted just under the skin, in their 
right arm. The unique identifier would refer to information (e.g. family contacts, lab test results, 
prescription records, patient’s condition) located in a central database (known as the VeriMed Patient 
Registry) that would be accessible only by the Center’s doctors52.  The combination of RFID tags 
with various types of medical sensors, such as glucose sensors, is an important area for further 
medical research and innovation. VeriChip, for instance, released its own white paper on RFID 
glucose-sensors for diabetics at the end of 200753.  
RFID has the potential to help monitor the intake of medication by patients, through smart shelves 
and smart medicine bottles. But RFID tags can also be integrated into each pill. Such ingestible tags 
would be made of biologically inactive metals, such as gold, and would be easily destroyed by 
interactions within the body, such as interaction with hydrochloric acid54. Such systems could also 
prove vital in monitoring the intake of medication in homecare environments.  
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In sum, RFID can not only track the flow of patients, staff and visitors throughout the hospital, but 
can also assist with the monitoring of individual patients in both hospital and non-hospital settings.   
4.3.4 Limitations of RFID in the healthcare context 
Although RFID holds great promise for enhancing the accuracy and cost-effectiveness of health care 
processes, much work remains to be done. As discussed above, standardization and interoperability 
pose a significant challenge, as do the reliability and robustness of RFID tags, readers and 
middleware. The possibility of interference with medical equipment, such as pacemakers and heart 
monitors, still stand in the way of full integration of RFID in hospital and homecare settings55.  
Equally, tags are not yet small enough for applications such as the tagging of small surgical 
instruments or sponges. Ingestible RFID tags, too, are not in a sufficiently advanced stage of 
development and may benefit from the development of entirely new materials56. 
One of the main barriers to RFID adoption in the healthcare industry is the fear of system failure. It is 
imperative for managed health information systems to be available and functional, particularly in 
critical emergency situations. For instance, the display of accurate information about the identity of 
the patient, allergies to medication, the reason for admission etc, are crucial during surgery and 
emergency procedures. The need for an information technology (IT) expert to intervene in case of a 
system malfunction can complicate surgery57, and even lead to life-threatening situations. Health 
professionals are concerned about excessive dependence on information technology and the necessity 
for staff to acquire more than basic skills in information technology. For these reasons, system 
complexity must be kept at a minimum, and the user interfaces simple and easy to use.  
Another important issue is the link between data stored in an RFID-enabled system and data stored in 
more widespread electronic health record (EHR) systems. Data formats must be made interoperable. 
Mechanisms for secure data transmission must also be put into place, in order to exploit the full 
potential of RFID use in this sector.   
4.4 Connecting sensors  
The main benefits of RFID for healthcare stem from its use as an identifier and as a transmission 
protocol. In order to maximize its utility for monitoring health, it is best used in combination with 
sensors, such as biomedical sensors, temperature sensors, blood pressure sensors, and even motion 
sensors to detect movement. RFID systems for health care could use tag-only systems for location 
and identification purposes, and sensor-enabled tags to facilitate data flow from medical devices and 
sensors.  
The use of sensors has been expanding in every domain. They will soon grow from occasional use to 
universality. And their employment in tomorrow’s world will become generalized. Already, they are 
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found as useful in the home as in offices and facilities. Their power lies in the ability to complement 
the senses, in gathering pointed information about the surrounding circumstances and responding to 
them. While they have been in use for some time, recent research and innovation in this area has led 
to the development of smaller and smaller sensors that are more accurate, secure, and sophisticated 
for a growing range of applications across industries. Although there are some RFID tags on the 
market that are equipped with sensors, applications developed are fragmented and often limited. The 
potential benefits of combining sensor and RFID technology, though great, have yet to be fully 
realized.  
4.4.1 Quality and quantity 
Simply put, a sensor is a device that responds to a physical stimulus by transmitting an analogue or 
digital signal that can be interpreted by humans and machines. Many simple sensors have existed for 
some time, such as the well-known mercury thermometer. It measures the temperature of its 
environment on a continuous basis, because the material it contains changes its characteristics (i.e. 
expands) as temperature rises. This simple sensor is calibrated in such a way that temperature can be 
determined by the physical markings along it. Other examples of sensors in everyday life include 
touch-sensitive elevator buttons or lamps that respond to the sound of clapping58.   
Sensors consist of two important components: a sensing component, which detects the physical 
stimulus, and a communication component, which transmits the data gathered. Sensors need 
appropriate calibration to function properly, so that a standard output is defined for mass use.   
Today, sensors are used across industries and product segments, from healthcare and robotics to 
automobiles and construction. They are typically classified according to the parameter or stimulus 
they are intended to measure, for instance:  
 mechanical sensors (that detect , e.g. position, acceleration, force, humidity, pressure, motion, 
or shape); 
 thermal sensors (that detect e.g. temperature, thermal conductivity, or specific heat); 
 electrical sensors (that detect e.g. charge, current, voltage, or conductivity); 
 magnetic sensors (that detect e.g.  changes to the magnetic field, or permeability) ; 
 optical sensors (that detect e.g.  refractive index, or absorption); 
 acoustic sensors (that detect e.g. wave amplitude, wave velocity, or spectrum);  
 chemical sensors (that detect e.g. humidity, ion, gas concentration); 
 biological sensors (that detect e.g.  toxicity, presence of biological organisms).59  
Different types of sensors can detect different types of stimuli, e.g.  humidity can be detected not 
only by mechanical sensors but also by electrical sensors. Both qualitative data and quantitative data 
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can be generated, e.g. the amount of humidity can be detected, but also the absence or presence of 
impurities. 
Although the early mercury thermometer was based on a non-electrical, analogue sensor, most 
sensors today have the capacity to emit an electrical signal. They convert the parameters they 
measure into changes in electrical attributes, i.e. resistance, capacity or inductance. These in turn 
affect the voltage or current that can generate the output or electrical signal. For communications 
with computers and machines, an embedded analogue to digital converter is typically present to 
convert the analogue data into a form that can be understood and manipulated by a microcontroller.  
The choice of sensor will depend on the environment in which it is used and the particular 
application in question. There a number of factors to consider when choosing the type of sensor 
required, e.g. accuracy, cost, and sensitivity to the environment. Sensors also have technical 
constraints that must be borne in mind, such as power, size, storage and processing capability.  
It can be said that sensors drive decision-making processes, be these human or machine. They are 
programmed to detect changes in environmental conditions and thus enable systems to respond more 
suitably. It is in this role that they can be seen as kingpins of such systems. When combined with 
actuators, they can take programmed action, such as varying the room temperature as required. With 
the growing interest in human-computer interaction, the role of sensors is likely to become more and 
more vital. Already scientists are finding ways to combine sensors with the ubiquitous mobile phone, 
incorporating glucose meters and breathalyzers. Making sensors mobile gives them more autonomy 
and collaborative potential with other objects 60 . For context-based digital applications and 
environments to become a reality, such as home robotics, computers will have to rely increasingly on 
data detected by sensors.   
4.4.2 Sensors and radio 
In order to serve their purpose, sensors must transmit data about the changes they detect to a central 
entity. This is the second necessary function that they must fulfil. Before a sensor can transmit data, 
that data must first be converted to a digital format via the ADC to make it machine readable. Next, 
its data must undergo a minimum of digital signal processing (DSP) in order to prepare it for analysis 
by a controller, e.g. in the case of a digital thermometer, translating a digital signal into a more 
precise average temperature.  
Sensor data in this format can be easily accessed by a central controller via physical cable or a client 
(such as a PC or mobile phone). However, data can also be transmitted over the air interface using 
radio technology, which enhances both the availability and impact of sensor technology.    
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There are choices for transmitting sensor data via radio, e.g. Zigbee. But the platform developed 
during the course of this research uses RFID as the transmission protocol. The use of a simple RFID 
active tag combined with a sensor can dispense with the need for multi-layer protocol stacks between 
sensor and client. When a sensor is activated, it can in turn activate the tag, which can send its unique 
identifier to the nearest RFID reader. As a result, the reader is aware of a change of status. This 
change of status is then communicated to a central controller for processing and further action.  
4.4.3 Shrink, think and network  
Sensors today are under intense scrutiny and development the world over.  Innovation is particularly 
centred upon reduction in size. Both RFID tags and sensors are shrinking in line with developments 
in nanotechnology, e.g. nano-materials and nano-processors. Reducing sensor size will mean that 
they may become even more ubiquitous and embedded in the environment around us. Their presence 
will also be less obtrusive, enabling everyday objects to become “sensitive” and facilitating 
environmental monitoring on a larger scale (which is of particular importance for watch and warn 
systems related to environmental or biomedical hazards/disasters).  
Sensors may soon become invisible to the eye, and at the same time, acquire more complex sensing 
and processing power. The disappearing processor will soon be joined by the disappearing sensor.61 
Advanced research laboratories such as University of California in Berkeley and funded by the 
United States Defense Advanced Research Projects Agency (DARPA) refer to “smart dust”, 
implying that sensors could eventually shrink to the size of a particle of dust. This may be some 
decades away, but today the five millimetre sensor is already a significant achievement. Scientists are 
also considering different ways to manage power for sensors, and in particular wireless sensors, 
through energy harvesting or solar cells62.  
Not only are they shrinking in size, but sensors are becoming increasingly independent from human 
intervention. They can be programmed to take autonomous action to normalize and diffuse an 
environmental or object-specific crisis.  
When networked, sensors can be made to think and act collectively. Each sensor “node” in a wireless 
sensor network is a small, low-power device, which normally includes the sensor itself, together with 
power-supply, data storage, microprocessors, low-power radio, analogue-to-digital converters 
(ADCs), data transceivers, and the controllers that tie all components together. Applications for these 
wireless sensor networks are wide-ranging and include indoor location sensor systems, 
environmental monitoring, process automation, wildlife habitat monitoring, public safety, emergency 
services, environmental watch and warn systems.63 
As a result, there is much interest in research and innovation in this area. One of the more promising 
developments is the possibility for sensor nodes to self-organize. Self-organizing networks (SON) 
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can gather and process information by whichever node is available rather than a using a pre-
determined order of nodes. SON systems are organized without any external or dedicated central 
control entity and can better respond in real-time to quality of service demands and unpredicted 
changes in the network64.  
4.5 RFID and its expanding orbit  
RFID is one of the more promising technologies today in the field of automatic identification and 
short-range data transmission.  However, it must be evaluated in its expanding context. This section 
considers the connectivity of RFID systems and new developments in tagging and data capture 
technologies. It also discusses the vision behind a future network of tagged things.  
4.5.1 Networking RFID 
The selection of a networking platform is a choice for industry, very much based on cost, 
standardization efforts and industry partnerships. To connect various devices (PC, mobile phones, 
personal digital assistants or PDAs) to a central internet access point, WLAN has often been 
favoured due to its availability, ease of installation and use of unlicensed spectrum. It is a much 
simpler solution than rewiring a space with, for instance, an Ethernet network. Not surprisingly, the 
use of RFID in combination with enterprise WLAN networks is growing, as it does not require the 
deployment of additional network infrastructure. Both WLAN and RFID are increasingly being 
examined in the development of localization services. WLAN-enabled RFID equipment is now 
available commercially65. RFID readers and tags are increasingly embedded in mobile phones (e.g. 
such as the Nokia 5140). 
Zigbee, a wireless protocol based on IEEE 802.15.4, is among the more promising technologies for 
enabling appliances and devices to communicate wirelessly with each other, regardless of 
manufacturer. Zigbee functions over a range of ten metres and is largely used for wireless personal 
area networks (WPANs). It can provide a low-speed low-power network platform for RFID devices 
to communicate with each other and other devices. Zigbee has been used with RFID to provide 
patient location systems in hospitals, coal mining safety and fire department safety systems.  Like 
WLAN, Zigbee’s key advantage for home networking is that it is an international standard backed by 
a strong industry alliance66. However, it is not as widespread as WLAN and is still relatively costly. 
It remains to be seen whether Zigbee will emerge as an industry leader for health and home care 
environments over the near term.   
Bluetooth67 is yet another promising short-range wireless protocol, though it is seen as a replacement 
for cables and wiring rather than a networking technology per se.  Bluetooth can connect and enable 
data exchange, over a range of 10 - 100 metres, between different devices such as PDAs, mobile 
phones, laptops, PCs, printers, headsets, printers, digital cameras and video game consoles.  
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The short-range exchange of data can also be effected over infrared light (IR). Infrared68  data 
transmission can be used to connect computer peripherals and accessories and it, too, is particularly 
well-suited to personal area networks. Today, it is most commonly used for remote controls that 
command appliances.  
Personal area networks are seen as pivotal to enhancing quality of life, and can help enable smart,  
responsive and portable environments. Networking RFID readers and tags can be an important 
element for making environments context-aware and responsive. It is not surprising that personal 
networking is an important priority of the research agenda of the European Commission. In this 
context, the MAGNET (My Personal Adaptive Global Net) project is worth mentioning, as it centres 
on the user and supports unobtrusive and portable personal networks. A Personal Network (PN) takes 
the notion of the PAN a step further by removing the barrier posed by geographical boundaries69. The 
PN vision focuses on the creation of virtual personal environments that can provide true mobility, 
whether in the home or out of the home, on the road or in the office (Figure 4.12).  
Figure 4.12  MAGNET: The vision of the personal network 
 
Note : UMTS stands for Universal Mobile Telecommunication Systems.  
Source: MAGNET70  
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4.5.2 Tagging and wireless data capture 
There are a number of technologies that will serve to widen the scope and import of RFID systems. 
In particular, sensors and wireless sensor networks, as discussed above, will play a vital role. But 
there are also new developments in tagging technologies that should be closely watched.  
Innovation in surface acoustic waves (SAW), for instance, could dispense with the use of a processor 
altogether, by using “chipless” tags. Without the need for a processor, tags can be produced at a 
much lower cost. Although acoustic wave devices have been in commercial use for more than 60 
years in the telecommunication industry (e.g. as filters in mobile phones and base stations), studies 
are being conducted on their potential for use in transmitting identity. SAW converts low-power 
microwave radio frequency signals into ultrasonic acoustic signals through the use of a piezoelectric 
crystalline material in the transponder. Variations in the reflected signal can be used to provide a 
unique identifier. SAW can be used in conjunction with RFID: a SAW RFID device might be a 
coded IDT (interdigital transducer) coupled with an antenna. An interrogating radio signal is received, 
generating an acoustic wave. The acoustic wave is partially reflected by each reflector, and converted 
back to an electrical signal that is then transmitted.71  
The use of UWB (Ultra Wide Band) is also being explored for real-time location systems. UWB is a 
wireless radio technology that was originally developed for secure military communications and 
radar, and was initially known as pulse radio. Its advantage is that it is able to transmit large amounts 
of data over a wide spectrum of frequency bands with very low power for a short distance.  It can be 
used for short-range high-bandwidth communications. It is based on spreading the spectrum (over 
approx. 500 MHz) in order to share spectrum between users. UWB could help RFID overcome its 
shortcomings in harsh or cluttered environments, extend the range of tag interrogation, enhance anti-
collision measures in multi-tag environments, reduce the number of antennas required for coverage, 
and provide better precision (down to 5 cm). UWB RFID tags are also less prone to inaccurate or 
false positive read results. At this time, UWB active tags are still fairly expensive (typically €40 per 
tag)72. Research and development is ongoing on the development of passive and semi-active UWB 
tags, which may further facilitate monitoring of the status of objects in real-time73. UWB RFID tags 
are of particular interest for the health care sector, given that they provide a greater degree of 
precision and do not interfere with electronic equipment used in hospitals74.  
Other technologies in their nascent stages include the use of DNA fragments in tags and optical tags. 
Tags in the future will be increasingly ubiquitous, even ingestible and biodegradable, and are likely 
to form an integral part of the objects in our environment 
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4.5.3 A future internet of things?  
RFID is viewed as an important building block for the future of “internet of things”75.  The ability to 
automatically identify individual objects in our environment has the potential to revolutionize the 
internet of today. The internet has already come a long way from its beginnings as a communication 
network between some university centres, to a network used by over a billion people the world over. 
It connects anyone, anytime, anywhere. But technologies like RFID can extend the reach of the 
internet by connecting not only people and machines, but things as well. One would then achieve 
connectivity for anyone and anything, anytime and anywhere. Humans seem set to become a 
numerical minority on the internet, as devices, machines, robots and designated items in households 
begin to appear on it. This view is based on the nature of emerging technologies and research and 
development activity. RFID, its associated identifiers, and sensor technologies will play an important 
part. The crucial capability is that of collecting real-time raw data about things, enhanced by status 
and sensory information.  Connecting things in the new environment promises great market potential 
and can be a significant growth area. Smart homes and smart spaces full of all manner of 
connectivity will become the most natural thing in the world. The sense of “novelty” will disappear.  
As Mark Weiser, the late Xerox computer scientist, aptly put it: “The most profound technologies are 
those that disappear. They weave themselves into the fabric of everyday life until they are 
indistinguishable from it”76. In the future, perhaps all our spaces will be smart and intuitive, our 
communications ambient, and our networks invisible.  
The building of this future, however, this brave new world77, calls for a multi-disciplinary approach 
and must rest on a superlative understanding of social implications.  
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Old age is like everything else. To make a success of it, you've got to start young.  




5. AT HOME WITH AGE:  
SMART WIRELESS LIVING FOR THE ELDERLY 
This chapter outlines the AGE@HOME platform, which has been formed on the basis of the 
preceding research and analysis. It begins with an overview of developments towards the digital 
home and the main challenges encountered. It then presents the background, objectives and overview 
of AGE@HOME before introducing the decision-support model that will be described graphically in 
Chapter 6.   
5.1 Networking the home  
The prevalence of digital media, together with increased technical and industrial convergence, is in 
the process of revolutionising the home environment. In this context, wireless connectivity is seen as 
a crucial element in creating convenient and smart living spaces to enhance the quality of life of 
residents at home and away.  
The deployment of fully networked homes will most likely be an incremental process77, at least in the 
early stages, rather than a revolutionary one. In other words, it is unlikely that traditional homes will 
be rapidly uprooted to be replaced by newer digital homes or that, in the near term, housing 
developers will build networked digital homes on a mass scale in most countries. For this reason, 
industry should emphasize the integration of current disparate home network systems, devices and 
appliances, both traditional and non-traditional, high-tech and low-tech. This will enable residents to 
incrementally transform their home spaces into networked and security-enabled living, entertainment 
and communication hubs. To this end, platforms that are interoperable and standardised will limit 
barriers to use, for they will be more convenient, affordable and widely available. The use of wireless 
networks is seen as preferable as they provide the ability to interconnect various devices in the home 
with ease, while the “re-wiring” of an entire household is typically prohibitive in terms of cost and 
inconvenience. 
Some efforts are already under way to further automate and network the home beyond the provision 
of wireless access to internet and broadcast media. In particular, video and music entertainment 
services are being integrated on so-called centralized “media centres” run by home computers. 
However, most networked applications for the home are being implemented as standalone systems 
and this poses a great challenge for further development and adoption.  
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Furthermore, most digital homes of the future will place increasing financial burdens on residents 
and homeowners. Users will also face increasingly onerous tasks related to the management and 
administration of more and more complex systems. Thus, to stimulate adoption, strong incentives 
must be provided: simplicity and affordability are vital, but so, too is the targeting of specific user 
needs.     
5.1.1 Current systems and limitations 
A number of home media, entertainment, communications networks and security systems are 
currently available for use in the home. These include:    
 mobile and fixed voice communications;  
 broadband internet access;  
 messaging applications; 
 alarm systems; 
 entertainment systems, including networked entertainment systems (e.g. IPTV, gaming); 
 home data storage  (i.e. local and  internet server capabilities); 
 home automation  (e.g. RFID car locks and garage door openers). 
Some of these systems have recently begun to converge. For example, digital cameras allow the 
simple creation of slide shows and films for home use. These can be viewed on televisions or home 
computers. They can also be shared with others via email or through shared website access. 
Terrestrially transmitted digital TV programmes can now be watched on personal computers. Using a 
set-top box, users can watch programming delivered over a cable connection to the home (Cable TV 
or IPTV) or via satellite. As mentioned above, home computers are being designed or adapted to act 
as home entertainment hubs or media centres that provide film and television entertainment, music, 
and broadband internet access all in one.   
Nevertheless, most home appliances or systems that are equipped with a communications component 
are provided as standalone systems today. Intruder alarm systems have always been fairly 
independent - they have their own set of connected wired or wireless sensors and embedded means of 
communication. A variety of systems on the market also alert for abnormal ambient temperatures, 
flood or fire, and like many home or perimeter security systems, alerts can be sent to pre-
programmed telephone numbers or alarm call centres. Entirely different distributors typically sell 
networked kitchen appliances (such as internet-enabled refrigerators). Similarly, home automation 
systems (e.g. automatic garage doors, lighting control, adjustable video surveillance etc) are largely 
standalone systems and are often sold to hobbyists rather than to a wider market.  
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With respect to other types of home monitoring systems (e.g. environmental or resident monitoring), 
these are beginning to appear on the market, but adoption is slow.  Service providers are typically 
different from those providing the services or products mentioned above, and can range from large 
network operators to smaller start-ups.  Among commercial offerings are British Telecom’s (BT) 
Home Monitor service1 and Manodo’s Home Arena2. These systems combine energy consumption 
monitoring with intruder alarms and emergency alarms. However, none emphasize the monitoring of 
unusual activity on the part of a resident, and as such can not effectively function as independent 
living platforms. The BT service, for instance, includes intruder protection through deterrence (i.e. a 
warning siren), a panic alarm for personal protection, and real-time alerts (SMS or fixed line phone). 
The Manodo system (Figure 5.1) takes a different approach by focusing on metering and the analysis 
of household energy consumption. One of its add-on capabilities is a camera application at the front 
door, enabling residents to view visitors at their front door (through an MMS sent to their mobiles) 
before choosing to remotely open the door if they wish.  
Figure 5.1. Manodo Home Arena Platform 
 
               Source: Manodo3  
Even if home automation technologies have been available since the 1970s, they have not served to 
improve home environments dramatically and new developments remain a far cry from the vision of 
the fully networked digital home. One of the greatest challenges is that users do not consider the 
overall benefit of these systems to be justified by their cost. Furthermore, many existing systems are 
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inflexible: they are not open to changes or variations in lifestyles and can often require an upgrading 
of the home network infrastructure. Finally, many of the early systems have not taken sufficient note 
of user expectations or requirements4.   
Little effort has been made so far to bring disparate home technologies and systems under one 
umbrella. It seems, therefore, that the time is now ripe to actively integrate functions being delivered 
by different providers on various platforms. Ideally, this is best undertaken through an understanding 
of the specific needs of residents. Clearly, much more work is required to interconnect devices and 
appliances within the home, and in turn, with the outside world (Figure 5.2). At the same time, the 
home environment provides a unique platform for research and innovation aiming to combine smart 
devices, sensors, personal/body area networks and internet connectivity. The networked digital home 
is an important link in the chain towards a portable user-centric digital ecosystem and should be 
considered alongside of parallel efforts in the field of personal and wide area networking.  






Home network or connectivity with 
the immediate environment







Source: S. Dixit & R. Prasad 5 
5.1.2 Integration challenges 
Although there is much benefit to be gained by integrating the various communication, entertainment, 
home media and security systems in the home, there remain significant challenges. Integration 
eliminates duplication of control mechanisms and associated power consumption, interfaces and 
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power supplies. It would also help limit untidy cabling.  Still, most wireless applications in this field 
are fairly immature and in the “early adopter” or hobbyist phase of product diffusion. There is no 
“one-stop shop” that currently makes good use of system integrators for digitizing the home.  
One of the main problems is that standardisation of interfaces remains limited. Implementation 
would require incompatible technologies to work together.  Indeed, most technologies in use in the 
home are promoted by specific industry alliances: some are widely accepted standards, such as 
WLAN (e.g. Wi-Fi), while others such as Z-Wave (Zensys) are proprietary specifications (Table 4.1). 
Some provide internet connectivity throughout the home and others simply replace wire or cabling 
over short distances (e.g. Bluetooth and infrared).  
Table 5.1 Selected wireless technologies in use in the home 
Technology Description 
 
WLAN  Connection to a local area network (LAN) through a wireless 
(radio) connection, as an alternative to a wired local area 
network. The most popular standard for wireless LANs is the 
IEEE 802.11 series. The term Wi-Fi (802.11b) is sometimes 
mistakenly used as a generic term for wireless LAN. 
Bluetooth Wireless protocol enabling the transmission of signals over short 
distances between mobile phones, computers and other devices. 
Primarily used as replacement for wires and cables, e.g. wireless 
headsets.  Also suitable for wireless PANs.  
Infrared Infrared data transmission is used for  short-range 
communication between computer peripherals and personal 
digital assistants. Infrared devices typically conform to standards 
published by the Infrared Data Association (IrDA)  
ZigBee  Open industry specification based on IEEE 802.15.4 standard. 
Although Zigbee supports slower data transmission rates than its 
competing specifications, it consumes significantly less power, 
and is particularly suitable for Wireless PANs. 
DECT  DECT stands for Digital Enhanced Cordless 
Telecommunications and is an ETSI standard for digital portable 
phones (i.e. cordless home telephones), It can also be used for 




ONE-NET Open-source standard for wireless networking, designed for 
low-cost, battery-operatred, low-power control networks, for 
applications such as home automation, security, monitoring, 
device control and sensor networks.  
Insteon Dual-band mesh technology developed by the U.S. company 
Smart Labs, that employs power lines (AC) and a radio-
frequency (RF) to enable home automation networking between 
devices and appliances that typically work independently. to 
communicate with and automate home electronic devices and 
appliances, which normally work independently. 
EnOcean Single solution developed by German company EnOCean, for 
energy harvesting sensors, and RF (radio frequency) 
communication for building and home automation, lighting, 
industrial, automated meter reading and environmental 
applications. 
Z-Wave Wireless communication protocol developed by Danish 
company Zensys, and backed by the Z-Wave Alliance. Designed 
for low-power and low-bandwidth appliances, such as home 
automation and sensor networks. 
The different home wireless networks on the market today have at least one characteristic in common: 
they are connected to an external wide area network, e.g. global mobile network (like 3G and GSM), 
fixed network (PSTN and ADSL). But although progress has been made on the networking of 
personal computers and audio-visual equipment, little has been done in the area of connecting white 
goods and appliances to the network. There is also little, if any, integration between appliances, 
entertainment consoles and alarm systems.  
Another challenge is the presence of competing solutions for the same application. For example, 
although digital TV can be taken “off-air” or delivered over cable, IPTV programming requires a TV 
set-top box for viewing and cannot be viewed on a home computer. In addition, Internet TV (i.e. 
streamed television programming over the internet) is becoming more and more popular as more 
programming goes on-line and greater bandwidth becomes available. Internet TV also allows 
broadcasting and video production companies to interact directly with viewers, thereby avoiding the 
involvement of network operators. This “over-the-top” business model is likely to better meet the 
needs of consumers, but there is a clear business conflict between network operators and emerging 
“over-the-top” service provision.  
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5.1.3 RFID, sensors and the home 
Vital to the realisation of the digital home is the standardization of the interfaces within it, from 
sensors to control units that can be connected to external networks such as mobile or internet 
networks. 
Presently, sensors rarely provide information other than an indication of events (e.g. changes in 
environmental conditions or status) that they are designed to detect (See Section 3.4 above). In a 
networked environment, other useful information such as the specific location of the event can only 
be provided by integrating identification and communication capabilities in the sensor. RFID 
provides just this capability.  Sensors that integrate RFID tags are now commercially available, 
though not widespread (e.g. the temperature sensor marketed by Identec) 6.  
An RFID system can provide a unique platform for transmitting data between sensors and a central 
controller.  Tags on sensors can communicate with RFID readers, which can then transmit data to the 
controller through wireless networking technologies like Zigbee, or those more widely available, like 
WLAN.   
5.2 The AGE@HOME Platform: Objectives and overview 
5.2.1 Background 
Analysts predict that significant innovation and take-up in the RFID market will occur in the 
healthcare sector in the near to medium term. However, although much of the literature points to the 
undoubted benefits of RFID for patient care and monitoring, the technology has yet to be widely 
adopted. This is due to a number of different factors, including, inter alia:  
a) lack of global standardization;  
b) market fragmentation (there is a variety of stand-alone solutions on the market);; 
c) lack of awareness of the uses and benefits of RFID; 
d) lack of well-developed business models (cost and return on investment); 
e) lack of integration with existing electronic systems in hospitals and in the home; 
f) privacy issues. 
Given these concerns, this dissertation proposes that RFID in the home should be further examined 
and applied to the independent living context. From a business perspective, the successful adoption 
of RFID in the home could help stimulate mass acceptance and deployment of a technology that has 
been plagued by user mistrust, privacy concerns and market fragmentation. For the aged, RFID 
systems have the potential to provide independence, self-sufficiency and enhanced quality of life. 
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Moreover, and in sharp contrast to hospital or nursing home care, independent living solutions can 
lead to substantial savings for the increasingly penurious healthcare systems of many countries. 
5.2.2 Objectives 
The AGE@HOME platform is intended to monitor the activities of elderly persons and their homes 
to determine unusual activity/inactivity that may indicate illness, injury or incapacitation, as well as 
any unusual or unsafe environmental conditions arising in it. AGE@HOME is intended to be of 
greatest benefit for elderly single member households.   
AGE@HOME is based upon automatic data capture and identification technologies, such as RFID 
and sensors, and these create a simple wireless system for independent elderly living. The system 
detects any unusual activity in a home and alerts caregivers or public health service providers of 
critical situations that might develop in the home. The present dissertation evaluates existing systems 
and technologies to better understand how they may be combined with more recent technology to 
achieve this important goal. A decision-support model to determine unusual activity in the home is 
presented as a pivotal element of AGE@HOME.  
The designing of the AGE@HOME platform raises the following central questions:  
 
1) What kinds of automatic data capture systems are best suited to the homecare environment in 
order to detect unusual activity, or lack of activity? 
2) What kind of wireless network is best suited to the home environment, for low-bandwidth 
monitoring and data transmission purposes?  
3) How best to configure a decision-making support model for determining activity/inactivity in 
the home? 
4) How can data from RFID, traditional infrared sensors, and other types of sensors be 
combined effectively? 
These can be raised in the larger context of how such a system might be viewed in the larger context 
of the so-called web 2.0, social networking tools and virtual media to enhance the independent living 
environment.  
The motivation for designing such a platform is manifold, some of which has been described above. 
RFID has been classed in some circles, notably the press, as belonging to a growing group of 
“surveillance” technologies. Its use in the home, such as the AGE@HOME platform, may serve to 
assuage some of these concerns. Moreover, mass deployment of item-level tagging and sensors could 
benefit from use by potential early adopters, or use leaders, such as the elderly.  Ideally, platforms for 
AGE@HOME should be cost-effective, interoperable, and accurate. The objective is to create a 
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system to empower caregivers and enable the elderly to be independent of nursing home care for as 
long as possible, through monitoring of home environments and resident activity. AGE@HOME may 
also generate ideas for spin-off uses of these technologies in the home. 
Given its objectives, AGE@HOME enhances the potential for the application of existing and 
emerging technologies in line with crucial public policy initiatives. It fits squarely within European 
Union policies and research agenda on RFID, the Internet of Things, ageing and independent living 
for the elderly. Privacy concerns, which are increasingly public policy priorities, are also borne in 
mind through the possible use of a stand-alone system and the restriction of usage and data access to 
the elderly and their caregivers. Service providers that might manipulate complex levels of personal 
data will need to abide by data protection principles in the provision of services and marketing 
activities7. Public services are engaged only if required and in extreme situations.  
The theoretical approach presented in this dissertation could be tested through various configurations 
in a living laboratory or alternative experimental context.   
5.2.3 System overview 
The AGE@HOME system is composed of RFID readers, identification tags, different types of 
sensors, and is managed by an underlying decision-support system. It avoids the use of always-on 
surveillance cameras as well as the use of more costly robotic technologies, though these latter may 
be added in future systems. Environmental sensors are required to monitor water usage and 
temperature. Available devices, such as fire and flood detectors, are integrated into the total home 
monitoring system. Motion sensors are necessary for the detection of resident motion within the 
home. Pressure sensors are required for monitoring the use of furniture, such as the bed, or the sofa. 
A mechanism to determine the opening and closing of doors is required to indicate the potential 
consumption of food, e.g. the fridge. The system assumes that the resident wears a small bracelet 
containing an RFID tag (or RFID implant) and that any pets are tagged with RFID tags. Other items 
of importance, such as asthma inhaler, glucose meter, eyeglasses and mobile phones are also tagged.  
For ease of use and installation, data from the sensors is transmitted wirelessly. The AGE@HOME 
approach, as mentioned above, is to couple an RFID tag with each sensor, to enable simple 
communication between sensors and RFID readers that are strategically placed in each room. As 
sensor data has to be provided continuously to readers, active RFID tags will be required, for passive 
tags require the reader to trigger an event. Active tags will also facilitate the localization of important 
items (as discussed in section 4.2.2) that have been tagged with RFID tags (e.g. mobile phones and 
keys), including medical and mobility aids (e.g. glucose reader, eyeglasses). The use of UHF RFID 
systems in the 433 MHz will ensure maximum read range.  
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RFID readers and wireless motion sensors are placed at the front door and at important points, e.g. 
the entrance of each room, and connected to a central decision-support system. A water mains sensor, 
a flood detector and fire detector(s) are also positioned. Thermostats are present in the main living 
and sleeping areas. A pressure sensor is placed in or under the resident’s bed mattress. A magnetic 
read switch or other type of sensor to determine the opening and closing of the fridge door is also 
installed. Finally, a door lock sensor is placed on the front door. 
Data from sensors is initially communicated to the RFID tag, which in turns sends its data to a reader 
in each room.  A second wireless networking technology would enable the readers to communicate 
with the central controller (typically a personal computer). In order to enable connectivity between 
the readers and the controller, one option is to rewire the house with Ethernet. Alternatively, use 
might be made of power line communications. But each of these options is costly and relatively 
inconvenient. Zigbee is a more interesting alternative, given its use in hospital settings, but its use is 
limited and has yet to reach the mass market, with equipment available at high cost. As mentioned 
above, viable wireless networking technology that could connect readers with a central controller, 
and one which is already widely used and easy to install, is WLAN. WLAN-enabled readers are 
already in use in hospital settings (See Section 4.3). Figure 5.3 illustrates the AGE@HOME network 
configuration.   
Equipment required for the AGE@HOME independent living platform is listed below:  
 WLAN-enabled RFID readers 
 Active RFID tags 
 Wireless passive infrared (IR) sensors 
 Water meter sensor 
 Flood sensor 
 Thermostats 
 Fire detector 
 Pressure sensor 
 Contact switches 
 Mobile phone  
 Central control box (including programmable logic controller)  






























for users  
The decision support system receives signals from sensors, via the RFID readers, indicating that they 
have been activated. It analyses this information and generates alarms to care providers as 
appropriate using wireless or Internet access technologies. The system is designed so that intrusive 
video surveillance is not required to monitor household activity.  The AGE@HOME decision-
support model is further elaborated in Chapter 6, together with an informal graphical Specification 
and Description Language (SDL) description. An illustration of AGE@HOME in a typical one-
bedroom apartment is laid out in Figure 5.4.  
To cater to habits that are natural to the elderly, the use of a television set rather than a personal 
computer has been recommended. This dissertation proposes the use of a device known as a “sensor 
bar” together with a corresponding remote control, similar to that provided with the Ninendo Wii 
console. The Wii console and its remote (informally known as a Wiimote) uses a combination of 
Bluetooth, an accelerometer and infrared to detect motion. The console is WLAN-enabled for 
internet access. Whatever the interface chosen, the application should be available easily online 
through secure remote access. System users would then be able to navigate that website easily 
through the use of a PC mouse, or by pointing devices at the television screen, not unlike the TV 
remote control. The advantage of using such a console is the possibility of including cognitive and 
lifestyle gaming for elderly system users. This would transform daily tasks into games, combining 
entertainment with health and lifestyle applications (see Section 7.3).    
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The independent living and security capabilities described in this dissertation must be seen as a part 
of the basic functions of home networks and well integrated with other communications devices in 
the home.  
5.3 Decision-support for behavioural monitoring 
Data about resident activity and environmental conditions of the home needs to be recorded on a 
continuous basis.  This data is used to build a normal or reference model. Activity is compared to this 
model and significant deviations are noted and signalled by alarms. 
The AGE@HOME model is based on sensor input combined with the use of timers. It also takes into 
account whether the resident is at home. For example, an indication that water is not being used 
while the resident is in is considered unusual. Likewise, a lack of physical activity for prolonged 
periods (indicated by lack of signals from motion detectors) in such circumstances is also considered 
abnormal.   
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The system is designed to alert caregivers, in the form of SMS, email or voice message, depending 
upon situations and preference. For instance, alerts are sent out when the resident: 
 is not at home in the morning (e.g. at 5 am);  
 leaves the home; 
 returns to the home;  
 is out too long (e.g. more than 18 hours) ;  
 has not left the house for a number of days (e.g. 10 days). 
The resident wears an identifying RFID bracelet (or RFID implant) which together with motion and 
door lock sensors, determine when the resident enters and leaves the home.  
A pressure sensor is used to indicate when the resident is in bed and the caregiver can be alerted by 
SMS or email if the resident has been in bed for more than 12 hours. If the resident continues to be in 
bed for 24 hours the emergency services or a doctor may be alerted in addition to the caregiver. 
A sensor at the water mains detects water flow. Water flow is a good indication of activity in the 
home. Excessive use of water can indicate a problem with the home, or neglect on the part of the 
resident, and the caregiver is alerted if water has been running too long or if it has not been used for 
long periods while the resident is at home.  
Motion detectors are placed in various rooms and in the bathroom. The caregiver can be alerted if 
there has been no motion for a prolonged period during the day, while the resident is at home. 
Emergency services or a doctor may additionally be alerted if the situation persists. Another 
procedure has been specified for detecting motion in the bathroom and uses an RFID reader to check 
if the resident is present. An alert is sent to the caregiver if the resident has been inactive in the 
bathroom for a period of time and a further alert is sent to the emergency services if inactivity 
persists.  
Temperature sensors are used to check that the room temperature is within the range of 12 – 30 C. If 
the resident is at home and the temperature has been outside this range for more than a specified 
period, the caregiver will be informed. The resident and caregiver will also be alerted if the room 
temperature drops below zero. In the light of degrading environmental conditions and global 
warming, it is even more vital to ensure that the ambient temperature in housing for the elderly does 
not exceed tolerance limits.  
A magnetic read switch is used to detect the opening and closing of the refrigerator door. The 
resident and caregiver are alerted if the fridge door has been left open too long and the caregiver is 
notified if the fridge has not been opened at all during a prolonged period while the resident is at 
home.  
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Alarms are raised if fire is detected and if flooding occurs. An intruder alarm is raised if motion is 
detected while the resident is out. 
An additional capability of the AGE@HOME system is that users can request the system to indicate 
the location of an RFID-tagged object such as a pet or medical aid. This query can be effected over a 
simple user interface, and is particularly useful for those residents who often forget where they have 
left items of importance in the house.  
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You know you’re getting old when you stoop to tie your shoes,  
and wonder what else you can do while you’re down there. 
- George Burns 
 
 
6. AGE@HOME SYSTEM DESCRIPTION, 
IMPLEMENTATION AND IMPLICATIONS 
 
This chapter provides a system description of the AGE@HOME platform and the results of the 
associated computer simulation. In conclusion, it discusses some of the challenges that arise for 
developers, users and policy makers.  
6.1 Specification and Description Language (SDL)  
The use of SDL (Specification and Description Language) has been chosen for expressing the 
requirements and describing the functioning of the AGE@HOME system. This high-level object-
oriented language used the world over was developed and launched by the International 
Telecommunication Union (ITU) in 1976 and is detailed in ITU-T Recommendation Z.100 and other 
Z-series recommendations. This Recommendation states, inter alia, that SDL: 
a)  is easy to learn, use and interpret; 
b)  provides unambiguous specification for ordering, tendering and design, while also allowing   
some issues to be left open; 
c)  may be extended to cover new developments; 
d)  is able to support several methodologies of system specification1.  
The universal popularity of SDL, especially for the specification and description of 
telecommunication systems, rests on its unambiguity and clarity. This language has been found 
particularly well-suited to applications such as: 
 call and connection processing (for example, call handling, telephony signalling, and 
metering) in switching systems; 
 maintenance and fault treatment (for example, alarms, automatic fault clearance, routine tests) 
in telecommunication systems; 
 system control (for example, overload control, modification and extension procedures); 
 operation and maintenance functions; 
 network management; 
 data communication protocols; and  
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 telecommunication services. 
This language is often used to describe complex, event-driven, and real-time systems. The language 
has two modes of expression – graphical (SDL/GR) and textual or phrase (SDL/PR).  Either or both 
may be used to describe the same system. The graphical representation is particularly well-suited to 
describe reactive systems, and can be used for a range of applications from describing system 
requirements through to implementation. It may be used in a formal manner or informally at any 
level of detail. SDL can be written such that even non-technical persons can understand and use it. 
This naturally facilitates understanding between vastly different entities, such as clients, end-users, 
operators, designers and manufacturers. It originally focused on telecommunication systems. 
Currently, its areas of application include process control and real-time.  
The graphical representation of SDL has been used in the section that follows to describe the 
AGE@HOME decision support system, and describes the logic for the generation of code in the 
present research work.   
6.2 System description 
The AGE@HOME decision-support system is set out using graphical SDL language in more detail 
below. For simplicity, only a limited number of symbols are used. System behaviour is represented in 
terms of states and transitions governed by the reception of input signals. Input signals can trigger 
other events such as sending output signals. There are three system states: Resident In, Resident Out, 
and Resident In/In Bed. 
Timers calculate a number of durations, e.g. the length of time the resident is at home or in bed. 
Timers generate events when they expire or when they are cancelled by specific input signals. The 
expiry of a timer in the system is an input signal in itself. Signals from sensors indicating that they 
have been activated become input signals. They may generate an output signal, such as an SMS 
transmission to a caregiver or the starting or stopping of a timer.  
The system is based on collecting data from tags and sensors, and combining these with various 
timers. The system should be configurable so that users may set the duration of timers depending on 
individual habits (e.g. sleeping patterns) or specific situations (e.g. periods of absence from home).  
The central controller is programmed to alert in many cases not only the caregiver but also the 
resident.  This enables any cancellation by the resident of an alert, and thus the overall control of the 
system rests in the resident’s hands. Emergency services are alerted only in extreme cases.  
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The figure below contains a list of symbols used in the SDL description of the AGE@HOME system. 
The description that follows examines each of its behavioural and environmental monitoring 
functions.   











6.2.1 Residency check  
Through the RFID tag present in the 
bracelet (or as an implant), and RFID 
readers placed throughout the house, the 
system determines the resident’s presence at 
home early each morning (e.g. 5 a.m.). If the 
resident is not detected, the query is re-sent 
within 10 minutes and then again in a 
further 20 minutes. This is to take account 
of any brief absences from the home (e.g. a 
walk or a trip to the bakery).  If the resident 
is still not detected, an alert is sent to the 
caregiver accordingly (See 1). The type of 
alert, SMS, email or voice message, can be 
set by the users themselves.  
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6.2.2 Exit and entrances check 
Upon the exit of the resident, an alert is sent to the caregiver, and the “resident out” timer is set at 18 
hours. Whether an alert is sent each time the resident exits is a parameter than can be fed into the 
system upon installation. The exit of a resident 
stops other relevant timers, such as the 
“resident in” (RESIN) timer or timers related 
to motion, i.e. NOMOTION1 and 
NOMOTION2 timers. The system state then 
changes from “resident in” to “resident out”.  
This state will in turn govern the interpretation 
of data from home sensors and timers (See 2A). 
The exit of a resident is signalled through the 
use of an RFID reader at the front door, 
coupled with data from motion sensors that 
may indicate a lack of motion throughout the 
home. Any RFID bracelet itself may also 
contain motion sensors.   
  
 
When the resident re-enters, an alert can also be sent 
to the caregiver to indicate the time at which the 
resident returned home (See 2B). At that time, the 
“resident out” timer stops and a “resident in” 
(RESIN) timer starts and counts down from say 240 
hours (10 days). The expiry of this timer will 
indicate that the resident has not been out of the 
house for the set period (See 2C). This may be 
injurious to the resident’s health. It may also be 
indicative of a possible decline of health. Therefore 
an alert is sent to the caregiver upon expiry of the 
timer. The timer will stop anytime the resident exits 
the home, and timers can be configured for 






RFID bracelet enters 
range of RFID readers, 
front doors unlocked 
recently
resident in
   Start 
RESIN timer





returned home at 
<insert time>
2B.




  Start 
FRIDGE2 timer
    T = 24:00 hrs
  Start 
WATOFF timer
    T = 8:00 hrs
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As mentioned above, while the resident is out, the 18 hour “resident out” (RESOUT) timer is running. 
Its expiry will indicate that the resident has been away from home for over 18 hours. An alert is then 
sent to the caregiver indicating the resident’s time of departure (See 2D).   
6.2.3 Bed Check  
A pressure sensor (equipped with RFID tag) 
detects the presence of a resident in the bed. The 
sensor can be configured to reflect the resident’s 
weight. However, a good default value should be 
40 kg. This is in order to avoid activating the 
sensor when a weighty object (e.g. suitcase) is 
placed on the bed. When the minimum set 
pressure is detected in the bed, two timers are 
initiated (3A): INBED1 (12 hours) and INBED2 
(24 hours). Both timers stop when the resident is 
detected to be out of bed (3B). Two timers are 
required for two corresponding alert levels. Where 
a resident has been in bed for 12 continuous hours, 
an initial alert is sent out to the caregiver and to 
the resident. A persistence of the situation for a 
further 12 hours will result in the alerting of emergency services, as this should indicate a serious 
medical problem (3C). A second alert is also sent to the caregiver.  
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6.2.4 Water flow monitoring  
Use of the piped water system in the household is an important indicator of resident activity. When 
water turns on at the mains, the water meter sensor (equipped with RFID tag) is activated, starting the 
WATON timer (See 4A and 4C). When the water turns off, the WATON timer stops and the 
WATOFF timer sequence is initiated, counting down from 8 hours 
 (See 4B).   
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Stop 






Water meter sensor or water 
flow sensor on individual 
taps
4C.
WATER FLOW SENSOR: 
Resident out. Water off.
              
The water sensor can determine whether there is continuous (unusual) water use, whether the resident 
is in or out (See 4D). If the water has been 
turned on but not turned off for 2 hours, 
corresponding alerts are sent to both the 
caregiver and the resident. This alert is 
repeated every 2 hours until water is 
turned off.  
 When the resident is in the home, the 
frequency of water use is considered an 
important determinant of the normalcy 
and health of a resident. If the WATOFF 
timer expires, the system checks the time, 
in order to take into account sleeping 
hours. If it is between 13:00 and 23:00, 
the WATOFF timer is re-set for 8 hours. 
If it is not during that time period, an alert 
is sent to the caregiver and resident (see 
4E).  Use of sensors on individual taps, for 
the purpose of differentiation, is a matter 
for future consideration. 
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6.2.5 Motion detection  
General motion detection 
Motion sensors are located throughout the 
house and monitor movement. Lack of 
movement is determined through the 
interpretation of timers. When motion is 
detected in any of the rooms in the house, two 
timer sequences are initiated:  NOMOTION1 
counts down from 5 hours and NOMOTION2 
counts down from 12 hours (See 5A).   
If no motion is detected by the motion sensors 
for 5 hours, the system checks if the resident 
is in bed. If the resident is detected in bed, no 
alert is required, and the “inbed” series of 
timers are in operation. If the opposite is the 
case, an alert is sent out to caregiver and resident. If the situation persists for a total of 12 hours (7 
further hours), emergency services are alerted, and the caregiver receives a second alert (See 5B).  
When the resident is out, the motion sensors function as an intruder alarm (See 5C). The return of the 
resident to the home is signalled via their RFID bracelet or implant. Like most intruder alarm systems, 
authorized visitors should be able to enter the house in the resident’s absence.          
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Detection of motion in the bathroom  
Motion detected in the bathroom results in the 
initiation of two timers: BATH1 timer counts down 
from 3 hours and BATH2 timer counts down from 
12 hours (See 5D). If the first timer expires, a 
second check is conducted to verify via the RFID 
readers whether the resident is still in the bathroom.  
If this is the case, an alert is sent to the caregiver and 
the resident, as 3 continuous hours in the bathroom 
might indicate a physical problem. Upon expiry of 
the second timer (12 hours), another RFID check is 
conducted. If the resident continues to be detected in 
the bathroom, their caregiver receives a second alert, 
and emergency services are appropriately signalled 
(See 5E).  
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6.2.6 Temperature monitoring  
The home is equipped with a temperature sensor that detects temperature levels. When the resident is 
in the home, and the temperature readings fall outside a set normal range (e.g. 12◦-30◦C), a TEMP1 
timer starts (See 6A and 6B). Where the temperature does not return to normal within 12 hours, an 
alert is sent out to resident and their caregiver (See 6C). The speed of the timer (i.e. its duration) is a 
function of the number of degrees above the preset maximum: if the temperature is 31C, the timer 
will run at normal speed, but at 40◦C or 45◦C, the speed will increase so as to provide earlier alerts.  
When the resident is out, abnormally high temperature levels are not as much of a concern. But with 
temperatures below 0C, both caregiver and resident should be alerted (to indicate risk of freezing) if 
the temperature levels persist for over 1 hour (TEMP2 timer) (See 6D and 6F). Upon return of 
temperature to levels above freezing, the corresponding timer stops (See 6E).  
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6.2.7 Fridge door monitoring  
Sensors in the fridge door monitor activity or lack of it. In association with timers, the system 
determines regularity of fridge use. If a fridge door has been left open exceeding a specified period, 
say 6 hours (FRIDGE1 timer), an alert is sent out to the caregiver and resident (See 7A and 7C). 
Similarly, if the fridge has not been opened for a specified period, say 24 hours (FRIDGE2 timer), an 
alert is also sent out to the resident and their caregiver (7B and 7D).  
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6.2.8 Fire sensing  
Fire sensors in the home detect 
the presence of fire, with alerts 
sent out in the event of fire to 
the resident, their caregiver and 
the fire department (See 8).   
6.2.9 Flood sensing  
A flood sensor in the home 
detects the presence of a flood, 
with corresponding alerts sent 
out to the caregiver and the 
resident (See 9).  
 
6.2.10 RFID localization of resident and objects 
RFID readers can detect the presence of the resident, and of tagged objects, that come within their 
read range. This information can be saved in the central controller (See10A) for retrieval when 
required (See 10B). The different signal strengths of the various readers are compared to determine 
the closest reader.  Through the user interface, the object can then be displayed on a map for the user 
to view the most likely location of the misplaced object.   













There is a 
flood n the 
house
* refers to all states (no state change) 
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6.3 Software implementation  
This section describes the simulation and control software for the AGE@HOME independent living 
platform2. The software was developed using MATLAB programming language3 and incorporates 
the decision support system as described in SDL in section 6.2 above. It includes sensor and timer 
controls, as well as a simulation platform. It was designed to demonstrate the operation of the 
AGE@HOME independent living platform, and works as a finite state machine operating in cycles. 
In each cycle, it reads the latest sensor data, updates the timers, and sends out any corresponding 
reports. The system administrator can engage with the simulation and data from the sensors through 
graphical user interfaces. In so doing, sensors can be activated or deactivated, and current timer 
values verified, thereby imitating a real-life scenario.    
The software consists of several components, each with their own respective functions, namely:  
 decision logic and timer control 
 control interfaces 
 object localization 
 simulation 
Each of these is discussed in more detail below.  
6.3.1 Decision logic and timer control 
The AGE@HOME system requires input from sensors. It uses this input to feed into the decision 
logic described in the SDL diagrams in section 6.2. This enables it to control and update timers, and 
to send out alerts when certain timers expire. Reflecting this logic, the software, as mentioned above, 
is a finite state machine operating in cycles. This machine is controlled by a master timer which 
regulates how often the software reads new sensory input. 
Sensor check 
During each cycle, the machine checks for new sensory input (either directly listening to input ports 
or by reading a log file containing all recent incoming messages). It uses this input to change the 
states assigned to each sensor:  'active' or 'inactive'. States switch from one state to the other 
immediately after a message of activity is received from the sensor. However,  since sensors do not 
send any data while they are awaiting new input, a time gap of inactivity has to pass before the 
sensor's state switches from 'active' to 'inactive'. Within the software, and the documentation related 
to it, this initial task of checking for sensor activity and correcting for sensor states is referred to as 
the 'sensor check'. The software performs these checks and then updates the sensory input of the 
relevant timers in operation, i.e. it informs each timer whether their sensor is currently active or 
inactive.  
 90
Timer update  
The second task performed during each cycle is the update of timers. To accomplish this, the 
software checks the status of all existing timers. It verifies the conditions of the sensors to which the 
timers are associated and checks all the relevant states (i.e. resident's location, whether the resident is 
in bed, etc.). It then updates the timers, stops those that meet certain conditions, and sends reports, if 
necessary, when any timer expires. 
Timer objects used by the software are structures consisting of several fields, each containing some 
relevant data for the operation of the timer and for behaviour monitoring (see Table 6.1). The 'use' 
flag indicates whether the timer is currently in use and if it should be verified. The 'time limit' field 
contains information on the period it takes for the timer to expire once it is triggered (provided the 
conditions that caused the trigger remain in effect). The field labelled 'states' contains information on 
the conditions for timer advancement, pause or reset. Rows in the 'states' matrix correspond to the 
following timer states: 'running', 'pause' and 'stop'. Columns in the 'states' matrix refer to the 
following resident states: 'ResOut', 'ResIn', 'ResIn and in bed'. 
 
Table 6.1 Timer object structure 
Variable Value 
use 1 















action [1 1 0 0] 
activity 1 
gap 60 [seconds] 
bed 1 
bathroom 0 
name 'Resident in bed for 12 
hours' 
running 0 
start_time [ ] 
current_time 0 [seconds] 
last_input [2008 08 17 11 52 36.04] 
sending_report [0 0] 
displ 197.0170 
 
The 'action' field specifies which reports are to be sent in case the timer expires, i.e. this refers to the 
first two reports for the timer given in the matrix (value 1).  The flag labelled 'activity' determines if 
the timer is running while the sensor is active (value 1) or while the sensor is inactive (value 0). The 
'gap' field is given in seconds and indicates how large a gap in time is permitted between consecutive 
sensor reports, in order for them to be considered continuous. 'Bed' is a flag indicating whether the 
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timer is related to the bed sensor, and the 'bathroom' flag indicates whether the timer is connected to 
the 'resident in bathroom' state. 'Name' refers to the string variable shown in the timer and history 
fields. Of course, the names that are chosen by the system administrator should be easy to understand 
and unique. 
The field labelled 'running' shows the current state of the timer: 0 if stopped, 1 if running, 2 if paused, 
50-52 while sending reports. The 'start time' refers to the point in time at which the timer started 
running. This is useful by way of reference: the display format is 
'year:month:day:hour:minute:seconds'. This field remains empty if the timer is not running - it only 
generates a display if timers are running or paused. The 'current time' variable shows how many 
seconds have elapsed since the timer started running. The 'last input' refers to the time at which the 
related sensor was last observed in the active state. 
The 'sending report' field is active only while reports are being sent out during the timer expiry 
procedure, and controls the manner in which this information is displayed in the interfaces. The last 
value 'displ' is a pointer to the memory location of the associated timer display box. 
During the timer update, each timer is checked for its running conditions. State and activity tables are 
compared to the current state of the resident and the state of the sensors: the timer's state is then 
adjusted accordingly. If the timer began in a running state, and the new state requires that the timer 
continue to run, then its time is advanced by one cycle. For implementation purposes, the duration of 
one cycle is exactly one second.  
In performing these two tasks - the sensor check and the timer update - the software undergoes the 
decision-making process described in the SDL diagrams set out in section 6.2. The timers start, stop 
or reset, and appropriate reports are sent out, according to that decision logic. The software goes a 
step further, of course, as it enables a system administrator to adjust the entire decision logic for each 
sensor, notably the conditions for timer activation and duration, and for the sending of reports. The 
default values in the software are those described in the SDL diagrams, but it is important to note that 
different combinations can be configured. This is achieved through the software’s main configuration 
menu. The system can thus be designed to better fit a variety of environments and specific end-user 
needs. It also gives the system administrator the freedom to pause the timers if certain conditions are 
met, or create very specific running conditions. The only fixed conditions are the special indicators 
for the 'Resident in/out/resting' states, as these combine inputs from several sensors and would 
require a much more complex interface to implement. 
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6.3.2 Control interfaces 
The main simulation master board for the AGE@HOME platform is shown in Figure 6.1. It contains 
the main sensor controls, provides feedback on the state of sensors, and displays all timers used for 
the decision logic and monitoring.   
For ease of use, the simulation board is divided into several sections or panels. The top most panel in 
the first (left) column is the 'system power' panel which contains a timer box showing the current 
system time, a system power on/off button, and a radio or option button display that is used only to 
show the current state of the system. The system administrator is not able to interact with these 
elements.  
Below the system power panel, the left column contains the controls and timers for all possible 
sensors used for the monitoring of the home. The suitably labelled pushbuttons can change the 
current state of the sensor. There are only three possible states:  'active' (which means that the sensor 
is sending periodic reports), 'not active' (no reports are being sent), or 'not in use'. If the sensor is not 
in use, this is because it has not been physically deployed or because the system power is turned off. 
In such a case, the sensor control and its timers will appear greyed out and cannot be manipulated by 
the system administrator. 




Timers are displayed as dark grey boxes with the timer duration written inside in the following 
format: 'hours:minutes:seconds'. Timers have four possible states: 'inactive', 'running', 'pause' and 
'reporting'. Each of these states is colour coded. If the numbers in the timer display appear in dark 
green, the timer is not running and is in the 'inactive' state: it is simply waiting for the sensory input 
that will trigger it. Numbers appear in a brighter green to indicate that the timer is running and 
counting down the time. Numbers appear in yellow to denote a timer in the 'pause' state: this means 
that the timer has been triggered, but that the current conditions have caused it to temporarily 
suspend its countdown: for example, the 'no movement' timer is paused while the resident is resting 
on the bed. Numbers appearing in red (dark and bright red) denote that the timer has run out and is 
now sending the appropriate reports for that event. 
Sensor display  
The 'pressure sensors' panel controls the pressure sensors. These sensors, as mentioned in earlier 
sections, react to a certain applied force, e.g. a bed sensor (see section 6.2.3 and associated SDL 
diagrams above). In a deployed system, if one of the pressure sensors detects that it is in use, its 
RFID tag will send a periodic message to the nearest RFID reader, which will then forward this 
information to the main controlling computer. The computer either feeds this information directly to 
the software, or writes it down inside a log file which is periodically read by the controlling software 
during sensor check cycles. Once the software realizes that the sensor is active, it will indicate this by 
changing the sensor button colour to yellow, and updating the controller’s database with the latest 
information. In simulation mode, the system administrator can control whether a specific sensor is 
sending active reports by clicking on the button: this action results in the state switching from 'active' 
to 'not active' or vice-versa. In demonstration mode, the simulation controls the states of the sensors 
according to a set of behaviour rules and probability functions. Several sensors can be active at the 
same time.   
The radio or option button labelled 'pressure detected' indicates whether any of the pressure sensors 
are to be considered active at any given time. If they are active, the radio button will appear in the 
'active' state: the circle adjacent to it will be filled and the text background will become green. These 
particular radio buttons cannot be manipulated by the system administrator. The two timers that 
appear in the top right portion of the panel are the main timers. They display the time data on the 
pressure timer that is most likely to run out first. The 'T' button to the left can be used to configure 
the timers to work with the 'pressure detected' radio button instead, activating or deactivating it in 
relation to pressure detection over the whole sensor group (i.e. in the case of multiple pressure 
sensors). 
 94
Other sensor panels follow similar rules and display information in the same manner. The only 
exception is the temperature sensor panel used for monitoring ambient temperature as described in 
section 6.2.6 above. The temperature sensor is the only type of sensor that is able to send data that 
goes beyond a mere periodical activity report. The measured ambient temperature of the home is 
embedded into its tag address: as the temperature changes, changes are made to the last four 
hexadecimal numbers in the tag address. In the master board, the temperature sensor panel thus 
displays the latest measured temperature, both as a number in the top left part of the panel, and as a 
position in the horizontal slider. During simulation mode, this slider can be manipulated by the 
system administrator to indicate a change of the ambient temperature in the house. The coloured bar 
under the slider has six labels, showing the boundaries used to change the states of temperature 
reporting. The leftmost and rightmost numbers show expected minimum and maximum temperature. 
The pair closer to the centre (second and fifth label) indicate the border between extreme 
temperatures (i.e. lower than the second or higher than the fifth number) and abnormal temperatures. 
The innermost two labels (third and fourth) mark the temperature zone that is to be considered 
normal. If the temperature ventures into the abnormal or extreme zones, the temperature panel radio 
button changes accordingly. The temperature display is also colour coded to show the currently 
accumulated heat in the environment, i.e. excess heat or the absence of heat building up over time, as 
compared to normal conditions. 
Fire and flood sensors do not have timers, as they send reports to the resident, caregiver, and all the 
relevant intervention units right away (as described in sections 6.2.8 and 6.2.9 above).  
The panel labelled 'other' displays the resident in and resident out timers, as well as the state of the 
special bathroom timer. Both of these use combined sensor input to determine the resident's current 
location and condition, for their decision-making process. They are governed by logic described in 
the SDL diagrams in sections 6.2.1, 6.2.2 and 6.2.5 above.  
Tracking household objects 
The second (middle) column of the main configuration board contains the panel for tracking objects 
within the home. The radio buttons for selecting the tracked objects are placed on the left side of the 
panel. The RFID tags that have not been deployed are greyed out. Clicking on any of the available 
radio buttons automatically selects the associated RFID tag. The right side of the object tracking 
panel includes pushbuttons for the RFID readers: each showing the reader's name. If any readers are 
not in use (or if the system is in the 'off' state), those readers are greyed out and do not allow 
user/administrator interaction. If any of the readers are displayed as active, these readers are able to 
detect the signal of the currently selected object. If information regarding the received signal strength 
is available, it is shown to the left of each reader's button and the readers are colour coded from the 
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strongest (green) to the weakest (red), with combinations of yellow in between. The radio button 
labelled 'RFID within range' acts as a verification and indicates if any of the RFID readers are able to 
detect the currently selected object. This particular radio button is not under the control of the 
administrator. Section 6.3.3 below describes in more detail the object localization function of the 
software.  
Timer list, map panel and history log 
The lower part of the second column contains a comprehensive list of all active timers (all that are 
currently running). It displays the names of the timers and the time at which they are set to expire. 
The third (right) column contains the map panel, which displays a floor plan image of the monitored 
environment. This is where the information on the probable location for a particular tracked object is 
shown, along with the position of readers that are able to detect the tag on a particular tracked object.  
Below the map appears the history log list. This is where all reports and actions taken by the software 
are recorded, from sent SMS messages to the resident and caregiver to fire department and intruder 
alarm data. 
Configuring sensors and timers 
The 'file' menu on the main configuration board gives access to open and save functions that can be 
used to set up the environment rapidly and efficiently. This menu can also be used to recall and carry 
on previous simulations, or recall the accumulated data in the monitored environment. The 
'configure' menu provides a system administrator with the ability to fully customize the system, 
including all sensors and timers, in order to make it most suitable to a particular environment or to 
special circumstances. The 'simulation' menu comprises the simulation parameters for choosing the 
mode of operation: testing, user-controlled, demonstration, or actual/real sensor input. The 'history' 
menu presents the monitored data and allows it to extract the behavioural patterns after processing. 
The menu labelled 'demo' deals only with the parameters for the demo simulation of the environment, 
in which all controls and sensors behave according to set probability functions. The 'help' menu 
opens up a document describing the use of the software and the functions of each control and display. 
Through the sensor configuration menu, the system administrator is given the option to change 
information on RFID readers, and the pressure, motion, water, door, temperature, flood and fire 
sensors and associated timers. Selecting an option opens up a user interface which contains the list of 
all sensors of that type, with their respective data and timers. An example of this, the RFID reader 
configuration board, is given in Figure 6.2. A total of 10 RFID readers can be set up inside the home 
environment, and each reader's data is represented by a row in the configuration window. The first 
column is the RFID reader name. This name can be edited, in order to enable users and 
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administrators to better differentiate between readers: a name such as “kitchen” is easier to 
understand than tag addresses used for recognition and communication between sensors and readers. 
The second column represents the tag address of the sensor and is used to sort incoming reports. All 
reports which carry that particular tag address are considered to be reports from the associated sensor. 
It is possible to assign the same address to several sensors, and the software would then consider 
them to be the same sensor. This gives the administrator the possibility to trigger and stop more than 
just two timers with one sensor.  
Figure 6.2 RFID reader configuration board 
 
Note: The system administrator can change the name, address, placement, usage and timer 
parameters for each available reader. 
The third column labelled 'RFID reader positions' displays the positions of any active readers in use. 
Clicking the button labelled 'placement' opens a user interface displaying a map. Figure 6.3 (left) 
shows this two-dimensional representational map of the home environment. Figure 6.3 (right) is a 3D 
image of that same environment. Using this interface, the system administrator can select a point on 
the map by pointing and clicking with the mouse and then pressing 'done'. That position is then saved 
as the selected RFID reader's location. This information is essential for object tracking and 
localization. It has to be entered for each sensor in use before the system administrator is able to 
close the RFID configuration board and return to the main interface. 
The fifth column in the RFID reader configuration board (as displayed in Figure 6.2 above) contains 
checkboxes that indicate which sensors are currently in use and which sensors are to be left out 
during the update phase (i.e. those that are inactive). The last column contains buttons labelled 'T', 
each of which is linked with the RFID reader in its corresponding row. Clicking these buttons opens 
up the timer configuration window, allowing the system administrator to change all parameters for 




Figure 6.3 Map window panel  
    
The temperature sensor is a special case in that it sends reports only every 30 seconds regardless of 
the value of the measured temperature. It also has a changing tag address, the last numbers of which 
carry the information on the value of the measured temperature. The timers associated with this 
sensor are triggered when the temperature exceed the limits set for abnormal or extreme temperatures. 
Therefore, the temperature configuration board uses an interface with two editable fields, to reflect 
the maximum range of temperature measurable by the sensor (Figure 6.4). It also includes four 
controls allowing the system administrator to establish triggers for temperature timers within this 
range by simply moving the sliders to the left (for a lower temperature) or right (for a higher 
temperature). 
Figure 6.4 Temperature sensor configuration board  
 
Note: The system administrator can define the abnormal and extreme temperature limits, as well 
as the name and tag address of the sensor. 
Timer objects are updated through the user interface shown in Figure 6.5. The timer setup board is 
brought up during the configuration of sensors in cases when the system administrator wishes to 
change timer parameters. Each timer setup board contains two timer objects that can be edited. This 
allows the system administrator to set one to run while the sensor is active, and the other to run while 
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the sensor is inactive. It is also possible to assign both to the same activity cycle, but with different 
durations and different reports, e.g. one that generates a warning report to the caregiver, and then if 
the condition persists, a second more serious report to emergency services. This is considered 
sufficient for practically all cases. However, the system administrator can also create another object 
with two new timers assigned to it, and associate it with the same address. In this manner, more than 
two timers can be updated with data generated by the same sensor. This makes additional levels of 
reporting and alerts also possible.  
Editing the 'timer description' fields changes the timer name shown in the running timer list and 
history log. Below these fields, timer boxes for each of the timers are displayed. Unlike the ones in 
the main board, the timer boxes here are editable and allow the system administrator to enter the 
desired timer run time in a 'hours:minutes:seconds' format, which is then converted to seconds and 
saved in the 'time limit' field. The checkboxes next to them enable or disable the use of the timer. The 
radio buttons in the middle of each timer's configuration panel connect the timer actions to the 
resident's state. In other words, these are directly and graphically related to the matrix shown in  
Table 6.1. 
Figure 6.5 Timer setup board for sensors and RFID readers 
 
 Note: Timers can be turned on or off, and all of their parameters can be changed to fit a 
variety of needs. 
By checking or un-checking the boxes marked under 'reporting action', the system administrator can 
choose which reports are sent in the event that the timer runs out. These are saved in the 'action' field 
of timer objects. The two radio buttons that appear lower down in each panel are mutually exclusive 
and determine the timer 'activity' value (1 if running while sensor active, 0 if running while sensor 
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inactive). The white editable field to the right of these two radio buttons represents the time gap used 
in the decision-making process: this is entered in the 'hours:minutes:seconds' format. The bottom two 
checkboxes are used to associate the timers with either the 'Resident in and in bed' state, or the 
'Resident in bathroom' state. 
From SDL decision logic to software implementation  
Figure 6.6 illustrates the relationship between the SDL logic diagrams set out in Section 6.2 and the 
software implementation. In particular, it shows how the control logic relating to the bed sensor from 
the SDL diagrams is implemented using the simulation software.  
The state of the first pressure sensor is set to 'in use', which means that it will be updated during 
simulation cycles, and that two timers have been assigned to it. The name of the sensor provides an 
adequate description for the system administrator to navigate more easily through all the controls, but 
it does not appear in any message or have any impact on the software execution. The tag address 
field should correspond to the tag address of the sensor, in order for the data to be received and 
analyzed by the sensor check routine. The placement window is used to position the sensor on the 
map (by clicking on the map spot where the bed is located). This creates a much simpler search 
mechanism, and produces a more detailed report on the behaviour of the resident. 
The timer setup board is the interface that the system administrator uses to enter all the data from the 
sensors. Since there are two timers in the SDL diagram, both timers have been enabled in the timer 
setup board. Their time limits have been set to 12 and 24 hours respectively, and their states reflect 
the starting states and queries in the SDL diagrams. The administrator only needs to read which 
reports need to be sent when the timer runs out and check the appropriate timer boxes. Both of these 
timers calculate the time the resident has spent in bed, so they both continue to run as long as the 




Figure 6.6 Graphical illustration of how the SDL logic was implemented in the software:  
Timer Setup Board 
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6.3.3 Object localization 
The software designed for the AGE@HOME platform enables residents to locate within the home 
any object that is equipped with an active RFID tag (see section 6.2.10 above). The tags intended for 
tracking transmit a beacon signal every 2 seconds. This beacon signal is detected by nearby RFID 
readers and then forwarded to the central controller (PC). When a localisation request is received, the 
software checks the most recent data received from the RFID tag in question, i.e. its last known 
transmission time and all other transmissions which occurred within a small time gap prior to the last 
transmission. The software is able to calculate the position of the wanted object within a certain area, 
by analysing the following: the positions of the RFID readers, the strength of their beacon signals, 
and pre-calculated signal coverage maps (Figure 6.7). 
During set-up, the system administrator initiates the signal coverage map calculation by placing the 
RFID readers on the map and saving the project. This procedure creates coverage maps for each of 
the localized RFID readers in use, and stores them for future purposes. This reduces all subsequent 
localization requests to simple matrix searches, which can be performed almost instantly. In this 
manner, the software maintains the precision of ray-tracing tools of the highest accuracy, while the 
response time is as short as it would be in simple and less accurate tools.  Localization requests can 
therefore be processed within a fraction of a second, regardless of the complexity of the environment.  
 
Figure 6.7 Sample AGE@HOME environment with and  
without overlay of signal coverage map (left and right figures, respectively) 
   
  Note: Red areas mark the highest signal strength, and blue areas indicate insufficient signal for communication. 
Using the measured signal strengths of the RFID readers and the coverage maps described above, the 
software is able to create probability maps such as the ones shown in Figure 6.8. The far left image 
shows a probability map with one RFID tag in the cluster. The dark area marks the highest 
probability of finding the tagged object. The image in the middle shows the overlap of probability 
maps when two RFID readers are present and detect the tag's beacon signal. As is visible, there is a 
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large reduction in the highest probability area in this case. In the far right image, the dark area is 
further narrowed due to the presence of a third RFID reader in the set. 
Fig. 6.8 Two-dimensional (probability) maps showing the most probable position of a tag  
 
    
Note: The left figure demonstrates the case in which signals from one reader is received, the middle refers to signals from 
two readers, and the right figure to signals from three readers. Darker shades mark areas with higher probability of 
finding the object. 
A higher positioning accuracy can also be achieved through the time averaging of the signal. The 
image to the left in Figure 6.9 below shows a probability map generated from data in a single 
simulation cycle. By overlapping data from consecutive cycles (as shown in the image to the right), 
the accuracy of the localization process is increased due to the reduced impact of fast fading. After 
ten or more cycles the fast fading has but a small impact on the measurements and as a result, 
positioning becomes very accurate. 
The final probability map is then overlapped with the environment map: the highest probability area 
is specifically marked in red as the probable position. The administrator/user can change which 
object they wish to track by clicking on the relevant radio button in the panel marked 'select tracked 
object' in the master board window. 
Figure 6.9 Probability map representing a search for signals (left) and  
probability map comprising the time averaging of consecutive probability maps (right)  
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The implementation of the positioning algorithm, as it would be displayed to users, is shown in 
Figure 6.10. The environment is shown on the image to the left. The middle image shows the 
probability map overlaid on the home environment. The yellow colours represent an area where the 
resident has a high probability of being located. Concentric red circles show the calculated position 
of the resident and the red dot represents the actual position of the resident. Performing a similar 
query for the location of medication gives results shown in the image to the right. In this particular 
case, the medication is to be found in the kitchen area. The green dots on the map represent resident 
movement hotspots used for the simulation of the resident's movement throughout the house.  
Figure 6.10 Resident's home (left), probability maps and calculated positions for the resident 
(middle) and for tracked medication (right) 
   
Note: The yellow colour represents a higher probability of finding the object. The calculated position is marked by red 
concentric circles. Green dots indicate resident movement hot-spots, and the red dot represents the exact position of the 
resident. 
The master board (as shown in Figure 6.1) will typically be used and manipulated by a system 
administrator. A simple browser-based web version would need to be developed for the resident and 
the caregiver. This end-user interface would not provide control over the sensors and reader 
placement, but it would provide access to historical data, information on the current state of the 
timers and sensors. The resident would also have access to the localization routine for querying lost 
objects.  
6.3.4 Simulation Results  
As part of the research work supporting this dissertation, a user-controlled simulation of the 
AGE@HOME software was run.  The simulation in operation is displayed in Figure 6.11. This figure 
shows all active timers, the current state of all controls, as well as the relevant data in the history log. 
The current system time is shown in the system power panel on the upper left. Timers that are 
running appear in green in the appropriate boxes (e.g. the timers relating to no motion, the timer 
relating to the fridge, and the resident in timer). Their names and values are also displayed in the list 
of active timers. Those sensors that have been triggered, and are the basis for sending reports, are 
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indicated by a yellow background (e.g. the RFID tag readers). The localization map at the top right of 
the interface shows the current actual (red dot) and calculated (concentric red circles) position of the 
resident. The areas indicated in yellow have a higher probability of finding the tracked object in 
question (in this case, the resident’s RFID bracelet or implant). The history log lists the reports that 
have been sent, the identity of the sensor that triggered them, and to whom they were sent (caregiver, 
resident or emergency services). 
Figure 6.11 AGE@HOME master board during random simulation 
 
Note: Currently active sensors are shown in yellow. Active timers have their respective displays counting down the 
remaining time. Active timer list updates every simulation tick. The history log contains all previously generated reports. 
The AGE@HOME system is intended to provide history logs to end-users of observed data, through 
the use of the ‘History’ menu. Recorded data for a bed sensor and associated timers during a 48-hour 
period is given in Figure 6.12. The blue line represents data from sensors. In this case, the bed sensor 
provided active feedback for a period of nearly 30 hours, indicating that the resident did not leave 
their bed during that time (this is indicated by the green line at the bottom of the graph).  
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The two timers associated with the bed sensor (i.e. a 12 hour timer 1, plotted in green, and a 24 hours 
timer 2), plotted in red have a time gap associated to them. This allows the timers to continue running 
for a short period of time, even though the sensor in question stopped sending any data. This time 
gap is used to avoid false reporting that might occur due to lost packets from packet collisions, other 
interference or fading. For the purposes of demonstration, the time gap in this example was increased 
from a default 1-minute gap to a 50-minute gap. The blue line in Figure 6.12 represents reporting 
activity for the first timer: reports sent to resident and caregiver after 12 hours and again after 24 
hours). The magenta line represents reporting activity for the second associated timer: reports sent to 
resident, caregiver but also emergency services after the resident spends 24 hours in bed.  
Figure 6.12 Bed sensor, timer and report activity over a 48-hour period 
 
A history log of the timer and sensor activity for the whole system over a period of one hour is 
shown in Figure 6.13. This example illustrates a sample case, in which the resident spent too much 
time in bed. In this case, the second timer sent notification to both caregiver and emergency services. 
We can then assume that the resident was taken to hospital. In this scenario, the caregiver stayed 
behind to pick up a few personal items, and as a result, sensors show his/her movement and activity 
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in the home, following the exit of the resident. The caregiver would have to disable any intruder 
alarms in such a case.  
Figure 6.13 Sensor and timer activity over a one-hour period  
 
The elapsed time in seconds is shown on the x axis, and the sensor activity is represented by blue 
spikes on the y axis. Each active sensor or timer is represented by a line and the name of the sensor is 
displayed on the right side of the graph. The red lines represent the running states of the first timer, 
and the green lines represent the running states of the second timers associated with each sensor. For 
the purposes of clarity, some events are further explained by text on the graph itself. For example, it 
can be seen how the opening of fridge doors (through data from the fridge door sensor) stops the 
second timer that is counting how long the fridge was not used (red line). It also starts the first timer 
which is responsible for monitoring whether the fridge door was left open for too long (green line). If 
no activity has been detected by the fridge door sensor for a longer time frame than the associated 
time gap duration, the first timer is stopped and reset, and the second timer begins to run.  
The data as set out above was obtained using a time-accelerated simulation. An Intel Pentium M 
1.86GHz platform was able to perform the simulations three to four times faster than if they were 
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done in real time: as a result, sensors and graphical interfaces were effectively updated many times 
per second. In a real-world scenario, most sensors and RFID tag readers operate with a two-second 
reporting interval. This signifies that the interface does not need to be updated more than once every 
two seconds. A processor running five times slower from the one used should be able to process all 
the data in a timely manner 
It is to be noted that the historical data as shown in Figures 6.12 and 6.13 can be made available to 
the end-users and health professionals in a different format, and covering longer periods of time. The 
implementation of behaviour monitoring algorithms for specific purposes is made possible as a result. 
For instance, the number of hours the resident spends in bed each day can be monitored, and so, too, 
can the number of times a resident might have forgotten to turn off the water or close the fridge door. 
In this manner, caregivers or health professionals can keep a check on whether a resident is becoming 
more forgetful or following their daily routine as usual.  
The simulation exercise successfully demonstrated that the decision logic for AGE@HOME, as first 
conceived in SDL, is applicable to a real-life scenario in the home. The random nature of the 
simulation took into account the possibility of false readings and lost packets. It was observed that 
the software performed the role for which it was intended, and matched the required parameters of 
the system as laid out in the initial concept, i.e. acting as a home behavioural and environmental 
monitoring system.  
The simulation tests on the positioning accuracy with average environment noise, low number of rays 
in the ray-tracing algorithm, and no filtering, have shown a standard deviation error of positioning 
around 1.4 meters. With time averaging and basic filtering, this error was reduced to 0.25 meters for 
a 12x12 meters indoor environment. This is more than sufficient for indoor use. The request was 
processed within a tenth of a second on a P4 1.8GHz laptop.  
The AGE@Home software is therefore ready to be connected to a working laboratory for testing 
under real working conditions, with actual sensor input. The decision support system for 
AGE@HOME may be implemented on any suitable device in the home that supports the wireless 
interfaces to the RFID readers that relay the signals to the decision support system. This might be a 
home computer, a specialised controller or be integrated in a wireless router or home network 
gateway. Current alarm systems usually have a dedicated standalone controller that has an interface 
to wide area communication systems (mobile network, telephone network or Internet). Integrating 
the decision support system with a home “media centre” would have the advantage of using a 
common user interface, such as a television (and remote control), as well as a large screen display. 
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6.4 Information presentable to the user 
An important benefit of the AGE@HOME system is that it can accumulate data collected from 
sensors and tags unobtrusively. This enables the provision of historical information on-demand to 
residents and/or their caregivers about significant behavioural trends, such as a decreasing number of 
hours spent sleeping and/or limited excursions outside the home. In this way, analysis of the overall 
medical condition of a resident is enhanced through an understanding of daily habits. Historical data 
can be limited in availability to the elderly resident if desired, but it may also prove useful for 
caregivers. Environmental trends such as water usage, temperature levels and so on can also be 
analysed. 
The following historical behavioural trends could be presented to the user on demand:  
1. Time spent laying in bed per 24-hour period  
2. Time spent laying in bed between 11 pm and 10 am every day 
3. Time spent laying in bed between 12 pm and 8 pm every day 
4. Number of times resident leaves home per 24-hour period 
5. Number of times resident leaves home per 7-day period and  28-day period 
6. Number of times resident checks for lost items per 24-hour period 
Data may be obtained via a web-based application on a personal computer or television set. In the 
present case, and by way of example, a basic web application was designed using Adobe’s 
Dreamweaver programme. The data in the historical logs as well as the localization functions was 
directly obtained from the computer simulation in real-time. Figures 6.13 and 6.14 provide 
screenshots of what an AGE@HOME web application might look like. In Figure 6.13, an “I’m ok” 
button enables a resident to send SMS to advise caregivers that they are all right, after a report has 
been sent out. Figure 6.14 shows what might be displayed to a resident when he or she clicks on an 
item of importance to locate it, e.g. their own ID bracelet or a pet. In this interface, text can also be 
added to indicate the location of an item, in addition to providing a graphical image. At the 
implementation stage, a more sophisticated localization display mechanism will be required for 
elderly users.  
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Figure 6.13 Basic AGE@HOME Application Home Page 
 
 Figure 6.14 AGE@HOME Localization Map  
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6.5 Implications and challenges for developers, policy-makers, and users 
This section describes some of the important implications and challenges of implementing the 
AGE@HOME platform, not only for technology developers, but also for policy-makers and users.  
6.5.1 Design challenges 
The main design challenges with the solution proposed in this dissertation are related to system 
integration, choice of wireless networking technology and data security. Currently, there are only 
very few sensors available on the market with integrated tag. The use of RFID to transmit sensor data 
is not common, and is certainly rare in the home – it is mainly in use today in industrial contexts. The 
combination is an interesting one from a technical standpoint, and further research should be 
conducted on the possibility of making the tag and sensor intelligent, to permit adjustable parameters 
within the sensor (e.g. this would be particularly useful for temperature sensors and biomedical 
sensors).  
Currently, wireless LANs (IEEE 802.11x) are widely used in the home for communication between 
computers and home network gateway routers and Bluetooth is often used for shorter range 
communications between such devices as a mobile phone and a computer and for remote control 
applications. There are many other technologies available, most of which are proprietary with some 
form of industrial alliance organisation to promote their adoption. The use of ZigBee is an interesting 
alternative: based on the IEEE Wireless Personal Area Network (WPAN) specification 802.15.4, it is 
a promising standards-based approach that is expected to be particularly beneficial for health care 
devices. As previously mentioned, this dissertation proposes that RFID be used to transmit data from 
sensors that are equipped with RFID tags, and that WLAN be used for data transmission between 
RFID readers and the central controller. It is also proposed that a wireless technology such as 
Bluetooth be employed for the user control interface. In a laboratory environment, it may be 
interesting to experiment with different networking technologies for data transmission between 
readers.  
It is important that widely adopted interface specifications are used to ensure interoperability of the 
various devices within the home. The various wireless technologies must work, of course, so as not 
to interfere with each other or with wider area network communications. This will be an important 
integration challenge when transferring the theoretical concept presented here into an experimental 
context.  
Currently, many entertainment functions are being integrated into home media centres through the 
use of home servers. The integration of various functions on a home server will avoid the presence of 
a large number of independent systems with their own user interfaces and remote controls. A 
standard user interface and large screen display will become more easily available. However, this 
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may be difficult to achieve as equipment vendors typically compete on the basis of novel user 
interfaces and applications. Conflicts between proprietary systems and open systems, competition 
and collaboration persist.  However, it is vital at this time for industry to step up integration and 
interoperability efforts in order to achieve the basic capabilities of the digital home, and perhaps 
more strategically, a wider user base.  
With respect to data security, user access controls to the system should be put into place, and data 
collected by the decision support system should be adequately protected. An authentication system 
should be used in addition to any encryption for data transmitted over the internet to a web-based 
application.   
The provision of the service is yet another challenge. Independent living applications may be 
provided by a network service provider or health service authority. Alternatively, these services may 
also be implemented as private standalone systems. Managed systems will naturally require higher 
levels of security and data protection. But as RFID tags hit the mass market, their use will have to be 
more controlled, and mechanisms to temporarily or permanently disable tag data transfer will have to 
be put into place.   
Finally, the user and management interfaces must be straightforward and intuitively easy to grasp. 
Much work is needed in order to design systems that are easy to use and that target populations such 
as the elderly, who are often challenged in terms of sensory perception (vision, hearing etc). The 
overall system should also be made affordable enough to stimulate mass adoption. This is why the 
use of traditional technology is suggested here, such as motion sensors in use with alarm systems, 
and wireless LAN, which is already widely used in the home.  
6.5.2 User choice, user control   
It is vital for any system that is based upon the monitoring of individual behaviour patterns, that it be 
accessible and controllable by the users concerned.  If a user wishes to opt-out of a particular service 
or sub-service, a simple procedure should be in place. In the case of AGE@HOME, although the 
caregiver is given access to resident data, the ultimate control of that data rests in the hands of the 
resident. It is assumed that residents using the system are able and fit to live on their own. However, 
this raises an important dilemma: should the information generated by the system be used to base 
decisions about the need for nursing home care on a case-by-case basis? This can have positive and 
negative implications: it can protect individuals in need of care, but can also be subject to abuse, 
depending on the intentions of those wishing to place residents in nursing home care. It must be 
recalled, that the overall objective of the system is to prolong as much as possible the period for 
which the elderly can live independently. Thus, it is imperative that elderly people be given control 
of this data and its distribution. It is intended that AGE@HOME data not be made available outside 
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the closed user group of resident and caregiver, and only in exceptional circumstances (with the 
permission of the resident) shared with health care professionals.  The key advantage of 
AGE@HOME is that it obviates the use of surveillance cameras and may therefore be more easily 
acceptable to users.  
Users must also be given the appropriate knowledge and know-how to use the system. It goes 
without saying that a certain minimum level of education and training will be required. Many argue 
that this is necessary not only for emerging technologies, but also for simple daily internet browsing 
and chatting.  
Potential barriers to adoption must be taken into account. The possible reluctance of elderly, 
handicapped or technology-averse individuals is a significant factor. Pro-active measures must be 
taken when introducing these types of technologies in the home, and various “soft” factors affecting 
adoption should be carefully considered.  
6.5.3 Policy-making in the public interest 
It is important for the public sector to recognize the central role played by policy-making in 
innovation for emerging technologies. In the case of RFID, it is incumbent upon governments and 
regulators to create mechanisms raising awareness about the technology, its benefits and pitfalls. 
They also have a responsibility to ensure that users are aware when and in what context RFID is 
being used. There may be a need to reconsider data protection and privacy legislation in light of 
current technological developments.  
Governments also play an important role in providing necessary incentives and funding for research 
and innovation in the field of technology for the elderly, data security, and health protection and 
prevention. They are also instrumental in promoting standardization efforts and extending public 
access to networks, information and new technologies.  
Considerable thought must be given to the governance of digital resources. A domain name system 
may soon manage not only the websites of today but also the websites of tomorrow, which may refer 
to the life of individual items or geographical spaces. As things are increasingly equipped with 
individual identifiers, these identifiers will become strategic marketing tools, even separate 
commodities. In this context, the mechanisms by which this global database of identifiers will be 
managed have yet to be determined. Who should govern tomorrow’s internet: governments, industry, 
individuals, or international organizations? The outcome is uncertain, but one thing is clear – our 
approach should be democratic, transparent, multilateral and humanistic, particularly as the 
commercial importance of the internet continues to grow rapidly.  
It is vital for governments to continuously re-examine their own objectives and measure the 
efficiency of their policies. In a global era, one in which business interests are often paramount, it is 
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increasingly important to foster public-private partnerships and ensure that industry collaborates with 
government in its policy-making process.  
Finally, policies need to reflect the power imbalance between policy-makers and policy subjects. As 
a group, the elderly are not in a position to put forward their interests as effectively as other lobbying 
groups, and certainly not as well as industry. They are less organized, have fewer resources, and are 
typically considered a minority voice in society.  Ageing is often viewed as a long-term concern, and 
can therefore be marginalized vis-à-vis shorter economic objectives. Governments should be 
proactive in gaining a better understanding of the factors at play (e.g. through solicitation of views, 
market analysis, demographic mapping and so on). They need to devote adequate attention to the 
development and institution of policies that will eventually benefit a growing sector of the population.   
6.6 Likelihood of adoption 
This chapter has described the AGE@HOME platform for independent living, which was based on 
an understanding of user needs, fears and requirements, in an effort to maximize the likelihood of 
adoption, As set out in Chapter 3, a series of informal semi-structured interviews were conducted to 
evaluate, inter alia, differences in requirements between different age groups, notably regarding fears 
within the home, response to technology interfaces (e.g. RFID implants and mobile phone). It is 
argued that the elderly fall into the category of “use leaders” (Section 3.3), a concept which extends 
the ideas of Rogers and von Hippel on the topic of the diffusion of innovations.  
The AGE@HOME platform meets the criteria that are identified by Rogers as improving the 
likelihood of adoption in the market, namely:   
1. Relative advantage: It extends existing home monitoring systems. It is a more 
complex and user-targeted platform for monitoring the home without undue intrusion, 
and as such, provides more sophisticated capabilities than the system it supersedes. 
For instance, it is more useful and less intrusive than a series of video surveillance 
cameras or simple burglar alarms.  
2. Compatibility: It is compatible with existing values of potential adopters, in this 
case physical independence. It is also compatible with past experiences, as many 
elderly people have expressed fear of injury in the home (and are generally less 
concerned with privacy implications of technology).  
3. Complexity: The platform is meant to be intuitive to use with a user-friendly 
interface that requires little involvement by the user, once it is installed.  
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4. Trialability: It is designed to allow the user to configure the system to suit their 
lifestyle and particular schedules (e.g. time to bed or time spent out of the home).  
5. Observability: The system, as it is designed, will provide observable benefits to 
caregivers and the people in their care.  
Indeed, not only do the elderly benefit as users of the platform, but the benefits extend to their 
caregivers (e.g. family and friends, formal caregivers and public institutions).  The elderly are “use 
leaders” in that they experience unique and early needs relative to the wider market but also have a 
direct influence on the spending decisions of other social groups.  On the supply side, the platform 
empowers the user and serves a greater common purpose. In addition, the platform should exhibit 
productivity benefits and enable the provision of care at lower cost than traditional methods (e.g. care 




We don’t stop playing because we grow old,  
We grow old because we stop playing. 
- George Bernard Shaw 
 
 
7. LIVING DIGITAL  
This chapter considers the growing scope of networks and the evolution of life in the digital age, 
particularly for the elderly. It begins by outlining the case of Japan, one of the leading countries in 
ICT innovation, and coincidentally one which faces a severe ageing challenge of its own. It 
concludes with an examination of some of the socio-ethical perspectives needed for gentler and more 
effective technology design.  
7.1 Case Study: Ubiquitously digital Japan 
The position of Japan as a world leader in the field of information and communication technology is 
widely acknowledged. The perception that the Japanese are a highly technophile people is confirmed 
time and time again as they are seen sporting the latest gadgets. They are at the cutting edge in the 
field of robotics, home electronics, product packaging and device miniaturization1.  Japanese public 
policy is squarely focused on the notion that information and communication technology is 
instrumental in stimulating social and economic structures. Addressing the ageing phenomenon is no 
exception. For this reason, Japan is an interesting example to consider in the context of the present 
dissertation, particularly for its vision of an all-inclusive ubiquitous network society and lifestyles.  
7.1.1 Ageing in Japan  
In 2006, Japan had a total population of 127.8 million, making it the tenth most populated country in 
the world2. The pace at which its population is ageing is one of the fastest in the world, second only 
to Italy (see Figure 2.2). In 2006, the number of Japanese over the age of 65 reached an all-time high, 
at 26.6 million, or 20.8 percent of the total population (Figure 7.1). And this is set to increase yet. In 
2007, there were 27.5 million people aged over 65, of which 12.7 million were over the age of 74. 
This is expected to rise to 25 per cent in 2013, almost 34 per cent in 20353, and all but 40 per cent in 
2050 (Figure 7.1).  The Japanese are enjoying longer lives, due to, inter alia, healthy diets and 
advances in medical care. But longevity implies increased risk of illness or injury. In 2005, the 
number of the elderly in need of nursing-care stood at 4.17 million, up from 2.8 million in 2000, 
corresponding to 16.6 per cent of the total elderly population. This number is expected to rise to 5.2 
million by 20254.   
In response to these trends, the Japanese government has identified the consequences of ageing as 
one of its top priorities, introducing various policy packages and legislative reforms. More 
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specifically, these policies place a strong focus on the opportunities that emerging technologies 
provide to improve the quality of life of elderly persons and those with disabilities.  
Figure 7.1 Japan’s population pyramid (1950, 2006, and 2050) 
 
Source: Statistics Bureau, MIC, Ministry of Health, Labour and Welfare5 
7.1.2 Policies  for ICT in daily life: from e-Japan to u-Japan 
The government considers the role of ICTs as vital to social and economic development. This has 
been confirmed by statistics – by government estimates, ICTs have contributed as much as 40% to 
national GDP (Gross Domestic Product) in 20066.  Since 2001, Japan has been establishing a series 
of national policies with the aim of making Japan the most advanced nation in the world in respect of 
ICT.  In 2001, the e-Japan strategy was launched, with a policy priority programme that included five 
policy areas, namely infrastructure, human resources, e-commerce, e-government and network 
security7. The e-Japan strategy II was adopted in 2003, with clear targets by 20068. This phase 
focused not only on infrastructure but also on usage and user adoption. Seven key areas were 
designated for the promotion of the use of ICTs, viz., medical care, food, living, small business 
financing, intellectuality, employment/work and government services.  
After having addressed infrastructure and usage in its e-Japan strategy, the government devised a 
new u-Japan concept in 2004, and launched it in 20059. The evolution from an e-Japan to a u-Japan 
strategy is set out in Figure 7.2. Based on a vision of networks available anytime, anywhere, by 
anyone and anything, the u-Japan strategy contains four different policy packages. Each of these 
have a number of focus areas, including the networking of real objects, through technologies like 
RFID, and the promotion of universal design for easier accessibility for the elderly and handicapped 
(Table 7.1).  
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Figure 7.2 From e-Japan to u-Japan 
 
Source:  Ministry of Internal Affairs and Communications, Japan.10 
 
Table 7.1.  U-Japan Policy Packages 
Policy Packages Areas 
1.   Development of 
ubiquitous networks 
  developing seamless access environment for both fixed and 
wireless networks 
  nationwide establishment of broadband infrastructure 
  networking real objects 
  developing infrastructure for network collaboration 
2.   Advanced usage 
of ICT 
  sophisticated social system reform by ICT 
  promoting creation, trading and use of content 
  promoting universal design 
  ICT human resource development 
3.   Upgrading 
enabling 
environment 
  promoting 21 strategies for ICT safety and security 
  establishing the Ubiquitous Network Society Charter 
4.   International 
and technology 
strategies  
  promotion of policies not only for domestic society but 
also for international markets and networks (international)  
  strategic promotion of R&D and standardization in priority 
areas, and to strengthen international competitiveness 
through innovation (technology strategy)  
 Source:  Adapted from Ministry of Internal Affairs and Communications, Japan.11 
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One of the aims of the u-Japan strategy is that by 2010, 80 per cent of the Japanese population should 
believe that ICTs are useful in solving problems and issues, for instance health and safety. Another 
aim is for 80 per cent of Japanese people to feel comfortable with ICT. The policy does state that 
these objectives may require a certain modification in “systems, customs, and habits that may not 
readily accommodate ICT”12.  
In this context, the u-Japan strategy is squarely based on user-centric innovation policies. The “u” of 
u-Japan refers to four different elements: ubiquitous, universal and user-friendly, user-oriented, and 
unique, informally known as “4U” or “for you” (Figure 7.3). Under the universal and user friendly 
concept, the use of ICTs by the aged and disabled is emphasized.  
Figure 7.3 The user-centred principles of u-Japan 
ubiquitous: 
connecting everyone and everything
• a network available anytime, anywhere for anyone & anything
• integration of user-friendly ICT in daily life
unique
• making individual 
dreams come true
• new social systems 
& business services
• realize local revitalization 
with creativity
user-oriented
• user-driven & not 
only supplier-determined
• connecting technology & 
services with user needs
universal 
and user-friendly
• gentle with people, 
including aged & disabled
• interaction and togetherness
4U = For You
 
  Source: Adapted from Ministry of Internal Affairs and Communications, Japan13  
 
The vision of a ubiquitous network is one that enables users to safely, and with ease, use network 
terminals and devices, and access digital content without having to actively think about using them. 
The communication must be seamless between people and devices, between devices and things, 
between people and things, and between things and other things, breaking down all pre-existing 
physical and virtual boundaries14. The number of application areas for the ubiquitous network society 
is limited only by human imagination, and can range from entertainment and disaster relief to health 
care and shopping.  
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7.1.3 RFID in the network 
Japan has been a leader in the adoption and deployment of RFID systems. It was one of the first 
countries to introduce RFID retail shopping, known as the R-Click service, in its Roppongi Hills 
area15. Microchip networking technologies are an important part of the government’s research and 
development agenda. The u-Japan policy underscores the importance of developing RFID tags to be 
combined with sensor networks and network robots (Figure 7.3). There is also a public policy focus 
on standardization and networking of information appliances through the use of an expanded IPv6 
addressing system.  One of the greatest challenges is to ensure that communications are not only 
made possible between heterogeneous devices but also that collaborative data is collected and 
distributed when needed, to the right destination, in the right context, and in a secure and rapid 
manner.    
Figure 7.3 Japanese policy timeline for networking objects under the u-Japan strategy  
 
Source:  Ministry of Internal Affairs and Communications, Japan16. 
A good example of an early safety application for RFID in use in Japan is the monitoring of children 
going to and from school.  In some schools, pupils now wear active RFID tags in their backpacks, so 
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that their entry into school property can be detected through readers at the gate. This information is 
stored in the school’s attendance database. A text message can also be sent to concerned parents as to 
the time of arrival and departure from school17.  Similar uses for RFID are being developed to track 
entrances and exits in the home (see 7.1.4 below).  
RFID can also help the blind and elderly navigate. Projects in Japan are exploring blind navigation 
systems using RFID readers in walking sticks and tags in public spaces that alert of obstacles being 
approached. Traffic lights can also be equipped with readers that detect the elderly and handicapped, 
tagged with RFID, and ensure that the traffic lights do not change until they have finished crossing 
the street18. 
The use of RFID is viewed in Japan as integral to public safety and convenience. In December 2006, 
a trial project called the Tokyo Ubiquitous Network Project was launched. The famous Ginza 
neighbourhood in Tokyo was equipped with a wide-area RFID system of readers and 10’000 RFID 
tags. The readers and tags provide location-based information to visitors equipped with specialized 
reader devices. The code sent by each tag is stored on the Internet, and information is communicated 
via a wireless LAN connection19.  Plans to expand the smart RFID system to other parts of Tokyo are 
underway. 
With the spread of RFID applications in the country, Japan’s government has a number of initiatives 
in place to deal with privacy and data protection20. It aims to ensure that users have full control of the 
information related to their location, purchasing habits, and so on. As early as 2004, the government 
issued specific “Guidelines for Privacy Protection with Regard to RFID Tags”21. 
7.1.4 Building the digital home 
Japan’s u-Japan policy is emphasizing the networking of public spaces as well as private spaces. 
Research and development on the “ubiquitous home” is ongoing and, like many other countries, 
Japan is facing similar challenges with the incremental and fragmented nature of digital home 
adoption. A number of specific home security services, content services and such are available on the 
market but each is sold by different service providers. As a result, users face confusion and high costs 
when trying to avail themselves of a networked digital environment at home.  
For instance, there are commercial home security systems using RFID readers in mobile phones. A 
new housing development northeast of Tokyo has included Japanese operator NTT DoCoMo’s wallet 
phone to ensure that access to the residence is only granted to someone carrying a phone with a pre-
registered RFID tag.   The mobile phones can also connect to a home server allowing residents to 
switch on lights, heaters or take photographs of unexpected callers.  Email alerts can be sent to 
residents of anyone entering or leaving the house using a phone key. Although the system is costly, 
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the set-up costs are borne by the developer, with residents paying a monthly service fee22. Many 
argue, and rightly so, that such services, together with those that track children and shoppers, must be 
subject to stringent privacy protection mechanisms.  
Other digital home systems focus on entertainment and content and still others, using biosensors, 
track the health and safety of residents. Domestic robots are on the rise, with Japan home to almost 
half of the world’s industrial robots23. There is a strong commitment in both public policy and R&D 
circles in Japan to finally integrate the potential of emerging technologies, including RFID, robotics 
and sensors, to create the truly integrated “ubiquitous home” for the convenience and safety of young, 
elderly or disabled citizens.  
7.1.5 Changing social lifestyles  
Technology has considerably changed social lifestyles and Japan is no exception. More than 30 per 
cent of Japanese believe that their social life has changed over the last two years, and more than half 
of them attribute changes in shopping and entertainment habits to the advent of the internet (Figure 
7.4).  Patterns of network usage are clearly affecting lifestyles in Japan. With regard to the elderly, 
those over the age of 60 increased their use of the internet significantly between year-end 2003 and 
200624. Although they have not reached the level of usage of their younger counterparts, it is 
certainly important to note that as time goes on, the elderly are likely to become even more important 
users of the internet. As a result, products and services should be increasingly geared towards their 
needs and requirements.  
Figure 7.4 Changes in daily activities over the past 1-2 years and the impact of the internet 
 
Source:  Ministry of Internal Affairs and Communications, Japan25. 
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Japan provides a good example of the potential of ICTs to enhance daily life in a timely and 
comprehensive manner. Policies and strategies on emerging technologies are being actively 
combined with social policy on public safety and welfare, in particular understanding and addressing 
the needs of the elderly and the handicapped.   
7.2 Networking things  
Today’s innovations in automatic data capture and identification will fuel the coming of tomorrow’s 
so-called “internet of things”26, in which everyday objects dynamically interact with a global network 
of networks, transmitting information and knowledge seamlessly and securely where, when and how 
it is needed. In this context, RFID and related technologies are only the beginning of a paradigm shift 
in network communications and computing.  
The vision of the “internet of things” will require a new approach to network architecture, which 
must not only be robust, but infinitely scalable. A balance needs to be struck between distributed and 
centralized networks, between placing intelligence in the network and at its edges. Global standards 
enabling interconnection and interoperability are of course vital. As the network grows exponentially, 
critical resources such as the radio spectrum will need new management techniques (both technical 
and regulatory), enabling dynamic access and greater possibilities for sharing and re-use. Power 
management issues will also be crucial, as current limitations on battery life cannot keep up with 
demand for innovation in wireless services and applications.  A better understanding of social trends, 
both global and local, will ensure that both innovators and service providers meet user requirements 
for simplicity, affordability, and ‘sociability’. There is a need to develop new interfaces and protocols 
for machine-to-machine communications and human-to-machine communications, and to convert 
complex systems into simple plug and play solutions. And as systems become increasingly complex 
and expansive, the need for network integrity and security will become even more acute.    
These issues need to be resolved for the new network to be truly successful. The ideal network is one 
that is able to learn, adapt and inform. We might imagine a world in which environments are context-
aware and cognitive, continuously able to adapt to changing circumstances and to short or long-term 
variations in user preferences or requirements. At the heart of this vision lie two important 
developments: today’s web 2.0 and tomorrow’s internet of things. 
7.2.1 All about identity  
Today’s internet is made up of a series of interconnected computer networks that communicate with 
the help of technical protocols governing the exchange of data. Aptly named a “network of 
networks”, it functions on the basis of an addressing system known as the domain name system 
(DNS). The DNS is hidden to users, but helps them navigate the Internet. Every computer on the 
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Internet has a unique address (an Internet Protocol address or IP address) made up of a string of 
numbers, e.g. 138.23.65.127. Naturally, computers communicate these numbers in binary form. The 
conversion of these numbers to a string of letters (e.g. www.cnn.com), known as resolvability, makes 
it easier for users to find their way around the internet (Figure 7.5).  Today’s IPv4 defines a 32-bit 
address, and as a result, only 232 (4,294,967,296) IPv4 addresses are available, corresponding to 4.29 
billion possible combinations. This is less than the world’s present population. Ongoing work IPv6 
hopes to rectify this scarcity, by defining a 128-bit address space. An IP address, however, can only 
go so far. It acts more like a locator than it does as an identifier of a particular device. However, to a 
certain extent, today’s internet is the beginning of a new approach to identification and identity. In 
the new always-on digital lifestyle, the way identity is perceived and communicated is changing. 
People are now contactable via a non-geographic email address, and use this to communicate, 
transact and identify themselves. They also use personal websites, pages on social networking sites, 
and gaming identities. In the past, people were primarily identified by the name of their village, 
combined with the name of their family. As a result, it was fairly difficult to change identities or 
socio-economic status.   Where, and to whom, an individual was born was largely determinative of 
their identity, where they called home, and their source of livelihood. With the modern era came the 
possibility of participating in different social circles and the possibility of improving socio-economic 
conditions. In today’s world, the individual has much more choice and is able to participate in a 
greater number of social networks, sometimes disparate ones. In the digital space, individuals may 
identify themselves differently, depending on context or choice. The creation of multiple selves can 
of course enrich and empower, but it can also dilute identity and self-governance, and carries with it 
the potential for misrepresentation, fraud and criminal activity. 
The future network - a network of things as described above- will attribute an address or identifier to 
everyday items so that smaller and smaller objects become networked (i.e. enabled by further 
evolutions of IPv6, electronic product codes, ucodes, etc). As a consequence, the multiple nature of 
identities would not only apply to humans, but also to machines, devices, networks, objects and 
resources27. Ongoing and concurrent developments in chemistry, genetics, biometrics, robotics and 
nanotechnology will further expand the scope and impact of identification processes and of identity 
as a whole.  Before that happens, however, we will have to examine on a much higher level the 
evolution of human identity and its changing patterns. In order to do so, we will have to evaluate how 
today’s technologies and applications are changing the way we communicate, learn, socialize, play, 
create, govern and transact.  In particular, the mechanisms by which we represent ourselves to others 
(people, devices, institutions etc…) online will have to be revisited. At the moment, no global 
identity management scheme exists, yet identity is a core facet of using online services. The 
fragmentation of online identities is a growing concern, with most internet users holding a variety of 
users names and passwords, depending on context and preferences.  This is not only becoming 
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unmanageable for the users themselves, but it also results in the lack of accountability. At the same 
time, the notion of anonymity must be preserved for situations in which full disclosure of identity is 
not required, and may even prevent users from making full use of services, and full use of their rights 
under the law. One of the biggest advantages of the digital age is that it is has given a chance to those 
who have not had a voice in the past. At the same time, one of its greatest pitfalls is that it can make 
users more vulnerable to fraud and other forms of cybercrime stemming from misrepresentation. The 
solution lies in a system which is context-based, and favours the collection of a bare minimum of 
information for each situation. Such a system might be based on groups of “partial identities”, 
depending on context, so that information on health is not shared with employers, or information 
about banking is not shared with hospitals, and so on.  Each individual may have a number of data 
points that defines them as unique, but not all are needed to transact in any particular context, and 
allowances must be made for user choice (Figure 7.6).  At the moment, there are increasing calls at 
the international level to create a global system for identity management28, but much work remains to 
be done in this area.  
 
Figure 7.5 Identifying domain names 
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  Source: Adapted from, ITU Internet Reports 2006: digital.life (ed. L. Srivastava)29 
7.2.2 Web 2.0 and the internet of things 
In exploring how technologies have impacted the way we learn, create and interact, Web 2.030 stands 
out as a striking example. It constitutes a new approach to using the internet, and in particular the 
World Wide Web. It has emerged over the last few years and is much more participatory and 
collaborative in nature (Figure 7.7). It has been driven by innovation in applications and software that 
encourage creativity, information sharing, trust and user collaboration. This appellation has now 
gained wide acceptance to indicate a departure from the previous incarnation of the web. In the early 
days, the web was principally a worldwide repository of information for passive consultation by 
users. Now it is more of an open and dynamic platform for user-generated content, socialization, 
entertainment, knowledge-sharing and collective thinking. A good example of how usage of the 
internet has changed with web 2.0 is the rise of applications such as Wikipedia31 (and subsequently 
other “wikis”), which users can update and edit themselves, as opposed to the use of services such as 
Britannica online, which is limited to consultation. But the so-called Web 2.0 includes other 
developments, such as social networking sites (e.g. Bebo, Facebook, MySpace), media sharing 
applications like Flickr, and MMORPGs (Massive multiplayer online role-playing games). Another 
phenomenal appearance is that of virtual worlds, in which users can create representations of 
themselves (“avatars”) and even become entrepreneurs, adding their own value to the complexity and 
sophistication of their online world (e.g. Second Life). With web 2.0, everyone is an internet 
celebrity. Instead of largely static personal websites, users can turn to dynamic blogging to maintain 
 126
and update their online presence. Individual blogs are now appearing in a majority of search engine 
results on topics ranging from movie/book reviews to disciplines such as philosophy or economics. 
The web feed format RSS (Really Simple Syndication) has been instrumental in giving users the 
possibility to publish frequently updated information and to keep up with web sites in an automated 
manner. Most of the larger websites now leave room for comments by users. They also enable 
“social bookmarking” by users for storing, tagging and sharing links: some of the more popular 
services include del.icio.us (http://del.icio.us/), reddit (http://reddit.com/) and digg (http://digg.com/). 
 





































            
Web 2.0 is at the heart of the new digital “meta-content” universe that is rapidly searchable and is 
perpetually updated. On Google Earth, for instance, users can upload pictures of specific locations 
and sights, and the programme cross-links to relevant YouTube videos. This distributed dynamic 
content gives users a sense of community and ownership, and facilitates knowledge-sharing and 
collective thinking on an unprecedented scale.  
The future network is envisioned as one in which each of the world’s individual objects would, in a 
certain sense, have its own web page, providing information on its origin, date of manufacture, 
ownership, date of expiry, location, components and so on. As web 2.0 meets this new internet of 
things, the provision of meta-links to content and photos of real physical locations, would be 
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combined with processes enabling physical locations to provide meta-links to virtual content. In a 
museum, tags might link users through universally available devices, like mobile phones, to a wealth 
of online information, user comments, recommendations, and virtual tours. They may help the blind 
navigate through (and update) their urban environment by sending messages to their walking aid. 
Users could add information to tagged objects throughout their environment, for real-time uploading 
to the virtual web. This would create a veritable two-way nexus between the real and virtual worlds. 
Context-awareness would be further enabled by true service portability across networks, applications 
and devices.  The real world would be mapped in the virtual environment. Similarly, the virtual 
would be mapped in the real world, through a combination of the dynamic user-generated content of 
web 2.0 and the ubiquitous computing and environmentally aware capabilities of the internet of 
things. As a result, day to day objects and locations would not only become digital artefacts, but 
social artefacts, each capable of telling its own unique story. 
Although the open, user-driven nature of web 2.0 is a considerable advance, yet its interpretation of 
the user’s expectation and its understanding of the context are quite limited. The choice available to 
the user remains less than satisfactory. Nevertheless, it is a promising beginning, and one which, in 
combination with other developments such as the internet of things, may give us a glimpse of its 
future form.  
7.2.3 User-centric virtual mapping 
The linking and mapping of the real and virtual worlds is a continuous and important long-term 
objective. It will enable us to fully leverage online content in the real world, and will also serve to 
augment virtual learning, interaction and transaction. Such “linkability”, however, should not lead to 
the “outing” of all anonymity online. The real and virtual worlds should be brought closer together 
not via an “invasion” of one by the other, but rather through exploiting the potential for enhancing 
day to day experiences online and offline. Avid users of the “Second Life” virtual world, for instance, 
may wish to keep their “second life” independent of their real life, or what has become known in 
such circles as their “first life”. This should continue to be possible – after all, it is the internet’s 
potential for anonymity that has given a platform to so many minority voices afraid of speaking out 
publicly, and also fuelled interactions between people who may have otherwise been excluded from 
usual social interaction. Nonetheless, mechanisms to partially identify individuals, if and when 
context dictates, should be put in place: full anonymity may be desirable in the case of surfing the 
contents of a bookstore, whereas greater “identifiability” may be required when purchasing property. 
In some cases, users may wish to enhance their real world experience at home, by using avatars to 
interact with friends far away, or by identifying themselves (and the knowledge they possess) to 
objects and devices in their environment.  The real and the virtual may be linked but not inextricably 
merged. This will lead to utter confusion and the benefits to be realized through such an arrangement 
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will be totally drowned in the resultant chaos. Nevertheless, anonymity and its associated benefits 
should maintained subject to justifiable controls.   
Virtual mapping in a dynamic real-time manner will be the next step in the development of a context-
aware future network. Just as the domain name system now “resolves” a string of numbers in order to 
locate content on the web, so too will an internet of “identities” resolve identities to navigate a 
universe of dynamic and perpetually updated meta-content. There are key challenges to overcome, 
however, and these must continue to be subject to periodical reconsideration as both technology and 
society evolve: from the user’s perspective, data privacy and information accuracy are key concerns, 
and from the information systems perspective, network/data security and reliability are vital. 
Common to both perspectives is the requirement for secure identity management mechanisms for the 
various resources, things and people interacting in the digital space.  Resolving identity will enable 
us to fully exploit the “i” in internet and the “i” in individual, to create a truly user-centric network – 
in other words, to bring about the necessary but radical transformation from a web 2.0 to a web i.0 
(Figure 7.8) 























A Web i.0 is centred on the user and their daily activities. These activities occur simultaneously and 
at different times. Either way there is real benefit in making them complementary. For instance, 
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doing chores can be combined with gaming, shopping with learning and social networking. Taking 
medication can be combined with providing user feedback. Caring for the elderly can be done while 
travelling or at the office.  A web i.0 would retain not only the participatory and open aspects of web 
2.0, but would also be greatly enhanced by a context-aware mapping of the user’s environment and 
by the portable nature of that environment. It is the user and their identity that drives web i.0. This 
identity is based on conventional data points relating to static information (e.g. date of birth) as well 
as dynamic information (e.g. preferences, location). These data points should be made secure and 
portable across interfaces, devices and contexts, so that users benefit from the same services 
wherever they find themselves and this regardless of the platform they use. But the data transmitted 
in each case should be the minimum dictated by the governing context. This should serve to protect 
the user and the data associated with them, keeping the intrinsic “i” of the user central and secure.  
7.3 The digital aged 
In light of the above, and given that today’s young income-earners will reach the age of dependency 
at a time when the beginnings of web 2.0 will be but a distant memory, it is important to leverage and 
channel today’s innovations to benefit the elderly in innovative and creative ways. Though elderly 
people have traditionally been laggards in technology adoption, this is not adequate rationale for 
limiting innovation development in this area, or limiting marketing efforts to younger age groups.  
The elderly in a number of countries now make up for a large proportion of total internet use. The 
United Kingdom communications regulator released a report in 2007, which shows that web users 
over the age of 64 spend more time online than any other age group, averaging over 40 hours per 
week, though these users are predominantly male. Furthermore, with increased longevity, the cultural 
attitude to ageing is changing: the sixties are now the new fifties and retirement is a new beginning 
rather than an end to life. People have specific needs as they grow older, and these needs can 
represent both a business opportunity and a social opportunity. Home robots, for instance, as 
companions or caregivers, may be particularly well suited to the aged population, and as such, the 
aged may be “use leaders” of such home technologies (see Chapter 3).  
As young users of today’s technology get older, the question is how their attitudes to these 
technologies will change and how they will stay the same. The elderly today do not have memories 
of using the internet or the mobile phone when they were young, but what if they had never known a 
world without anywhere, anytime communications? How could those habits be channelled to assist 
them as they grow old in a society that is increasingly short of resources, from energy to health care? 
At the same time, although network interaction between everyday objects in our environment may 
seem like borderline science fiction to us, it may soon be commonplace for our children. How will 
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their habits follow them into adulthood and beyond? Will they continue to use Second Life or social 
networking sites, and if so, how will their attitudes change?  
7.3.1 Community building, digital sociability and accessibility  
Although sites like MySpace and Facebook are the most well-known, there are a growing number of 
emerging social networking sites that focus on hobbies or specific interests, and that are targeting 
certain ethnicities, age groups, health problems and so on. Some users of the mainstream networking 
sites are finding the communities too large to handle, and are choosing to target like-minded people 
through specialized sites.  
One of the greatest benefits that new web 2.0 applications can offer is the sense of community and 
ownership. This becomes increasingly important with age. And as the number of elderly people rises, 
there is a sense of greater urgency to stimulate fulfilling and quality day-to-day living. Loneliness 
and social exclusion will be significant hurdles to overcome as single-person households become 
more commonplace. Finding other like-minded individuals with whom to socialize is a challenge for 
most, but more so for the aged. Online community building can be an important tool for the elderly 
to build and maintain relationships, to find support groups, entertain themselves, and continue 
lifelong learning.   
Social networking 
A spoof image of how young Facebook users may use the application when they get older has 
recently appeared on the web (Figure 7.9). Though not a real application, “pensionbook” as it is 
known does point to the growing need to target online social networking applications to an ageing 
population. Social networking has a number of inherent benefits for the elderly: it could enable them 
to more easily share tips, information and comments about healthcare products, keep in touch with 
loved ones or locate lost friends. Sharing common interests, photos and files would be facilitated, and 
the elderly may enjoy the possibility for real-time chatting and asynchronous messaging, beyond 
conventional email applications. From a healthcare perspective, perhaps one of the most important 
functions of social networking might be the creation of support groups about diseases and conditions 
such as Alzheimer’s, diabetes, visual impairment, and osteoporosis. At the moment, the majority of 
these sites are geared towards younger users, although the aged, too, represent a viable market to aim 
at. For naturally, they have a good deal more time to spend on-line than their younger counterparts. 
Additionally, the benefits of always-on network and information availability can be particularly 
beneficial for isolated and vulnerable groups.  
Knowledge sharing  
The combination of social networking with information portals could offer real-time health 
information, not only for health care professionals and caregivers, but also for patients and the 
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elderly. A good example of a healthcare website that has taken on board the web 2.0 approach is 
ENURGI32. The aim of ENURGI is to connect elderly and physically challenged individuals with 
health professionals and caregivers. Users and suppliers of services can set up their own profile 
easily and conduct needs-based searches. Sites such as “TauMed”33, “Revolution health”34, and 
“iMedix”35, provide virtual health communities for people to share information and opinions about 
consumer health and consult databases of health-related information.   
Figure 7.9 Facebook for tomorrow’s elderly? 
 
 
Source: S. Wildish36 
 
The website iGuard37 enables users to search for information on medications (prescriptions, over-the-
counter medication and nutritional supplements) and to share feedback and opinions.  The system 
routinely checks the medication that users list and alerts users of any contra-indications, safety 
updates, or recalls. Its general safety checks and alerts use a system of risk rating, as set out in Table 










Suitable for Widespread Use 
These drugs have been widely used for a long period of time - which means 
that their safety profile is well known- and they are associated with a low risk 





Use under Normal Care of a Doctor 
These drugs have been widely used for a long period of time - which means 
that their safety profile is well known - and are associated with a low risk of 
serious side effects when used according to their directions under the ongoing 





Be on the Lookout for Safety Events 
Most new drugs fall into this category. They have been shown to have a low 
risk of serious side effects under tightly controlled conditions of a clinical trial, 






Create a personal risk reduction plan with your doctor 
These are drugs that require a special discussion between you and your 
doctor about ways that together, you can minimize your drug risk. Such a plan 
could simply involve education about signs and symptoms to look out for, or 





Requires careful consideration of risk versus benefit 
These are drugs that are associated with a high risk with serious side effects, 





On Hold - Risk Rating under review 
 Source: iGuard38 
 
Gaming  
The online gaming world has customarily been dominated by young male users. Recently, the 
gaming industry has realized an untapped opportunity: the female gamer market.  It has not, however, 
taken sufficient note of elderly users as an important market segment, particularly, as mentioned 
above, given the greater amount of spare time the elderly have available for entertainment.  
Gaming for the elderly could prove beneficial by keeping both mind and body fit. Table 7.3 sets out 
some of the potential benefits of gaming. On the physical fitness side, games such as the Nintendo 
Wii, and in particular the WiiFit39 programme, may prove particularly useful for the elderly, as they 
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combine entertainment with physical movement. Osteoporosis and joint pain could be improved via 
muscle toning, all while having fun and interacting with others nearby or far away (such as family 
members). Motor skills, eye-hand coordination and dexterity can be further trained, and provide 
heightened confidence to the user. Physical rehabilitation and geriatric wards could profit from 
gaming applications that are enhanced by virtual reality environments.  
Table 7.3 Possible benefits of gaming for the elderly  
Physical Mental Emotional Social  
Hand-eye coordination Attention span Self-motivation Decision-making 
Fine motor skills Short-term memory Self-confidence Social integration 
Muscle toning Problem solving Self-esteem Less isolation 
Perceptual adaptability Critical thinking Emotional well-
being 
Collaborative 
thinking & team 
work 
           
In addition to physical benefits, gaming can be helpful for the maintenance of cognitive abilities, 
such as memory and decision making. Keeping the mind active becomes a greater challenge after 
retirement, particularly if social interaction is limited. General well-being is enhanced when 
individuals feel mentally agile, and better able to remember things.  
In order to reap these benefits, however, it is imperative that technologists and designers create 
interfaces and communication systems that are geared for elderly people that may have visual and/or 
hearing impairments. Important considerations include screen design, operating procedures, (e.g. 
menus), instrumentation, and training mechanisms. Usability poses a much bigger barrier to adoption 
for older users than younger users, as illustrated by the series of interviews described in Chapter 3.  
Transacting 
Another important element of web 2.0 applications and real-time information processing online is the 
streamlining of routine tasks, and the added convenience of ordering goods without having to leave 
the home. In a number of economies, the elderly, and busy young people, are already taking 
advantage of online grocery shopping. Many service providers offer delivery, and remember 
previous orders and preferences to make the task simpler. Ordering medical supplies and prescription 
medication can also be facilitated in the same way, and is already being done in some areas. Services 
such as requests for homecare visits or doctor’s visits should be encouraged, as should other  
e-government applications such as easy access to pension and disability information. 
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7.3.2 System Cognition and Adaptability 
The renowned French architect Le Corbusier once wrote that homes should be “machines to live in”.  
A further step in the development of computing is the creation of machines capable of learning, 
thought and adaptation, making them responsive to constantly changing environments. The ability of 
human beings to think and adapt can primarily be seen through their ability to deconstruct their own 
thinking (i.e. meta-cognition) and to “muddle through” problems even when they seem to be unusual 
or without clear or predictable outcomes. If computer systems were to be able to “muddle through” 
complex and unpredictable problems in this manner, they would be better able to respond in a crisis 
or assist individuals that may require varying levels and degrees of help. Equipped with such 
intelligence, the home itself could become smart, adaptive and responsive to an inhabitant’s changing 
needs and preferences. This cognitive ability is being increasingly explored in the context of robotics 
and many predict that home robots may soon become as common as dishwashers. Robots would 
interact not only with people, but also with various things they come in contact with. Their role will 
become increasingly important in fuelling context-awareness living.   
In this context, the use of computer systems for enhancing human memory is an interesting 
development40. Designing technologies for memory amplification is a new area of research: this 
includes devices that interact with the environment and other objects in their vicinity in order to 
classify individual experiences in easy-to-retrieve formats for users.  Past memories or facts relevant 
to a user’s current context can be raised and accessed when appropriate. This is a particularly 
valuable development for the elderly and those suffering from loss of short-term memory and other 
cognitive problems. 
Of course there are a number of technical challenges to overcome, with some areas requiring 
additional heavy investments in advanced R&D. Quite apart from these challenges, other major 
hurdles to the development of adaptable and context-based thinking homes and environments, 
include data accuracy, data overload, data protection and privacy.  
7.3.3 Virtual worlds for ambient living  
Perhaps one of the most interesting platforms for the elderly is what might be called ambient co-
living. Even before systems become cognitive, they can be ubiquitous, or embedded in the 
environment around us. For instance, imagine a large screen, placed like a painting on a wall, with 
animated avatars representing family members. These avatars could be animated, as desired, with 
real-life data, when individuals return home, for instance, indicating meal times, playtime, bedtimes 
and so on. In this way, family members far away can feel as though they are living alongside with 
their loved ones, and also keeping an eye on daily routines and well-being. If an elderly parent falls 
asleep in their chair, or has left the stove on, this information could be passed along in a real-time 
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fashion to families and/or other caregivers. This virtual “togetherness” or co-presence can help fight 
feelings of isolation and vulnerability. However, fears concerning the decline of face-to-face 
communications and interaction must be addressed. Ambient co-living should not replace personal 
contact, however, and have the unintended consequence of trapping the elderly in the own homes.  
7.3.4 Scenario 2030: A day in the life  
As discussed above, perhaps one of the most important advances to change the future landscape will 
be human-computer interfaces (HCI). Much research and development is presently underway. 
Commercial applications will most likely surface over the next decade or so. In order to better 
envisage what the future may look like as a result of forthcoming advances, notably in wireless 
networks, sensor technologies and HCI, let us attempt to paint a picture of what life might be like for 
an 80-year old about twenty years from today, say in 2030.  
 
Vision 2030: A day in the life of Marianne, 80 
 
At 80, Marianne is in relatively good health, but suffers from arthritis, visual impairment, 
asthma, lack of balance and mild cognitive impairment (MCI). She lives alone in a one-
bedroom flat, about 40 km from her only daughter, Ida, 45, and her two children. Marianne’s 
flat is embedded with a smart wireless ambient living system, allowing her to continue to live 
at home, despite her various medical conditions.  
 
At 7:00 am, Marianne is awoken by the smell of coffee from the kitchen and the sound of her 
grandchildren’s voices as they get ready for school being transmitted from her daughter’s 
home. She gets up, goes to the display in her bedroom, and touches the screen to indicate to 
Ida that she’s also awake. Ida can respond by either touching the screen and sending a 
message, or speaking to Marianne and reminding her to do her exercises. A virtual hug is 
passed between mother and daughter though their avatars on the screen.  
 
Marianne sits down in the kitchen with her cup of coffee and considers her activities for the 
day. The fridge is stocked full of her favourite groceries, as these were automatically ordered 
and delivered the previous day. Suggested recipes maximizing the intake of fibre, iron and 
calcium are displayed on the fridge’s screen and can also be read out loud for Marianne, if she 
wishes. Alternatively, she can choose from a wide variety of pre-prepared meals that are 
delivered with her grocery shopping. Marianne takes important heart and blood pressure 
medicine, together with doses of cortisone, for the morning through an automatic dispenser. If 




7.4 Socio-ethical considerations 
7.4.1 Orwellian fears 
Emerging technologies and applications, such as RFID, sensors, the internet of things and web 2.0, 
revolutionize transaction speed, and automate routine tasks, to the point of becoming invisible. Mass 
deployment of these technologies is likely to enhance the quality of life, e.g. make life more 
convenient and safe reduce hassles and waiting times for services; and assist in the care of children, 
the elderly and infirm. The development of ambient or ubiquitous networking environments will 
enable and encourage the practice of flexible working hours, thereby reducing commuting times and 
having a positive effect on the environment and on human relationships (e.g. family). But no 
technological development is possible without effects upon society, be they desirable or undesirable, 
 
Vision 2030: A day in the life of Marianne, 80 (cont’d) 
 
After breakfast, Marianne does some brain training, posture and reflex exercises with her 
friendly service robot, Abo. She communicates with the robot through voice and wrist/finger 
controls monitor her movement.  Results on problem-solving and memory are tabulated on a 
monthly basis to evaluate the rate at which Marianne’ cognitive impairment is deteriorating, if 
at all. The sensor-based motion training is intended to sharpen motor functions, hand-eye 
coordination and flexibility, which can worsen with age. Sometimes, Marianne plays 
sometimes remote games with her grand-children and other relatives and friends who live 
outside her native Denmark.    
 
Marianne then decides to take a walk by the sea. The watch she is wearing is embedded with 
location technology, heart rate and blood pressure sensors. It can warn Marianne if she is 
overdoing it, and can guide her home if she loses her way. It can also contact emergency 
services and/or her daughter Ida in case of an unusual reading of her vital signs.  
 
After returning home and eating lunch, Marianne takes an afternoon nap, as she is very tired 
from her long walk. While she sleeps, Robot Abo does some laundry. Around 18:00, as 
Marianne is still sleeping, Robot Abo sends a message to Ida who has just returned home. Ida 
tells Abo to let Marianne sleep for another 45 minutes, but then to wake her up and make sure 
she is okay.  Before 18:45, Robot Abo detects that Marianne is wheezing in her sleep (through 
the sound sensors in the room), and wakes her to give her the ventolin asthma inhaler. He 
informs Ida, and Marianne then reassures her daughter using Abo’s voice programme.  
 
After eating a healthy pre-prepared dinner, Marianne says goodnight to her grandchildren and 
spends some time chatting with her daughter Ida before retiring to bed. Robot Abo reads to 
her, as she slowly drifts to sleep. All in all, it has been a good day.   
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and concerted efforts must be made to better understand the socio-ethical challenges faced by 
modern society in the new digital age. 
As real world activities and everyday items become mapped in the virtual world, information 
becomes subject to transmission by multiple networks in multiple contexts. For example, the political 
climate in most, if not all areas of the world, leads to the widespread concern that a culture of mass 
human surveillance exists and is rapidly growing. This has important ramifications for quality of life, 
privacy, individual empowerment and social development. Wireless identification technologies 
combined with the internet will make it easier for governments and industry to monitor activities and 
location of citizens, through information made available by RFID-type tags planted on persons, 
places or things. 
The use of such personal information needs to be carefully monitored and limited in scope, through 
legislation and guidelines not unlike the spirit of the laws of robotics as described in I, Robot by the 
science-fiction author Isaac Asimov, i.e.:  
 A robot may not injure a human being or, through inaction, allow a human being to come to 
harm.  
 A robot must obey orders given to it by human beings, except where such orders would 
conflict with the First Law.  
 A robot must protect its own existence as long as such protection does not conflict with the 
First or Second Law.  
The mechanism, purpose and extent of identification (be it RFID data, biometric data etc…) must 
favour the citizen and adhere to principles of individual choice and transparency. This will prevent 
the development of an Orwellian culture of surveillance.  At the present stage, it must be noted that 
these important concerns are being swept aside in the helter-skelter race for development and 
innovation at any cost.  
Moreover, as information and communication technologies become increasingly ubiquitous, more 
details about individual citizens, such as habits, preferences and behavioural patterns, can be 
gathered and processed. Such data acquisition may well have its beginning in purpose-specific 
interests, such as manufacturing, inventory control, home automation and health care. But with the 
growth of concerns over public security and safety, data thus acquired will almost certainly be turned 
to sinister uses.  
Increasingly, various public authorities and commercial organizations require people to complete 
forms on line, e.g. news alerts. In many instances, this mechanism is often welcomed by the public. 
However, such is the fear of surveillance that prevails in their minds that people regularly provide 
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fictitious information. It is obviously easier to do this remotely, than when they are in a face-to-face 
situation. This phenomenon makes data gathered for legitimate purposes unreliable. But today, 
people still retain a good amount a control over their data in that some avoid using the internet either 
deliberately or through ignorance of the services available.  But with the coming internet of things, a 
wealth of data about the owners and users of “things” will be available, much of it involuntary, 
therefore beyond their control.  
On the other hand, surveillance devices are growing in number and sophistication. Reports of 
surveillance devices under development are not entirely science fiction. Doorways that can read 
fingerprints are here today, and insect-like devices that float in and out of houses and buildings may 
not be as far away as we think. With reports of developments such as these, fears of surveillance are 
bound to grow, and exacerbate the present climate of distrust.  This climate, whether real or 
perceived can foster anxiety in the most minor decision-making. Since the exercise of choice and the 
making of decisions is crucial to individual self-fulfilment and self-expression, it is also essential to 
the advancement of society. Paranoia in this regard will generally inhibit creativity and the 
maintenance healthy social intercourse.  
Although technologies like RFID will reduce the number of routine tasks in daily life, the complete 
automation of human activity may not necessarily be a desirable outcome. It may lead to a sterile and 
uniform society. The need to conform may become greater, which in turn will hamper self-
expression and individuality. Any deviation from standard practice would be recorded and viewed 
unfavourably. The OECD describes this phenomenon as ‘social sorting’ (OECD, 2004). This is now 
at the basis of an entire industry devoted to clustering different populations.  The use of RFID to 
mark and label all individuals should be discouraged, for it will eventually lead to a form of human 
“sorting” and “classifying”, even  if not actually first introduced for that purpose.   
The considerations described above are particularly important for the elderly, as they are a relatively 
vulnerable group in society. They are, for instance, more likely to divulge personal information when 
requested, than their younger counterparts. They are more likely subjects of fraud and cybercrime, 
because they are less familiar with current methods for illegally extracting information from 
individuals. They are also generally a more trusting group, and in some sense, less sceptical about 
seemingly bona fide commercial or government entities seeking to collect information. Therefore, 
special attention must be paid to this group in developing mechanisms for privacy and data protection, 
especially in light of developments in tracking technologies for health care and independent living.  
7.4.2 Social interactions in the digital space 
Just as the use of the mobile phone (and in particular SMS), now mediates more and of more of 
human relationship41, RFID might be yet another technology to threaten human intimacy. Human 
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relationships seem increasingly transient and ephemeral42 in an always-on digital age. Although 
technical devices, tagged household items and so on, may eventually become invisible to us, human-
to- human communication and interaction should remain squarely in the limelight.    
The rise of technologies that permit continuous or uninterrupted communications seems to further 
exemplify the age-old human struggle to conquer space and time.  Our need to be connected with the 
past and the distant is the reason we record history, the reason we travel, the reason we look to the 
stars.  
In some domains, in the efforts to conquer time, it has at least been marginalized. More and more, the 
initiating individual’s convenience dictates the when and how of the communication that takes place 
(“communication on my own time”). There are advantages. Communication can be planned and 
managed more conveniently and efficiently. But communication is a two-way street. Such tailored 
communication “on my own time” can mean selective response and such techniques as resorting to 
voice mail or voice messaging. This may frustrate the maintenance of communications and actually 
lead to a downturn in the felicity of life and living.  
Not only can we, as individuals, play a little with space and time through the use of technology, so 
too can commercial interests. For instance, spam and unsolicited marketing efforts can be inflicted 
upon us at any time and any place, potentially filling up every nook and cranny of our daily lives.  
Another issue that is raised relates to the notion of intimacy and the ambiguous nature of 
communication. Intimacy is here understood as the feeling of closeness with another, to the exclusion 
of everyone else. Jane Austen puts it thus: “It is not time or opportunity that is to determine intimacy 
-- it is disposition alone. Seven years would be insufficient to make some people acquainted with 
each other, and seven days are more than enough for others”43. 
The constant availability of communications and information has affected the degree of intimacy in 
relationships and the overall nature of social interaction. A good example is the preponderance in 
digital environments of “asynchronous” and “pre-rehearsed” communications.  This means that the 
expression of thought or feeling is more often contrived, while truer gut reactions and spontaneous 
expressions become limited.  As a result, an important set of clues or signs that individuals require to 
build relationships and establish trust are lacking.  One cannot expect human beings to make choices 
and decisions about their social relations based solely on statistics and pre-prepared dialogue.    
Another interesting aspect is the rise of digital gesturing: from the “how r u” SMS to the IM (instant 
messaging) “poke” or “nudge”.  There is much ambiguity in it. The IM poke, for instance, is merely 
a sign that can take the form of a shaking or a noise on the recipient’s side.  This signifies a desire to 
be in touch, but no more. Whether the communication is postponed, desired, or simply not required, 
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is unclear, perhaps even to the sender. It leaves the communication open-ended and with uncertain 
implications.  
Also in IM systems, users can remain in “invisible” mode, often known as “stealth” mode.  In this 
manner, users can observe, unseen, other users when they come on line and off line. They are 
unreachable but are able to contact available/visible users who come on line. This is another example 
of   “communication on my own time, and on my own terms”.  An opposite phenomenon is “always-
on exhibitionism”, when users wish to be seen online at all times and provide a maximum amount of 
detail about their person (either true or falsified information). In social networks, such users also 
serve “communication hubs” or brokers for creating additional connections to the network. Not 
surprisingly, showing off friends and connections in public is a way to impress and to demonstrate 
social status, both in the online and offline worlds.  
As there is a lack of nuance, however, in these online social spaces, it is difficult to gain a good 
understanding of another user’s personality. Many can be falsified, in an obvious way (like 
“fakesters” who use favourite bands or actors as their username) or in a less obvious way, when users 
hide those aspects of their personality that they consider unsuccessful in the physical world. 
Personalities online are also subject to constant change, as people continuously re-invent themselves. 
The projection of identity, and the re-writing of it online, is an important preoccupation of today’s 
digital world.  
The new technologies that are in the course of rapid development have been accompanied by the 
birth and growth of a so-called sub-culture of communications, with its own identity formulation, 
etiquette and social norms in constant flux. This sub-culture impacts many aspects of life and needs 
to be mapped and studied carefully. Naturally, most aspects of matters such as this are not subject to 
a formalized protocol. Nevertheless, ways must be found to foster thinking and education about 
norms and standards of technology use and behaviour in the public interest.  
It must be noted that in this context for the elderly, in particular, it is even more difficult to conform 
and adjust to new developments in digital social norms. Not only do they have to unlearn years of 
behaviour, but by virtue of their advanced age, learning new ways of doing things can become a great 
burden. However, it also presents an opportunity, as independent living technologies for instance 
could significantly enhance quality of life and convenience. What is required is a greater investment 
in education not only about the technical aspects of new applications but their social ramifications as 
well.  
In any human enterprise, not only should one seek to maximize profit, but we must also reduce or 
eliminate loss. In Dr. Faustus, that mythical bargain was eventually turned in our favour. One can 
hope that the Faustian Bargain of technological change44 will also follow that pattern: that on balance, 
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the gains that new technologies generate will more than compensate for whatever downsides they 
may have45. But for this to be possible, an awareness of the subtle impacts of technology on human 
behaviour and society is necessary at the earliest stages of innovation. Only an understanding of the 
ultimate limitations of new technology will enable us to fully reap its seemingly limitless potential. 
7.4.3 Age, civilization and the machine 
Self-preservation has long been recognized as the most basic of instincts. An extension of this is the 
instinct to preserve and promote society.  In turn, society, or the presence of others, is necessary for 
the preservation of the individual.  
Civilization is in part the result of the cumulation of human experience in society.  This encompasses 
social norms, social structures and hierarchies, and also, more fundamentally, human thought and 
contemplation. In this sense, aged humanity is our repository of experience, and thus the custodian of 
culture and civilization. If the advance of civilization is indeed our most desirable aim, then the aged 
stage in life, a state to which we all may aspire, is eminently worth preserving and empowering. And 
this requires mechanisms of societal support.  
Life, and particularly human life, depends on support from its very beginnings: financial, physical, 
medical, social and such. The newly born require intensive nursing: their very survival depends on it. 
Children require support to learn. In adulthood, people require domestic help, childcare support and 
technical assistance with household maintenance and increasingly complex home appliances. It is a 
commonly observed fact that with the onset of age, the need for support, particularly physical and 
medical support, grows. At the same time, the number of younger persons who might potentially 
provide that support is shrinking as the demands on their time and energy increase. As it happens, 
this gap could be bridged by emerging technologies such as those described herein. It may be worth 
recalling what Oscar Wilde wrote over a hundred years ago: “unless there are slaves to do the ugly, 
horrible, uninteresting work, culture and contemplation become almost impossible…on mechanical 
slavery, on the slavery of the machine, the future of the world depends”46.  Paraphrased for modern 
times, it can be said that civilization has always required support to flourish - in the future, this 
support will come increasingly from ‘machines’, which are growing not only in quantity but also 
complexity and diversity, and perhaps most importantly, in their ability to interact with, and adapt to, 




Beautiful young people are accidents of nature, but beautiful old people are works of art. 





8. CONCLUSIONS AND FUTURE DIRECTIONS 
8.1 Summary and contributions  
This dissertation has presented a proposal for a home wireless platform for the elderly, in view of 
changing demographic trends, widening public policy objectives and continuing developments in 
emerging technologies. It has proposed the integration of traditionally disparate technologies, in 
order to present what might be described as an early prototype of a digital home. In the course of this 
effort, a new decision-support system for behaviour monitoring in the home has been developed. 
Computer simulation has been used to verify the system. Full account has been taken of socio-ethical 
and multi-disciplinary perspectives and the need for these to play a greater role in innovation and 
technological design.  
Chapter 2 presented a forward-looking overview of the social influences shaping technological 
adoption and how society in turn affects technological development. It drew attention to the changing 
demographics around the world and the problems faced by ageing societies. It highlighted growing 
public policy involvement in stimulating the adoption of emerging information and communication 
technologies as well as its important social priorities (such as health care and ageing). Given the 
synergies between these policy priorities, it was plain to see that the time is now right for applying 
emerging ICTs to enhancing the quality of life for the aged. 
Chapter 3 cast new light on user-centric design. It proposed a novel theoretical framework for “use 
leadership” in innovation management, based on Eric von Hippel’s notion of lead users. It then 
applied that framework to the case of the elderly and emerging technologies, taking into account both 
demand-side and supply-side considerations.  
Chapter 4 discussed a key emerging technology, RFID – its technical aspects, markets and unique 
potential. It explored its many applications, advantages, and functionalities before addressing its 
limitations. The chapter examined the role of RFID in health care and summarized the main gaps. 
One of the important assertions made was how RFID can best complement, and be complemented, 
by other technologies, such as sensors and wireless networking. It concluded by exploring the 
widening context for RFID and its future prospects. 
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Chapter 5 began by setting out the main challenges in networking the home, before presenting the 
background and objectives of the home system for elderly care, known as the AGE@HOME 
Platform. It described the overall capabilities of the system and the basics of the behaviour 
monitoring model required for crisis alerts. It also introduced the methodology used for the logic 
diagrams that followed in Chapter 6.  
Chapter 6 presented logic diagrams based on SDL (Specification and Description Language) to 
describe the AGE@HOME decision-support system. This decision logic was used to develop the 
AGE@HOME software program in MATLAB. Chapter 6 described this program and its various 
components, such as sensor checks, timer controls, control interfaces, and object localization. It 
explained how administrators could set up parameters to suit specific home environments or resident 
needs. It also presented the results of the random simulation, which confirmed the decision logic as 
initially conceived, and verified that the system could be applied to a real-life scenario, in which 
physical sensors provide real data. The software was observed to perform the role for which it was 
intended, i.e. a behavioural and environmental monitoring system. Finally, this chapter raised some 
of the important challenges for technology developers, users and policy-makers, and discussed the 
likelihood of adoption.  
Chapter 7 explored the new frontiers of digital living. It examined the evolution of daily life in the 
digital age, taking into account developments such as the participatory web and the network of things, 
including implications for the elderly.  It highlighted the need for user-centred innovation, and the 
creation of an all-inclusive and personalized “web i.o”. Finally, it explored some of the socio-ethical 
perspectives needed for more effective and human technology design.  
The original contributions of this dissertation were as follows:  
 the presentation of a novel concept for unobtrusively identifying crises in the home, through 
the combination of traditional and new and emerging technologies; 
 the development of a new theoretical framework for end-user leadership in innovation and 
technological design and the evaluation of the elderly as “use leaders”;  
 the design of a home environmental and behaviour monitoring system for the elderly 
allowing them to delay any possible move to costly, and less pleasant, institutional care;  
 the creation of a software programme and graphical user interfaces (GUIs) for the 
AGE@HOME monitoring platform, and the running of a computer simulation to confirm the 
initial decision logic; 
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 the projection of a multi-disciplinary approach to technology design with the specific user in 
mind; 
 the inclusion of a unique perspective for exploiting current technological developments with  
a view to realizing a participatory, context-aware, and personalized digital life.  
The AGE@HOME concept and platform proposed herein take into account technological systems 
available today, but can be upgraded with new technology as it becomes available. Such 
modifications are made simpler because the system itself focuses primarily on the needs of users, 
and, in a wider sense, addresses socio-economic challenges that will endure for some time.   
8.2 From theory to practice 
The new theoretical framework for use leadership proposed in the present dissertation can usefully be 
applied to practical situations involving technical design and innovation management.  Firms seeking 
to tap into new markets may benefit from a greater consideration of demand-side user requirements, 
as well as a focus on specific user groups that stand to play an important role in the innovation and 
diffusion processes.  Furthermore, an evaluation of those technical trends that serve to empower 
users individually, or to achieve a greater socio-economic purpose, may serve to highlight particular 
areas ripe for investment opportunities.  
This dissertation has also presented a technical concept that is ready for laboratory testing. A 
laboratory can make use of the computer program and user interface that has been developed and put 
into practice the physical integration of the various technical components. In particular, the 
laboratory can test how RFID tags and sensors can be best combined on one device, and explore the 
networking capabilities of readers and wireless LAN. The network configuration could be further 
tested, e.g. by taking into account anti-collision mechanisms and reader ranges. The unobtrusive 
nature of the wireless system should also be ensured through the use of smaller and well-placed 
components.  
Work conducted as part of this Ph.D. dissertation on a radio-enabled platform for independent living 
has been utilized for creating a laboratory at Aalborg University. The “Easy Life Lab”, as it is known, 
was inaugurated on 29 January 2009 and is now fully functional. It is described in brief below.  
8.2.1 The Easy Life Lab 
The Easy Life Lab is housed at the Center for Tele-Infrastruktur (CTIF) at Aalborg University 
(Denmark). It consists of a system equipped with RFID tags, RFID readers, sensors, and their 
interfaces. A schematic of the lab is set out in Figure 8.1.  A research platform has also been set up to 
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develop and implement multiple applications for the Easy Life Lab which are adapted to 
telehomecare and smart home environments.  
The functions of the lab follow closely the proposals made in this dissertation, i.e.: 
 Monitoring position and movement of handicapped or elderly; 
 Monitoring the activity of the elderly, e.g. by monitoring the water flow, pressure in the bed, 
and so on; 
 Tracking of assets, i.e. personal items; 
 Environmental monitoring, e.g. temperature, smoke detector, etc. 
 
Figure 8.1 Schematic of the Easy Life Lab based on the AGE@HOME Platform 
 
The lab attempts to replicate a home with three rooms, representing a bedroom, a kitchen/living room, 
and bathroom. An RFID reader is placed in each room and RFID tags are attached to personal items, 
such as handbags, medication, wallet, keys etc. It is assumed that an RFID tag would also be present 
on the resident’s body, e.g. in the form of a bracelet. Temperature, vibration and bed pressure sensors 
are also included. All active RFID tags communicate with the RFID reader in each room, which is 
connected to the central controller through a WLAN 802.11b network. As suggested in this 
dissertation, the lab uses a combination of sensors and active RFID tags in order to enable the real-
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time monitoring of the home environment and resident activity. The lab makes use of a temperature 
sensor and vibration sensor and these are combined with RFID tags.  In the case of the smoke sensor, 
the lab is testing a ZigBee mesh network. For data collection and monitoring, the lab makes use of 
the AGE@HOME platform and software as described in Chapter 6.    
In the future, this laboratory could also be set up as a “living laboratory” deployed in different elderly 
homes for testing. It could be tested in institutional settings (e.g. nursing homes). In order to fully put 
theory into practice, however, surveys and discussions groups should be used to gauge user 
acceptance (including technical awareness and ease of use). These should include the elderly but also 
their main caregivers, personal and professional. Finally, further work could be conducted on the user 
interface through targeted user feedback and usage monitoring.  
8.3 Opportunities for further study  
The platform as it is designed has the potential to be expanded further, through the addition of new 
components, in light of burgeoning technology and tailored individual need.  For instance, other 
types of sensors could be added, such as biomedical sensors ranging from glucose meters to blood 
pressure sensors. Similarly, the field of application could be expanded to cover residents with a wider 
range of disabilities. The addition of accelerometers and more sophisticated motion sensors could 
help with the determination of the precise location and motion patterns of a resident within the home. 
This would enable the collection of more accurate health and behavioural data in the home 
environment, which could eventually be shared with professional caregivers (if necessary and 
appropriate). It may also be of use in institutions, such as care homes for the elderly or psychiatric 
institutions. It will be vital in all cases, however, for further work to be carried out on the security 
and privacy parameters of the data collected by such a system. Standardization of the technology in 
use is also an important challenge that needs further concerted effort at the global scale.  
Furthermore, the system could also be used to determine the level of energy and water consumption 
in a household. This has potential benefits not only for elderly households, but for a much wider user 
base, given the increased need felt globally for resource and energy efficiency. Like ageing, energy is 
an important public policy priority. Future systems based on the proposed platform could integrate 
actuators with sensors, for the real-time regulation and adjustment of consumption, or for addressing 
unusual environmental conditions, such as excessive water flow or abnormal ambient temperature. 
The behaviour monitoring model proposed in this dissertation might be extended to other probability-
based applications, and be of use for diverse purposes, such as patient flow and behaviour in 
hospitals, visitor flow in public areas, or building maintenance.   
Further work is required on the web-based user interface, in particular the addition of voice and 
speech recognition tools, which may be of particular assistance to elderly or handicapped that have 
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trouble with the physical input of commands. This interface could also be further extended to reap 
the advantages of social networking systems, thus enabling lifelong learning and community living. 
Gaming, and in particular “lifestyle gaming”, should be considered an important development for the 
elderly. Daily chores and health maintenance can be made entertaining and thus ease the burden on 
those who may have difficulty in completing them. This can then be extended to other segments of 
the population.   
Finally, the proposed platform may eventually lead to ambient systems for co-presence, whereby 
caregivers might observe, in a digital space (e.g. through animation and avatars), the real-time 
behaviour of the elderly in their care. This would provide greater continuity of care and facilitate the 
“seamless” incorporation of elder care into daily life. In a larger sense, it would help further bridge 
the gap between geographical spaces (here and there) and between real and virtual spaces, thereby 
enhancing and further shaping the scale, scope and impact of today’s digital networks.         
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